1875 Eye Street NW, Suite 800 · Washington, D.C. 20006

July 1, 2016
VIA PRIORITY MAIL & E-MAIL
Associate General Counsel (General Law)
Mailstop 0655
U.S. Department of Homeland Security
Office of the General Counsel
Washington, D.C. 20528
E-mail: ogc@hq.dhs.gov
Re:

Freedom of Information Act Appeal, FOIA No. 2015-HQFO-00691

Dear FOIA Appeals Officer:
This is a timely administrative appeal of the Department of Homeland Security (“DHS”)
final response to a Cause of Action Institute (“CoA Institute”) Freedom of Information Act
(“FOIA”) request for records concerning the exemption of high-ranking DHS officials from an
agency-wide rule prohibiting the use of Web-based e-mail programs.
Procedural Background
On September 11, 2015, CoA Institute submitted a FOIA request to the DHS seeking
access to three categories of records concerning webmail waivers issued to Secretary Jeh
Johnson and twenty-eight senior DHS officials.1 CoA Institute also requested treatment as a
representative of the news media for fee purposes, as well as a public interest fee waiver.2 On
September 22, 2015, the DHS acknowledged receipt of the CoA Institute FOIA request, assigned
it a tracking number, and indicated that the agency would invoke an automatic ten-day statutory
extension of the response deadline.3 The DHS granted the CoA Institute request for news media
requester status and conditionally granted the request for a public interest fee waiver.4
On May 6, 2016, the DHS issued its final determination.5 The agency identified a total of
691 responsive records: 24 pages were released in full; 459 pages were partially redacted; and
Letter from CoA Inst. to Karen Neuman, Chief Privacy Officer/Chief FOIA Officer, Dep’t of Homeland Sec.
(Sept. 11, 2015) (attached as Exhibit 1).
2
Id.
3
Letter from Jimmy Wolfrey, FOIA Program Specialist, Dep’t of Homeland Sec., to CoA Inst. (Sept. 22, 2015)
(attached as Exhibit 2).
4
Id.
5
Letter from Mia Day, FOIA Program Specialist, Dep’t of Homeland Sec., to CoA Inst. (May 6, 2016) (attached as
Exhibit 3).
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208 pages were withheld in their entirety.6 The agency justified its withholdings under FOIA
Exemptions 5, in conjunction with the deliberative process and attorney-client privileges, and 6.
As set forth below, this final response is inadequate. The DHS failed to failed to produce
legible records; failed to reasonably segregate responsive material; failed to conduct an adequate
search; and failed to properly invoke Exemption 5, in conjunction with the deliberative process
and attorney-client privileges, as well as Exemption 6. Accordingly, the CoA Institute appeal
should be granted and the underlying request remanded to the DHS FOIA office for further
processing.
Discussion
As an initial matter, when responding to a FOIA request, an agency has a “duty to release
legible, complete records.”7 This duty is grounded in the notion that “[t]he focus of the FOIA is
information, not documents[.]”8 In this case, some of the records produced are illegible.9 The
DHS should reprocess all responsive records and produce them in a legible format.
Similarly, when producing responsive records, the DHS must conduct a review to
determine whether non-exempt, reasonably-segregable portions of a record can be disclosed
“after deletion of the [exempt] portions.”10 The DHS cannot withhold an entire record simply
because it contains some exempt material.11 Considering the volume of records withheld in
full—208 pages—some of the material contained therein may have been improperly redacted.
Even records that would, in large part, be protected under the deliberative process and attorneyclient privileges are likely to contain purely factual material that is neither confidential nor predecisional and deliberative. The DHS should re-review the 208 pages in question and to produce
non-exempt segregable portions thereof.
With respect to search adequacy, the DHS “must conduct a search reasonably calculated
to uncover all relevant documents.”12 This search must pass “a ‘reasonableness’ test to
determine the ‘adequacy’ of a search methodology, consistent with congressional intent tilting
the scale in favor of disclosure.”13 The DHS is required to search where responsive records are
likely to be found and it may not limit its search to exclude certain record systems, custodians, or
offices if they may contain responsive records.14 In this case, the DHS search fell short of the
required reasonableness because the agency failed to produce any records responsive to Item 3.
This item sought “[a]ll official records created by any waiver recipient . . . on Internet Webmail
or other personal e-mail account[s] from April 1, 2014 to the present.”15 Such records are known
6

Id.
Cleary, Gottlieb, Steen & Hamilton v. Dep’t of Health & Human Servs., 844 F. Supp. 770, 779–80 (D.D.C. 1993).
8
Mead Data Cent., Inc. v. Dep’t of the Air Force, 566 F.2d 242, 260 (D.C. Cir. 1977) (emphasis added).
9
See Exhibit 4 (sample illegible pages).
10
5 U.S.C. § 552(b); see Perry-Torres v. Dep’t of State, 404 F. Supp. 2d 140, 144–45 (D.D.C. 2005) (“[An
agency’s] explanation . . . should state that a line-by-line analysis . . . was conducted and that . . . no information can
reasonably be segregated.”).
11
See Wightman v. Bureau of Alcohol, Tobacco & Firearms, 755 F.2d 979, 982–83 (1st Cir. 1985).
12
Truitt v. Dep’t of State, 897 F.2d 540, 542 (D.C. Cir. 1990) (internal quotation marks, alterations, and citation
omitted).
13
Morley v. Cent. Intelligence Agency, 508 F.3d 1108, 1114 (D.C. Cir. 2007) (citation omitted).
14
Callaway v. Dep’t of the Treasury, No. 08-5480, 2009 WL 10184495 at *2 (D.C. Cir. June 2, 2009).
15
CoA Inst. FOIA Request, supra note 1.
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to exist.16 In a live discussion with Mike Allen of POLITICO, Secretary Johnson indicated that
when he received communications concerning government business on his Gmail account, he
forwarded them to his government account.17 It is reasonable to expect that other senior DHS
officials behaved similarly when receiving work-related e-mail on their personal web-based
accounts. The DHS should conduct a supplemental search targeted to identify all records
potentially responsive to Item 3.
The DHS has also failed to justify its reliance on Exemption 5, in conjunction with the
deliberative process and attorney-client privileges. As to the former privilege, the DHS has not
adequately demonstrated that all records, including those withheld in full, are (1) pre-decisional,
that is, “antecedent to the adoption of an agency policy,”18 and (2) deliberative, or “a direct part
of . . . [a] process [of] mak[ing] recommendations or express[ing] opinions on legal or policy
matters.”19 If any responsive material does not reflect the “give-and-take of the consultative
process,”20 its disclosure would not vitiate the purpose of the privilege, i.e., to enhance the
quality of agency decision-making.21
With respect to the attorney-client privilege, the DHS has failed to demonstrate that all
relevant records, including those withheld in full, reflect confidential communications made by a
client (i.e., an agency component) to an attorney (i.e., the Office of General Counsel) “for the
purpose of securing . . . (i) an opinion on law or (ii) legal services or (iii) assistance in some legal
proceeding.”22 The privilege only applies to communications created in the context of an actual
attorney-client relationship and not simply whenever an agency employee communicates with a
lawyer.23 Indeed, the privilege “must be ‘strictly confined within the narrowest possible limits
consistent with the logic of its principle.’”24 Because the DHS has not identified those portions
of the produced records that it considers attorney-client communications, CoA Institute is
uncertain as to the legitimacy of the use of the privilege, especially as it pertains to records
withheld in full. The DHS should provide greater specificity in this regard.
Finally, CoA Institute challenges the use of Exemption 6 to withhold records, or portions
of records, containing the names of federal employees and their positions, duty stations, or
agency e-mail addresses.25 All of this information must be disclosed in accordance with Office
16

Cf. Boyd v. U.S. Marshal Serv., No. 99-2712, 2002 U.S. Dist. LEXIS 27734 at *4 (D.D.C. Mar. 15, 2002).
Joseph Marks, Jeh Johnson on Gmail use: ‘Whoops’, POLITICO (July 21, 2015), http://politi.co/298nfFf.
18
Ancient Coin Collectors Guild v. Dep’t of State, 641 F.3d 504, 513 (D.C. Cir. 2011).
19
Vaughn v. Rosen, 523 F.2d 1136, 1143–44 (D.C. Cir. 1975).
20
Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d 854, 867 (D.C. Cir. 1980); see also Pub. Citizen, Inc. v.
Office of Mgmt. & Budget, 598 F.3d 865, 875 (D.C. Cir. 2010) (concluding that “[t]o the extent the documents . . .
neither make recommendations for policy change nor reflect internal deliberations on the advisability of any
particular course of action, they are not predecisional and deliberative”).
21
See Nat’l Labor Relations Bd. v. Sears, Roebuck & Co., 421 U.S. 132, 151 (1975) (observing that the “ultimate
purpose of this long-recognized privilege is to prevent injury to the quality of agency decision”).
22
In re Sealed Case, 737 F.2d 94, 98–99 (D.C. Cir. 1984). In the government context, an agency is the “client” and
its departmental counsel is the “attorney.” See Tax Analysts v. Internal Revenue Serv., 117 F.3d 607, 618 (D.C. Cir.
1997).
23
See Brinton v. Dep’t of State, 636 F.2d 600, 603 (D.C. Cir. 1980) (“[T]he attorney-client privilege applies only
when information is the product of an attorney-client relationship and is maintained as confidential between attorney
and client.”).
24
In re Lindsey, 148 F.3d 1100, 1108 (D.C. Cir. 1988) (citation omitted).
25
FOIA Exemption 6 may be used only to withhold, inter alia, purely personal details of individuals that do not
otherwise shed light on agency functions when the disclosure of such information would constitute a clearly
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of Personnel Management regulations.26 To the extent that the DHS used Exemption 6 in too
broad a fashion, especially in withholding records in full, then it has done so improperly and
should promptly produce responsive, non-exempt material.
Conclusion
For the foregoing reasons, the DHS final response to the September 11, 2015 CoA
Institute FOIA request is inadequate. The agency has failed to properly invoke the deliberative
process and attorney-client privileges, and Exemption 6; failed to conduct an adequate search;
failed to reasonably segregate responsive material; and failed to produce legible records.
Thank you for your attention to this matter. If you have any questions about this appeal
or the underlying request, please contact me by telephone at (202) 499-4232 or by e-mail at
ryan.mulvey@causeofaction.org.
______________________
RYAN P. MULVEY
COUNSEL

unwarranted invasion of personal privacy. See, e.g., Dep’t of Def. v. Fed. Labor Relations Auth., 510 U.S. 487, 500
(1994) (protecting federal employees’ home addresses); Pub. Emps. for Envtl. Resp. v. U.S. Sec. Int’l Boundary &
Water Comm’n, 839 F. Supp. 2d 304, 323–24 (D.D.C. 2012).
26
5 C.F.R. § 293.311(a) (OPM regulation specifying that information in personnel files should be accessible by the
public); see Friedman v. U.S. Secret Serv., 923 F. Supp. 2d 262, 281–83 (D.D.C. 2013) (federal agency employees’
names, work phone numbers, and work email addresses cannot be withheld under Exemption (6)).
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U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security
Privacy Office, Mail Stop 0655

September 22, 2015
SENT VIA E-MAIL TO: RYAN.MULVEY@CAUSEOFACTION.ORG
Ryan P. Mulvey
Cause of Action
1919 Pennsylvania Avenue NW
Suite 650
Washington, DC 20006
Re: 2015-HQFO-00691
Dear Mr. Mulvey:
This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS), dated September 11, 2015, and to your request for a
waiver of all assessable FOIA fees. Our office received your request on September 15, 2015.
Specifically, you requested the following for the timeframe April 1, 2014 to present:
1) All records reflecting or referring to waivers from Department of Homeland Security
("DHS") Sensitive Systems Policy Directive 4300A that were granted to Secretary Jeh
Johnson, Deputy Secretary Alejandro Mayorkas, or any other DHS official including but is
not limited to, formal waivers, "informal waivers, and any records concerning the approval or
denial of a waiver request (e.g., correspondence with or amongst employees of the Office of
the Chief Information Officer related to the processing of a waiver request);
2) All records containing or concerning guidelines, policies, or rules for official record retention
that were issued or otherwise available to the waiver recipients identified in item one of this
request; and
3) All official records created by any waiver recipient identified in item one of this request on
Internet Webmail or other personal e-mail account.
Due to the increasing number of FOIA requests received by this office, we may encounter some
delay in processing your request. Consistent with 6 C.F.R. § 5.5(a) of the DHS FOIA regulations,
the Department processes FOIA requests according to their order of receipt. Although DHS’ goal is
to respond within 20 business days of receipt of your request, FOIA does permit a 10-day extension
of this time period in certain circumstances. As your request seeks documents that will require a
thorough and wide-ranging search, DHS will invoke a 10-day extension for your request pursuant to
5 U.S.C. § 552(a)(6)(B). If you would like to narrow the scope of your request, please contact our
office. We will make every effort to comply with your request in a timely manner.
You have requested a fee waiver. The DHS FOIA Regulations at 6 CFR § 5.11(k)(2) set forth six
factors DHS must evaluate to determine whether the applicable legal standard for a fee waiver has
been met: (1) Whether the subject of the requested records concerns “the operations or activities of

the government,” (2) Whether the disclosure is “likely to contribute” to an understanding of
government operations or activities, (3) Whether disclosure of the requested information will
contribute to the understanding of the public at large, as opposed to the individual understanding of
the requester or a narrow segment of interested persons, (4) Whether the contribution to public
understanding of government operations or activities will be “significant,” (5) Whether the requester
has a commercial interest that would be furthered by the requested disclosure, and (6) Whether the
magnitude of any identified commercial interest to the requester is sufficiently large in comparison
with the public interest in disclosure, that disclosure is primarily in the commercial interest of the
requester.
Upon review of the subject matter of your request, and an evaluation of the six factors identified
above, DHS has determined that it will conditionally grant your request for a fee waiver. The fee
waiver determination will be based upon a sampling of the responsive documents received from the
various DHS program offices as a result of the searches conducted in response to your FOIA request.
DHS will, pursuant to DHS regulations applicable to media requesters, process the first 100 pages. If
upon review of these documents, DHS determines that the disclosure of the information contained in
those documents does not meet the factors permitting DHS to waive the fees, then DHS will at that
time either deny your request for a fee waiver entirely, or will allow for a percentage reduction in the
amount of the fees corresponding to the amount of relevant material found that meets the factors
allowing for a fee waiver. In either case, DHS will promptly notify you of its final decision
regarding your request for a fee waiver and provide you with the responsive records as required by
applicable law.
In the event that your fee waiver is denied, and you determine that you still want the records,
provisions of the FOIA allow us to recover part of the cost of complying with your request. We shall
charge you for records in accordance with the DHS Interim FOIA regulations as they apply to media
requestors. As a media requester you will be charged 10 cents per page for duplication; the first 100
pages are free. In the event that your fee waiver is denied, we will construe the submission of your
request as an agreement to pay up to $25.00. This office will contact you before accruing any
additional fees.
We have queried the appropriate component(s) of DHS for responsive records. If any responsive
records are located, they will be reviewed for determination of releasability. Please be assured that one
of the processors in our office will respond to your request as expeditiously as possible. We appreciate
your patience as we proceed with your request.
Your request has been assigned reference number 2015-HQFO-00691. Please refer to this identifier
in any future correspondence. To check the status of your FOIA request, you may contact this office
at 1-866-431-0486 or 202-343-1743, or you may check the status of your request online at
http://www.dhs.gov/foia-status.
Sincerely,

Jimmy Wolfrey
FOIA Program Specialist
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U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security
May 06, 2016
SENT BY ELECTRONIC MAIL TO: RYAN.MULVEY@CAUSEOFACTION.ORG
Ryan P. Mulvey
Cause of Action
1919 Pennsylvania Avenue NW
Suite 650
Washington, DC 20006
Re: 2015-HQFO-00691
Dear Mr. Mulvey:
This is the electronic final response to your Freedom of Information Act (FOIA) request to the
Department of Homeland Security (DHS), dated September 11, 2015, and received by this office
on September 15, 2015. You are seeking the following records for the time frame of April 1,
2014 to present:
1) All records reflecting or referring to waivers from Department of Homeland Security
("DHS") Sensitive Systems Policy Directive 4300A that were granted to Secretary Jeh
Johnson, Deputy Secretary Alejandro Mayorkas, or any other DHS official including but
is not limited to, formal waivers, "informal waivers, and any records concerning the
approval or denial of a waiver request (e.g., correspondence with or amongst employees
of the Office of the Chief Information Officer related to the processing of a waiver
request);
2) All records containing or concerning guidelines, policies, or rules for official record
retention that were issued or otherwise available to the waiver recipients identified in
item one of this request; and
3) All official records created by any waiver recipient identified in item one of this request
on Internet Webmail or other personal e-mail account.
A search of the DHS Management Directorate (MGMT), Chief Information Officer (CIO) for
documents responsive to your request produced a total of 691 pages. Of those pages, I have
determined that 24 pages of the records are releasable in their entirety, 459 pages are partially
releasable, and 208 pages are withheld in their entirety pursuant to Title 5 U.S.C. § 552: (b)(5)
and (b)(6), FOIA Exemptions 5 and 6.
Enclosed are 691 pages with certain information withheld as described below.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are
normally privileged in the civil discovery context. The three most frequently invoked privileges
are the deliberative process privilege, the attorney work-product privilege, and the attorney-client
privilege. After carefully reviewing the responsive documents, I determined that portions of the
responsive documents qualify for protection under the deliberative process privilege and
attorney-client privilege.
 Deliberative Process Privilege
The deliberative process privilege protects the integrity of the deliberative or decision-making
processes within the agency by exempting from mandatory disclosure opinions, conclusions, and
recommendations included within inter-agency or intra-agency memoranda or letters. The
release of this internal information would discourage the expression of candid opinions and
inhibit the free and frank exchange of information among agency personnel.
 Attorney-Client Privilege
The attorney-client privilege protects confidential communications between an attorney and his
client relating to a legal matter for which the client has sought professional advice. It applies to
facts divulged by a client to his attorney, and encompasses any opinions given by an attorney to
his client based upon, and thus reflecting, those facts, as well as communications between
attorneys that reflect client-supplied information. The attorney-client privilege is not limited to
the context of litigation.
FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the
release of which would cause a clearly unwarranted invasion of personal privacy. This requires a
balancing of the public’s right to disclosure against the individual’s right to privacy. The privacy
interests of the individuals in the records you have requested outweigh any minimal public
interest in disclosure of the information. Any private interest you may have in that information
does not factor into the aforementioned balancing test.
You have a right to appeal the above withholding determination. Should you wish to do so, you
must send your appeal and a copy of this letter, within 60 days of the date of this letter, to:
Associate General Counsel (General Law), Mailstop 0655, U.S. Department of Homeland
Security, Washington, D.C. 20528, following the procedures outlined in the DHS regulations at 6
C.F.R. § 5.9. Your envelope and letter should be marked “FOIA Appeal.” Copies of the FOIA
and DHS regulations are available at www.dhs.gov/foia.
Provisions of FOIA allow DHS to recover part of the cost of complying with your request. In
this instance, because the cost is below the $14 minimum, there is no charge. 6 CFR §
5.11(d)(4).
If you need to contact our office again about this matter, please refer to 2015-HQFO-00691.
This office can be reached at 1-866-431-0486 or 202-343-1743.
Sincerely,

Mia Day
FOIA Program Specialist
Enclosure(s): Responsive Documents, 691 pages
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