NATIONAL
ARCHIVES

May 20, 2015

Daniel 7. Epstein

Cause of Action

1919 Pennsylvania Ave, NW
Washington, DC 20006

Re: Freedom of Information Act Request NGC15-159

Dear Mr. Epstein:

This is in response to your Freedom of Information Act (FOIA) request dated, March 9, 2015.
You are seeking copies of:

1. All non-archival records created by or in the possession of NARA between January 21,
2009 and February 1, 2013 relating to Secretary Clinton.
2. All non-archival records created by or in the possession of NARA between February 1,
2013 and the present relating to Secretary Clinton.
3. For any record in Items 1 or 2 above, all records referring or relatlng to the unlawful or
accidental removal or destruction of agency records.
4. All records relating to the disposition or recovery of State Department records used by
or
possessed by Secretary Clinton, 1nclud1ng any relevant communications with the
Attorney General.
5. For any record in Item 4 above, all communications with Congress.
6. All records relating to the review or approval of Secretary Clinton's transfer or
disposition of agency records to an email server in her possession and control.
7. All records relating to the State Department's State Messaging and Archive Retrieval
Toolset (SMART) system, including '

a. SMART's compliance with the Federal Records Act,

b. Secretary Clinton's compliance with the Federal Records Act, and

¢. Secretary Clinton's use of SMART.

Your request has been assigned the above tracking number.

NATIONAL ARCHIVES and
RECORDS ADMINISTRATION

8601 ADELPHI ROAD
COLLEGE PARK, MD 20740-6001

www.drchives.gov



Regarding items #1, 2, 3, and 4 — there are no responsive records in the custody of NARA.

Regarding items #5 and 6 — there are 43 documents being release to you in full, 14 documents
being released to you with redactions pursuant to 5 U.S.C. §552(b)(5) deliberative
process/attorney client/attomey work product, and (b)(6) privacy, 6 documents that are
withheld in full pursuant to exemption (b)(5). The documents denied in full are:

5 FAM 447 (draft State document)
State Department OIG

Re ERM_AutoworkGroup A3
Re FW_Draft Einail policy
Notes_Januaryl3

WGAutomated

Please note that NARA has placed a number of records online regarding our official
correspondence with the Department of State (see: http://www.archives.gov/press/press-
releases/2015/nr15-65.html).

This completes the processing of your request.

If you are not satisfied with our action on this request, you have the right to file an administrative
appeal in writing, email, or if you submitted your 1nitial request through FOIAonline you may
submit through that web portal. If in writing please address your appeal to the Deputy Archivist
(ND), National Archives and Records Administration, College Park, Maryland 20740. If by
email please submit your appeal to FOIA(@nara.gov addressed to the Deputy Archivist. Please
follow the instructions in FOIAonline to appeal any decisions. Your appeal should be received
within 60 calendar days of the date of this letter and it should explain why you think this
response does not meet the requirements of the FOIA. Both the letter and the envelope should be
clearly marked “Freedom of Information Act Appeal.” All correspondence should reference the
tracking number NGC15-159.

Sincerely, |

a EPH A. SCANLON

FOIA Officer
Office of General Counsel
(301) 837-0583

joseph.scanlon{@nara.gov




(b) (5)
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Department of State - Everest System of Record

State Dept x

Wombacher, Mary ¢ <WombacherMC@state.gov> 6/14/
13

to me, robert.spangler, Conrad
Robert/Donald,

Thank you for coming to the State Department yesterday to discuss making Everest the system
of record. Please feel free to email me or Conrad O’Connell if you have any technical follow-up
questions.

Thanks, Mary

Donald Chalfant <donald.chalfant@nara.gov> 6/17/
13

to Mary, Robert, Conrad

Hi Mary,

Thanks for inviting us to come for a visit. | do have one follow-up question about metadata. | was wondering if
the metadata fields that you use reference any particular metadata standard and if you are using a controlled
vocabulary? An example of a basic metadata standard is the Dublin Core Metadata

Initiative http://dublincore.org/documents/dces/

Thanks,

Don

O'Connell, Conrad M <OConnellCM@state.gov> 6/17/
13

to me, Mary, Robert
Hi Donald,

The standards and vocabulary used for defining the metadata fields are primarily based on the
requirements provided by the Everest business owner.

Thanks,
Conrad
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From: Donald Chalfant [mailto:donald.chalfant@nara.gov]
Sent: Monday, June 17, 2013 9:01 AM

To: Wombacher, Mary C

Cc: Spangler, Robert; O'Connell, Conrad M

Subject: Re: Department of State - Everest System of Record

Donald Chalfant <donald.chalfant@nara.gov> 6/17/
13

to Conrad, Mary, Robert

Hi Conrad,

That's perfectly fine. Although there is no requirement to anchor to a particular metadata standard, it is a useful
method to ensure the consistent implementation of metadata fields. But in this case, if there is a key that
defines how the fields are used in Everest (e.g. when encountering a metadata field titled "date," we would
know that "date" means A) the date the document was created or B) the date the document was approved,
etc...) that information would need to be transferred with the records. The same applies to any standard
vocabulary. It would be best to plan a transfer of any data dictionaries with the records to help us search and
use the files years later.

Thanks,

Don

Donald Chalfant <donald.chalfant@nara.gov> 6/28/
13

to Lisa

Lisa,

Here is the extent of the metadata discussion that | had with Mary and Conrad at State after our meeting.
Basically | was just asking them to make sure that the metadata fields they use can be clearly understood by
anyone, especially NARA after transfer. It is recommended, but not required, that they use an existing
metadata standard. Alternatively, they can send us documentation along with the records at time of transfer
that clearly defines what each metatdata field represents. Let me know if you have any questions.

Thanks

Don

NARA 05.20.15_0003
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Technical and Archival Evaluation of Test Transfer from State Department SMART System

On April 13, 2004, the National Archives and Records Administration signed a Memorandum of
Understanding with the Department of State. The subject of the memorandum was to
demonstrate the electronic transfer of e-documents to NARA and to explore knowledge
management technologies related to the analysis of large quantities of data. The documents
referred to in the MOU were products of the State Messaging and Archive Retrieval Toolset
(SMART) system. Over the last seven years the State Department has developed and
implemented the SMART system and the system now contains records which can be used to
fulfill the MOU.

Section A of the MOU relates to the identification of the target collections. The State

Department has identified these collections within the SMART system. The test transfer consists
of approximately 24,400 messages. 9,000 of these messages are record emails and the remainder
are traditional cables. The date range of the test data is January 1, 2009 through March 31, 2011.

Section B of the MOU indicates that the test records will be transferred to NARA using
simplified delivery processes. NARA and the State Department decided to transfer the test data
on optical media. The test transfer was received and has been successfully evaluated.

Section C of the MOU details an evaluation process related to the transfer of test records.
NARA has completed the evaluation the test data. The results of that evaluation appear below.

Section D of the MOU describes various knowledge management techniques which NARA will
utilize to facilitate analysis of the test data. This analysis has been performed and the results are
below.

The test records are being handled according to Section E of the MOU, which indicates that the

test records will only be used for the purposes indicated by the MOU, and that NARA will
exercise due diligence in its handling of the data.

NARA 05.20.15_0005



The SMART test transfer arrived at NARA on one DVD in a compressed format. The messages
were uncompressed into 24,458 folders, comprising approximately 7 GB of data. Each folder's
name comprises 36 characters (i.e. ffb229d1-eala-43e0-9509-9eb2badf60cb). Each folder
represents one message, and any attachments. Each message exists in two formats, XML and
PDF. The XML files were all named manifest.xml, while the PDF files were named according
to an unknown specification, which appears to utilize the location of the consulate sending the
message, as well as other information. Attachments were named similarly to the PDF files.
Accompanying the test transfer were a cover letter and the XML Schema Definition, which
defines the fields in the XML file.

A technical evaluation of the data was performed, examining the records for issues which may
affect access, authenticity, or comprehension. Where applicable, current NARA Transfer
Guidelines were used to evaluate the data. The technical evaluation revealed several major
issues, as well as several minor issues. Those issues are:

1. Major issue - Text is missing from PDF (i.e. "10-SAN JOSE-416.eml.pdf"). At least one
PDF record had entire sentences missing from the file. This was confirmed by
comparing the text in the PDF file to the text in the XML file. This issue is very serious
and affects the authenticity of the record.

2. Major issue - Scan resolution is too low for NARA standards in PDF (i.e. "1-Bouterse 1-
27-11.PDF.pdf.pdf"). In some cases attachments to emails were scanned from existing
paper. Several scans were identified which do not meet current NARA Transfer

Guidelines for scanned textual records. The scanning resolution of these images was
below the NARA minimum of 300dpi.

3. Major issue - Scans in PDF use lossy compression (i.e. "1-Bouterse 1-27-
11.PDF.pdf.pdf"). According to current NARA Transfer Guidelines, records created from
scanned text may not be saved using a lossy compression format, which throws away
data to reduce file size. Several scans were identified that utilize a lossy compression
format.

4. Minor issue — There are possible text encoding issues in PDF (i.e. " 09-FTR-
96.eml.pdf"). At least one PDF file, and the accompanying XML file, had question marks
replacing letters which contained accent marks. This led to sentences like "Con
relaci????n a lo conversado el d????a de ayer en vuestra Agencia." in the XML file. The
PDF version of the file was similar, but with only two question marks instead of four.

5. Minor issue — There are possible code snippets in PDF (i.e. " 11-ISLAMABAD-
506.eml.pdf.pdf"). Several files were identified which had apparent snippets of code (i.e.
<![endif]->) at the beginning of the PDF. The code snippets do not occur in the XML
version of the messages.
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Minor issue — There are multiple file format extensions in PDF file name. As seen above,
many of the files have multiple file format extensions in the PDF file names. This may
lead to confusion when searching or attempting to identify specific files.

Minor issue — There are attachments referenced in many XML files called metadata.dat
that do not appear in the record's directory (i.e. "10-FTR-14876.eml.pdf.pdf").

Minor issue — PDF versions of several emails indicated the attachment of files which do
not appear in the record's directory (i.e. "10-FTR-14876.eml.pdf.pdf™).

Minor issue — At least one PDF record contained images which were not viewable (i.e. "
11-ISLAMABAD-506.eml.pdf.pdf").

In addition to the above technical evaluation, a brief archival evaluation was also performed

which raised several questions.

Archival Evaluation

1.

Issue - All XML files have same name. All 24,000 messages were named manifest.xml.
This can cause considerable confusion when attempting to provide reference access to the
records. It also makes it very difficult to properly replace a file which has been removed
from its directory structure. In addition, the naming of the folders is not intuitive, nor did
State provide any finding aid which links a folder name to a specific message.

Question — Why are there both PDF and XML versions of the records? Which version is
considered the record? In the small sample reviewed, it appears a user needs both the
PDF and the XML file to understand the record. The XML files include additional record
management and other metadata that is not part of the record material of the record (such
as MessagelD or hash codes) so it makes sense that such metadata would not be included
in a “user friendly” PDF version of the record material of the record. However, it is not
clear what information is used to create the “user friendly” PDF version of the record.
Are the PDF files generated from the XML files or are both files generated from the
message as stored in SMART? Is there a crosswalk for the fields in the PDF files vis-a-
vis the fields in the XML files with an explanation for any differences?

Question — How does the user identify what records are emails versus telegrams versus
memos? It is unclear if the XML field MessageType provides this information and it
appears there is nothing in the PDF to indicate this.

Question - How does one identify or maintain the link between the two versions of the
message and any attachments? This is especially problematic if all the XML files are
names manifest.xml and the attachments do not contain the MRN. If the plan is to
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transfer the records with a folder for each record containing both versions (formats) of the
record and any attachments, that would require maintaining the directory structure for
preservation and access.

5. Question - Is the MRN the only unique number that appears on both the PDF and XML
that can be used to link the two versions?

As part of the evaluation of the data, NARA has explored various knowledge management
techniques designed to facilitate access to the data. Although no proper finding aid was
transferred along with the data, it is possible to work with the XML files to create a finding aid.
A simplified script was written which extracted various pieces of data from the XML files (for
example, file name, message type, author, subject, date, attachments names, etc.). This script
created an Excel spreadsheet which could be utilized as a finding aid. In addition, since the
XML files are ASCII text, a full-text search engine could also be used for access purposes.

The NARA evaluation of the test data indicates several serious problems, both technical and
archival, which need to be resolved before an actual transfer of records is attempted. In addition,
significant additional metadata will need to accompany any transfer.
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3/24/2015 National Archives & Records Administration Mail - Capstone

Lisa Clavelli <lisa.clavelli@nara.gov>

Capstone
1 message

Fischer, William P <FischerWWP@state.gov> Mon, Feb 2, 2015 at 10:02 AM
To: "Lisa Clavelli (lisa.clavelli@nara.gov)" <lisa.clavelli@nara.gov>, "lisa.haralampus@nara.gov"

<lisa.haralampus@nara.gov>
Cc: "Lautenbacher, Jason" <LautenbacherJ @state.gov>

Lisa and Lisa:

Hi there. Ithink it’s premature for a NARA representative to attend one of our Electronic
Records Management Working Group Meetings. We still have internal issues to decide.
Any invitation should come from IPS.

Thanks,
Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

This email is UNCLASSIFIED.

NARA 05.20.15 0011
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3/24/2015 National Archives & Records Administration Mail - FW: Address for DAS Grafeld

Margaret Hawkins <margaret.hawkins@nara.gov>

FW: Address for DAS Grafeld

1 message

Fischer, William P <FischerWP@state.gov> Tue, Mar 3, 2015 at 11:34 AM
To: "margaret.hawkins@nara.gov" <margaret.hawkins@nara.gov>
Cc: "Lisa Clavelli (lisa.clavelli@nara.gov)" <lisa.clavelli@nara.gov>

I'm sending this as a back-up since Lisa said she’s in meetings today.

Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

This email is UNCLASSIFIED.

From: Fischer, William P NARA_05.20.15_0012

Sent: Tuesday, March 03, 2015 11:33 AM
To: 'Lisa Clavelli'
https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be07d40761015a&siml=14...  1/3



3/24/2015 National Archives & Records Administration Mail - FW: Address for DAS Grafeld

Cc: Lautenbacher, Jason
Subject: RE: Address for DAS Grafeld

Margaret P. Grafeld

Deputy Assistant Secretary

for Global Information Services
Bureau of Administration

U.S. Department of State

SA-2, Suite 8000

515 22" Street, NW

Washington, DC 20522-0208

< GrafeldMP @state.gov >

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

NARA 05.20.15 0013

From: Lisa Clavelli [mailto:lisa.clavelli@nara.gov]
Sent: Tuesday, March 03, 2015 10:46 AM
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3/24/2015 National Archives & Records Administration Mail - FW: Address for DAS Grafeld

To: Fischer, William P
Cc: Lautenbacher, Jason
Subject: Address for DAS Grafeld

Bill,

Good morning....I know you all are quite busy this morning. Paul has been in communications with Peggy and she will be expecting correspondence
from him later today or tomorrow. | will be sure you are provided with a copy when it is transmitted.

In terms of protocol how should she be addressed in the salutation? And what is her mailing address?

Thank you

Lisa

Lisa R. Clavelli
Supervisor, Appraisal Team 2

Records Management Services

This email is UNCLASSIFIED.
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3/25/2015 National Archives & Records Administration Mail - Fwd: (Yahoo News) question on a Request for Records Disposition Authority

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: (Yahoo News) question on a Request for Records Disposition Authority
1 message

Paul Wester <paul.wester@nara.gov> Wed, Mar 11, 2015 at 5:36 PM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>

Cc: Margaret Hawkins <margaret.hawkins@nara.gov>, "Kleiman, Miriam" <miriam.kleiman@nara.gov>, "Diachenko,
Laura" <laura.diachenko@nara.gov>

Lisa,
| know you are working on this question for other reasons, but can you please provide an easy answer and some
links to our RCS portal?

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-—-—-—- Forwarded message --—--—--—

From: Laura Diachenko <laura.diachenko@nara.gov>

Date: Wed, Mar 11, 2015 at 3:08 PM

Subject: (Yahoo News) question on a Request for Records Disposition Authority

To: Arian Ravanbakhsh <Arian.Ravanbakhsh@nara.gov>, Paul Wester <paul.wester@nara.gov>
Cc: Miriam Kleiman <miriam.kleiman@nara.gov>

Arian and Paul, would you be able to send me a link for this reporter? Thanks!
Begin forwarded message:

From: Nancy Scola <nancyscola@gmail.com>

Date: March 11, 2015 at 1:16:18 PM EDT

To: public.affairs@nara.gov

Subject: journalist with a question on a Request for Records Disposition Authority
Reply-To: nancyscola@gmail.com

Hi there. | hope this finds you well. I'm a journalist who is writing here for Yahoo News. I'm hoping
that you can help me out with something. I'm looking for the comparable document for the State
Department: http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-
justice/rg-0060/n1-060-10-036_sf115.pdf

Might you be able to point me in the right direction?
Best,

-Nancy

Fncy Scola

(m) 202-257-8511

nancy@nancyscola.com
@nancyscola NARA 05.20.15 0015
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3/25/2015 National Archives & Records Administration Mail - Fwd: (Yahoo News) question on a Request for Records Disposition Authority

NARA 05.20.15 0016
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3/25/2015 National Archives & Records Administration Mail - Fwd: Deadline TODAY reminder/minor revisions: Letter to State & Archivist re Clinton email preserv...

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: Deadline TODAY reminder/minor revisions: Letter to State & Archivist re

Clinton email preservation
1 message

Paul Wester <paul.wester@nara.gov> Mon, Mar 16, 2015 at 1:01 PM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, Margaret Hawkins <margaret.hawkins@pnara.gov>

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-----—-- Forwarded message ----------

From: GaryM Stern <garym.stern@nara.gov>

Date: Mon, Mar 16, 2015 at 12:01 PM

Subject: Fwd: Deadline TODAY reminder/minor revisions: Letter to State & Archivist re Clinton email
preservation

To: "Ferriero, David" <david.ferriero@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Bosanko, William"
<william.bosanko@nara.gov>, "Wester, Paul" <paul.wester@nara.gov>, "Garland, Donna"
<donna.garland@nara.gov>, "Hamilton, John" <john.hamilton@nara.gov>, Miriam Kleiman
<miriam.kleiman@nara.gov>, "Diachenko, Laura" <laura.diachenko@nara.gov>, "Bergman, Hannah"
<Hannah.Bergman@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Lisa Haralampus
<lisa.haralampus@nara.gov>, "Semo, Alina" <alina.semo@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>

fyi, see sign on letter circulating on the FOIA listserve conceming the Clinton emails, addressed to Kerry and
Ferriero.

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

---—--— Forwarded message -

From: Patrice McDermott <pmcdermott@openthegovernment.org>

Date: Mon, Mar 16, 2015 at 11:47 AM

Subject: Deadline TODAY reminder/minor revisions: Letter to State & Archivist re Clinton email preservation
To: FOI-L@listserv.syr.edu

A reminder that the deadline for signing on to the attached letter to the Archivist and state Department
regarding Sec. Clinton’s emails is COB today. The letter has been revised somewhat since it was first
circulated to make the language more precise and cautious, and to acknowledge the possibility that some of
the relevant emails may have been deleted. Please contract me at khawkins@opelm‘ﬁég%mgm.org
if your organization would like to sign on, or contact me or Patrice McDermott by email or at 202-332-6736

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smbé&as_subset=al... 1/2



3/25/2015 National Archives & Records Administration Mail - Fwd: Deadline TODAY reminder/minor revisions: Letter to State & Archivist re Clinton email preserv...

with any questions.

Thanks,

Katherine Hawkins

@ LETTER TO KERRY FERRIERO RE EMAIL RECOVERY 3-16.docx
20K
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3/25/2015 National Archives & Records Administration Mail - Fwd: Draft letter to State

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: Draft letter to State

1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 3:18 PM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>

Please call me or stop by if you would like to discuss.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-----—--- Forwarded message ----------

From: Paul Wester <paul.wester@nara.gov>

Date: Tue, Mar 3, 2015 at 2:58 PM

Subject: Draft letter to State

To: "Stern, GaryM" <garym.stern@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Trainer, Jay"
<jay.trainer@nara.gov>, "Bosanko, William" <william.bosanko@nara.gov>, "Hamilton, John"
<john.hamilton@nara.gov>

Attached is the latest draft of the letter | would like to send to State this evening, with a courtesy to Peggy
Grafeld ahead of time.

Please let me know what you think, or provide edits, asap.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

@ Alleged Clinton 030315v1.docx
14K

NARA 05.20.15 0019
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3/25/2015 National Archives & Records Administration Mail - Fwd: Hillary Clinton email issue

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: Hillary Clinton email issue
1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 12:56 PM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, "Brewer, Laurence" <laurence.brewer@nara.gov>, Margaret Hawkins
<margaret.hawkins@nara.gov>, Julie Reaves <julie.reaves@nara.gov>, Gary Rauchfuss
<gary.rauchfuss@pnara.gov>, Donald Rosen <donald.rosen@nara.gov>, Lisa Haralampus
<lisa.haralampus@nara.gov>

FYI
| will talk to James, hopefully later this afternoon or tomorrow.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-—--—-—- Forwarded message --—--—--—

From: James Springs <james.springs@nara.gov>
Date: Tue, Mar 3, 2015 at 11:58 AM

Subject: Hillary Clinton email issue

To: Paul Wester <paul.wester@nara.gov>

Paul

| am sure that you are busy with the subject issue. | just had a few questions that hope you can answer if not

maybe you can point me in the right direction. Specifically, who is the NARA liaison with the State department
for records management? Were we aware the gov email system was not being used by Ms Clinton. If we were
not aware why not. What checks and balances do we have in place to ensure the gov email systems are being
used. In your opinion does NARA only responsibility extend to just putting out the gov policy on email. Finally,
what are our next steps regarding this issue.

James Springs
Acting Inspector General
301-837-3018

NARA 05.20.15_0020

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al... 1/1



3/25/2015 National Archives & Records Administration Mail - Fwd: Press follow up on Clinton email story:NY Times and Daily Beast

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: Press follow up on Clinton email story:NY Times and Daily Beast
1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 11:11 AM

To: "Trainer, Jay" <jay.trainer@nara.gov>, Julie Reaves <julie.reaves@nara.gov>, Donald Rosen
<donald.rosen@nara.gov>, Lisa Haralampus <lisa.haralampus@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>, Gary Rauchfuss <gary.rauchfuss@nara.gov>, Margaret Hawkins
<margaret.hawkins@nara.gov>, Arian Ravanbakhsh <Arian.Ravanbakhsh@nara.gov>, "Clavelli, Lisa"
<lisa.clavelli@nara.gov>

FYI

Thanks to Arian, Lisa, and the ACPP team for putting together the initial draft of the talking points and citations
to existing guidance.

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

--—-—-—- Forwarded message --—---—-—

From: GaryM Stern <garym.stern@nara.gov>

Date: Tue, Mar 3, 2015 at 11:07 AM

Subject: Re: Press follow up on Clinton email story:NY Times and Daily Beast

To: Laura Diachenko <laura.diachenko@nara.gov>, "Kleiman, Miriam" <miriam.kleiman@nara.gov>

Cc: "Garland, Donna" <donna.garland@nara.gov>, Sandra Glasser <sandra.glasser@nara.gov>, "Ferriero,
David" <david.ferriero@nara.gov>, "Bosanko, William" <william.bosanko@nara.gov>, "Wall, Debra"
<debra.wall@nara.gov>, "Hamilton, John" <john.hamilton@nara.gov>, Maria Stanwich
<maria.stanwich@nara.gov>, Paul Wester <paul.wester@nara.gov>

Here are talking points that you can use.

Call Paul or me if you have additional questions or issues.

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Tue, Mar 3, 2015 at 9:57 AM, GaryM Stern <garym.stern@nara.gov> wrote:
Also, | got a message from Ruth Marcus, columnist for the Post (and old friend), to call her, presumably on
this issue. | have spoken with her periodically over the years on NARA issues, and am happy to do so again

now along the same lines | spoke with Schmidt (who sent me an email wondering WhﬁEAEAhO(L)quht of the story).

20.15_0021

And we have already received a FOIA request, asking for communications between NARA and Hillary Clinton

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al...
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3/25/2015 National Archives & Records Administration Mail - Fwd: Press follow up on Clinton email story:NY Times and Daily Beast

on this issue (which | don't think we will have any) as well as internal NARA communications, which we have
some since this issue came up over the weekend.

Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Tue, Mar 3, 2015 at 8:47 AM, Paul Wester <paul.wester@nara.gov> wrote:
Laura and Miriam,
Thanks for the messages. | understand the schedule issues you are having with the opening completely.

We are working up something that we can share with Gary and up the chain, and then with you.

| have a call with the Deputy Assistant Secretary at State in charge of information management later this
morning that may give some additional context to this issue and provide some insights into what has been
published.

More to come.
Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Tue, Mar 3, 2015 at 8:25 AM, Laura Diachenko <laura.diachenko@nara.gov> wrote:
Good morning! As Miriam said in a previous email, we are holding a press preview for

"Spirited Republic" this morning, then have BBC and CNN coming immediately
afterwards and into the late afternoon. Not sure how we will survive today! Please let us
know how you want us to respond.

So far,
I have a voicemail (attached) from the NY Times: Mike Schmidt is doing a follow up on
his article today.

Also an email from the Daily Beast:

Hello. I'm a correspondent with the Daily Beast, and | have a question regarding the use of personal emails
by government officials. The state department tells me that in August 2013 the National Archives and
Records Administration issued guidance which included that email records of designated senior officials are
permanent federal records. And in September 2013 NARA issued guidance on personal email use.

May | see this guidance? I'm not clear if it was publicly issued. And can you also explain 0420 led do2the
guidance being issued and why NARA decided to take the steps at that time? I'm working on a deadline
and appreciate your help.

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al...
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Thank you.

Shane Harris
Senior Correspondent, The Daily Beast

Future of War Fellow, New America

Author of @War: The Rise of the Military-Internet Complex

202-489-4827
402-513-3891 (encrypted)

Laura Diachenko

National Archives Public Affairs
direct: 202-357-5032

email: laura.diachenko@nara.gov

noTAan

-—-———- Forwarded message ———-—-

From: <"VOICE/+18043636794"@xpr-a2.nara.gov>
Date: 2015-03-03 7:58 GMT-05:00

Subject: Voice mail: 22 sec.

To: laura.diachenko@nara.gov

State talking points re Hillary Clinton Emails.docx
17K

NARA 05.20.15_0023
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3/24/2015 National Archives & Records Administration Mail - Fwd: RE: SMART TAGS

Margaret Hawkins <margaret.hawkins@nara.gov>

Fwd: RE: SMART TAGS

1 message

Margaret Hawkins <Margaret.Hawkins@pnara.gov> Mon, Nov 15, 2010 at 3:59 PM
To: David Langbart <David.Langbart@nara.gov>

I didn't reply yet.

>>> "Haralampus, Lisa I" <HaralampusLI@state.gov> 11/15/2010 3:27 PM >>>

Fantastic. | was thinking that David would be a great person for the SMART TAGS team to talk to.

| didn’t give you much background about the two staff who will be talking to David. They are contractors. One is a taxonomist. The other a CRM.
They are in the “information collection” phase of project planning. They’ve been talking to several individuals in State about how TAGS are used.
Getting them NARA'’s perspective on the Disposition by TAGS schedule is an important part of their work and David is a perfect match.

We will also need to talk about Disposition by TAGS going forward, which is an appraisal function — not a SMART specific function. That is
something that we will need someone from the WG to help advise. Our initial thoughts are that we will be “scheduling as we go”. In other words, as
we move through bureau-by-bureau, we will implement new TAGS to help meet their specific needs.

| hope this makes sense. | understand about the busy schedule — believe me! We'll have to find time to talk before we make too many assumptions
about the scheduling portion of the SMART TAGS project.

- Lisa

Lisa Haralampus NARA_05.20.15_0024

Branch Chief, Archive Services Division

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&cat=Team %20Two%2F State&search=cat&th=12c515591d0df896&sim|=12c515591d0df896
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A/GIS/IPS/AAS/AR

202-261-8037

From: Margaret Hawkins [mailto: margaret.hawkins@nara.gov]
Sent: Monday, November 15, 2010 1:39 PM

To: Haralampus, Lisa I

Cc: Kirkpatrick, Katherine G; Thian, Tasha M

Subject: Re: SMART TAGS

Lisa,

I apologize for taking so long to get back to you about setting up this meeting. I was out of the office most days for the
last three weeks.

I wanted to let you know that David Langbart is Michael Kurtz's designated NARA SMART representative, so, as we in
NWML were instructed, please contact him about setting up the meeting. He will need to be there and he can coordinate
with NWML as well.

I do want to alert you that I know from working with David on some CIA issues that both of our schedules are pretty full
through November into December due to prior commitments, but we will work to try to schedule a meeting time
convenient to all of us.

You probably already have David's contact information, but just in case it is: david.langbart@nara.gov or 301-837-3172.

NARA 05.20.15_0025
Thanks,

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&cat=Team %20Two%2F State&search=cat&th=12c515591d0df896&sim|=12c515591d0df896
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Maggie

Margaret Hawkins, CRM
Supervisor

National Archives and Records Administration
301-837-1799

>>> "Haralampus, Lisa I" <HaralampusLI@state.gov> 10/18/2010 11:14 AM >>>

Hi Maggie,

The Department of State is beginning an initiative to review how TAGS are used in the new SMART environment.

The SMART TAGS project will have an impact on records disposition in that we will be creating new tags that will need new disposition schedules.

| would like to invite you (and other members of the Work Group) to a meeting to discuss this project and its implication on NWML.

We can come to Archives I, if that makes life easier for you.

Please let me know if you have any meeting availabilities in the next four weeks.

Thanks!

- Lisa NARA_05.20.15_0026

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&cat=Team %20Two%2F State&search=cat&th=12c515591d0df896&sim|=12c515591d0df896 3/4
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Lisa Haralampus

SMART Archives and Records Management (ARM)
A/GIS/IPS

202-261-8037 or 4-8037

Our mission is to meet the information needs of our customers and the United States Government

This email is UNCLASSIFIED.

NARA 05.20.15_0027

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&cat=Team %20Two%2F State&search=cat&th=12c515591d0df896&sim|=12c515591d0df896 4/4



3/25/2015 National Archives & Records Administration Mail - Fwd: State Department OIG Audit of SMART and Email Management

Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: State Department OIG Audit of SMART and Email Management

1 message

Paul Wester <paul.wester@nara.gov> Thu, Mar 12, 2015 at 4:06 AM
To: Julie Reaves <julie.reaves@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>, Gary Rauchfuss <gary.rauchfuss@nara.gov>, Margaret Hawkins
<margaret.hawkins@nara.gov>, Lisa Haralampus <lisa.haralampus@nara.gov>, "Clavelli, Lisa"
<lisa.clavelli@nara.gov>, Cindy Smolovik <cindy.smolovik@nara.gov>

FYI

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-----—--- Forwarded message ----------

From: Paul Wester <paul.wester@nara.gov>

Date: Thu, Mar 12, 2015 at 3:54 AM

Subject: State Department OIG Audit of SMART and Email Management

To: "Ferriero, David" <david.ferriero@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Bosanko, William"
<william.bosanko@nara.gov>, "Stern, GaryM" <garym.stern@nara.gov>, "Hamilton, John"
<john.hamilton@nara.gov>, "Trainer, Jay" <jay.trainer@nara.gov>, "Garland, Donna"
<donna.garland@nara.gov>

This is the WaPo article and the following is the OIG report itself:
http://oig.state.gov/system/files/isp-i-15-15.pdf

This report is the analysis of the agency-wide issues and outlines the issues with a traditional, user-based
approach to performing records management actions on email (SMART).

The report touches on one of the changes State was undertaking to accomplish the M-12-18 goals and that are
discussed in the recent State SAO reports; however, the State OIG takes a traditional approach in the
recommendations to solving the problem (more staff training and fix SMART), but does not take a broader (more
Capstone-like) approach to consider automating more of the process because there is too much decision making
on the user.

Coincidentally, our oversight team is conducting an inspection (b) (5)

(b) (5)

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

NARA 05.20.15_0028

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al... 1/1



3/25/2015 National Archives & Records Administration Mail - NY Times article on Hillary Clinton's emails

Lisa Clavelli <lisa.clavelli@nara.gov>

NY Times article on Hillary Clinton's emails
1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 8:02 AM
To: AC All <AC-Ali@nara.gov>

Good morning everyone,
| wanted to let you know that we are aware of the New York Times article about Hillary Clinton's use of a
personal email account to conduct Federal business while she was Secretary of State.

As you would expect, we are already implementing our AC procedures for examining and then addressing the
issues with State. We will likely see a lot of press about this issue in the coming days.

We will probably not have much more to say about the matter itself immediately, beyond reiterating all of our
well-established guidance related to email management and generally letting everyone know we are working the
issue with State.

| ask that if you receive any questions about the article, from the press or other agencies who are curious about
the issue, please send them to me and your supervisors so we can address them.

Thanks so much!

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

NARA 05.20.15_0029

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al... 1/1
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Lisa Clavelli <lisa.clavelli@nara.gov>

NYT article on Secretary Clinton's emails is now posted
1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 4:04 AM
To: Julie Reaves <julie.reaves@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, Gary Rauchfuss
<gary.rauchfuss@pnara.gov>, Lisa Haralampus <lisa.haralampus@pnara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@pnara.gov>, "Clavelli, Lisa" <lisa.clavelli@nara.gov>

The NYT article is online at this link.

After a short email exchange with Peggy Grafeld yesterday afternoon and late last night, she said she would try
to speak with me today around 10:00am.

We need to accomplish three things today:

(1) Send a letter to State from me on the issues in the NYT article. | will need to share it with Gary Stern and
others before sending it. Since this letter will be released to the press, it needs to be perfect.

Lisa C, can you please take the lead on getting this done with Maggie and Laurence?

(2) Develop an immediate set of talking points and a short statement for our public affairs staff, and then a
communications plan for us for the coming days. The statement should address our process with issues like this
AND put the issue in the context of the government-wide M-12-18 work.

Arian, can you please take the lead in putting this together with Lisa H and Don?

(3) Let our staff know that they we are aware of the issue and are addressing it, and that in the meantime, they
should refer any outside questions about the issue, particularly from the press, to their supervisor and me so we
can address them.

| will send a message out to our staff about this when | come in later this morning.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

NARA 05.20.15 0030

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al...
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Lisa Clavelli <lisa.clavelli@nara.gov>

Re: (Yahoo News) question on a Request for Records Disposition Authority
1 message

Lisa Clavelli <lisa.clavelli@nara.gov> Thu, Mar 12, 2015 at 2:21 PM
To: Arian Ravanbakhsh <arian.ravanbakhsh@nara.gov>

Thanks. Meant to include the FAQ links. (b) (5) | can send
to Laura. Thanks again for your help.

Lisa
On Thu, Mar 12, 2015 at 2:18 PM, Arian Ravanbakhsh <arian.ravanbakhsh@nara.gov> wrote:
| think this looks very good and you can drop the links to the FAQs at the bottom. Only suggestion | have is a

minor one (b) (5)

If you would like, you can pass this back to Laura and the Public Affairs staff. If you would rather | do it, just
let me know and | will go ahead and respond.

On Thu, Mar 12, 2015 at 2:07 PM, Lisa Clavelli <lisa.clavelli@nara.gov> wrote:
Maggie and | have added links for the schedules. Would you review?

Our response is below:

(b) (5)

On Thu, Mar 12, 2015 at 11:33 AM, Arian Ravanbakhsh <arian.ravanbakhsh@nara.gov> wrote:
Here's a draft response. | need you to review/validate and provide the appropriate link(s).

(b) (5)
NARA_05.20.15_0031

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu...
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(b) (5)

Arian

On Thu, Mar 12, 2015 at 11:10 AM, Paul Wester <paul.wester@nara.gov> wrote:
(b) (5)

If you and Lisa could loop in Arian to solve this before 1:00pm that would be appreciated.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Mar 12, 2015 at 11:07 AM, Margaret Hawkins <margaret.hawkins@nara.gov> wrote:

What time would be best for you ? Lisa and | are meeting at 1 to discuss. Will need some time after
that.

On Mar 12, 2015 11:00 AM, "Laura Diachenko" <laura.diachenko@nara.gov> wrote:
Hi Lisal Would you be able to send me something by this afternoon so I can get

back to the reporter?
Thank you so much!

Laura

Laura Diachenko

National Archives Public Affairs
direct: 202-357-5032
email: laura.diachenko@nara.gov

fIv R t ] 7

On Wed, Mar 11, 2015 at 5:36 PM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa,
I know you are working on this question for other reasons, but can you please provide an easy
answer and some links to our RCS portal?

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration NARA 05.20.15 0032
301-837-3120 - B

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu...
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---------- Forwarded message ----------

From: Laura Diachenko <laura.diachenko@nara.gov>

Date: Wed, Mar 11, 2015 at 3:08 PM

Subject: (Yahoo News) question on a Request for Records Disposition Authority

To: Arian Ravanbakhsh <Arian.Ravanbakhsh@nara.gov>, Paul Wester <paul.wester@nara.gov>
Cc: Miriam Kleiman <miriam.kleiman@nara.gov>

Arian and Paul, would you be able to send me a link for this reporter? Thanks!
Begin forwarded message:

From: Nancy Scola <nancyscola@gmail.com>

Date: March 11, 2015 at 1:16:18 PM EDT

To: public.affairs@nara.gov

Subject: journalist with a question on a Request for Records Disposition
Authority

Reply-To: nancyscola@gmail.com

Hi there. | hope this finds you well. I'm a journalist who is writing here for Yahoo
News. I'm hoping that you can help me out with something. I'm looking for the
comparable document for the State Department: http://www.archives.gov/records-
mgmt/rcs/schedules/departments/department-of-justice/rg-0060/n1-060-10-
036_sf115.pdf

Might you be able to point me in the right direction?
Best,
-Nancy

Nancy Scola

(m) 202-257-8511
nancy@nancyscola.com
@nancyscola
nancyscola.com

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

Lisa R. Clavelli
Supervisor, Appraisal Team 2 NARA 05.20.15 0033
Records Management Services

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu...

3/4



3/25/2015 National Archives & Records Administration Mail - Re: (Yahoo News) question on a Request for Records Disposition Authority

NARA 05.20.15 0034

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu... 4/4



3/25/2015 National Archives & Records Administration Mail - Re: A few more email articles beyond HRC

Lisa Clavelli <lisa.clavelli@nara.gov>

Re: A few more email articles beyond HRC
1 message

Paul Wester <paul.wester@nara.gov> Thu, Mar 12, 2015 at 9:29 AM
To: Rachel Ban Tonkin <rachel.bantonkin@nara.gov>

Cc: Margaret Hawkins <margaret.hawkins@nara.gov>, Sebastian Welch <sebastian.welch@nara.gov>, Erin Cayce
<erin.cayce@nara.gov>, Lisa Clavelli <lisa.clavelli@nara.gov>

Knew about one of these, but not the AG story.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration

301-837-3120

On Thu, Mar 12, 2015 at 9:20 AM, Rachel Ban Tonkin <rachel.bantonkin@nara.gov> wrote:
http://www.nbcwashington.com/investigations/Former-Sec-of-Defense-Hagels-Private-Email-Address-Found-
on-Email-From-White-House-295813861.html

http://www.latimes.com/nation/politics/politicsnow/la-pn-eric-holder-email-aliases-20150310-story.html

NARA 05.20.15_0035

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=al... 1/1
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Lisa Clavelli <lisa.clavelli@nara.gov>

Re: Annual NARA/State Meeting

1 message

Lisa Clavelli <lisa.clavelli@nara.gov> Fri, Jan 6, 2012 at 6:04 PM
To: "Thian, Tasha M" <ThianTM2@state.gov>

Cc: "Hawkins, Margaret" <Margaret.Hawkins@nara.gov>, "Fischer, William P" <FischerWP@state.gov>, "Kauthen,
Blane D" <KauthenBD@state.gov>

Tasha-

| apologize for not getting back in touch with you sooner to schedule the Annual Meeting. As you know its
been a little hectic around here as we finish up our reorganization.

Below are a couple dates that work on our end:
January 26th in the AM
January 30th in the AM
January 31st in the AM

With that being said it would be great if would could also include the new workgroup appraisers in the meeting.
| would really like to introduce you to everyone and get them orientated with the Department as soon as
possible.

Thank you
Lisa Roberson

>>> "Thian, Tasha M" <ThianTM2@state.gov> 11/17/2011 5:01 PM >>>

Maggie and Lisa:

| would like to plan for our annual meeting — can you suggest some days/times. We would like to
show you our new website design and our new Retired Records Inventory Management System (RIMS). We
automated the retirement manifests — 693s and they are now available at the desk-top level, fully searchable.
Also we can let you know our status on the eRSC and show you where we are with the technology.

Also please get back to me on the Passport meeting — they are now ready and we need to do this
soon.

Tasha M. Thian, CRM
Agency Records Officer
A/GIS/IPS/RA

(202) 261-8424

Fax: (202) 261-8590
thiantm2@state.gov

This email message is UNCLASSIFIED

NARA 05.20.15_0036
Our mission is to meet the information needs of our customers and the United States Government.

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_to=fischerwp%40state.gov&as_has=email&as_sizeop... 1/2
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This email is UNCLASSIFIED.

NARA 05.20.15_0037

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_to=fischerwp%40state.gov&as_has=email&as_sizeop... 2/2
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Lisa Clavelli <lisa.clavelli@nara.gov>

Re: Deadline is next week! (Yahoo News) question on a Request for Records
Disposition Authority

1 message

Lisa Clavelli <lisa.clavelli@nara.gov> Thu, Mar 12, 2015 at 2:54 PM
To: Laura Diachenko <laura.diachenko@nara.gov>

Cc: Margaret Hawkins <margaret.hawkins@nara.gov>, "Ravanbakhsh, Arian" <Arian.Ravanbakhsh@pnara.gov>,
Miriam Kleiman <miriam.kleiman@pnara.gov>, Paul Wester <paul.wester@nara.gov>

Laura,

Our response is below. Please let me know if you have any questions.

Each agency develops their own records schedule and NARA approves them. So there is not a records schedule
for the State Department that is identical to the one you have for the Justice Department.

The closest match would be the following schedules:

http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-06-005
sf115.pdf which covers the records of the Secretariat Tracking and Retrieval System (STARS). STARS is an
automated system used to track, control, and record documents containing substantive foreign policy
information passing to, from, and through the offices of the Secretary of State, the Deputy Secretary of State
and Department principal officers; and

http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-07-003
sf115.pdf which covers the records of the Central Foreign Policy File (CFPF). The CFPF is the official
centralized file of the Department of State which incorporates records and documents of a substantive nature
that establish, discuss, or define foreign policy and its development and implementation. Included are
telegrams, written documents such as general correspondence, lnter-agency correspondence, congressional
correspondence, reports, memorandums, diplomatic notes, email messages, and other communications and
documentation. Also included is metadata relating to all the documentation.

The general responsibilities for agencies regarding the management of Federal records is defined by our laws
and regulations. For more information, please see: http://www.archives.gov/records-mgmt/fags/general.html
and http://www.archives.gov/records-mgmt/fags/federal.html.

On Thu, Mar 12, 2015 at 12:36 PM, Laura Diachenko <laura.diachenko@nara.gov> wrote:
Good news! The reporter's deadline is next week. So would COB Monday work for

everyone?
Thanks again!

Laura Diachenko NARA_05.20.15_0038

National Archives Public Affairs
direct: 202-357-5032

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu...
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email: laura.diachenko@nara.gov

(flvhdt]?]
On Thu, Mar 12, 2015 at 11:10 AM, Paul Wester <paul.wester@nara.gov> wrote:
If the answer is the TAGS schedule, that's the answer. What is needed is some broadly understandable
context around the differences between the DOJ schedule and the State schedule.
If you and Lisa could loop in Arian to solve this before 1:00pm that would be appreciated.
Thanks, Paul
Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government
National Archives and Records Administration

301-837-3120

On Thu, Mar 12, 2015 at 11:07 AM, Margaret Hawkins <margaret.hawkins@nara.gov> wrote:

What time would be best for you ? Lisa and | are meeting at 1 to discuss. Will need some time after that.

On Mar 12, 2015 11:00 AM, "Laura Diachenko" <laura.diachenko@nara.gov> wrote:
Hi Lisa! Would you be able to send me something by this afternoon so I can get back
to the reporter?

Thank you so much!

Laura

Laura Diachenko

National Archives Public Affairs
direct: 202-357-5032

email: laura.diachenko@nara.gov

Ro<*an

On Wed, Mar 11, 2015 at 5:36 PM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa,
| know you are working on this question for other reasons, but can you please provide an easy
answer and some links to our RCS portal?

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

NARA 05.20.15_0039

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu...
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-----—- Forwarded message --—-—-------

From: Laura Diachenko <laura.diachenko@nara.gov>

Date: Wed, Mar 11, 2015 at 3:08 PM

Subject: (Yahoo News) question on a Request for Records Disposition Authority

To: Arian Ravanbakhsh <Arian.Ravanbakhsh@nara.gov>, Paul Wester <paul.wester@nara.gov>
Cc: Miriam Kleiman <miriam.kleiman@nara.gov>

Arian and Paul, would you be able to send me a link for this reporter? Thanks!
Begin forwarded message:

From: Nancy Scola <nancyscola@gmail.com>

Date: March 11, 2015 at 1:16:18 PM EDT

To: public.affairs@nara.gov

Subject: journalist with a question on a Request for Records Disposition
Authority

Reply-To: nancyscola@gmail.com

Hi there. | hope this finds you well. I'm a journalist who is writing here for Yahoo News.
I'm hoping that you can help me out with something. I'm looking for the comparable
document for the State Department: http://www.archives.gov/records-mgmt/rcs/
schedules/departments/department-of-justice/rg-0060/n1-060-10-036_sf115.pdf

Might you be able to point me in the right direction?
Best,

-Nancy

Nancy Scola

(m) 202-257-8511

nancy@nancyscola.com

@nancyscola
nancyscola.com

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

NARA 05.20.15_0040

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=lisa.clavelli%40nara.gov&as_has=State%20email&as_sizeoperator=s_sl&as_sizeu... 3/3
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Lisa Clavelli <lisa.clavelli@nara.gov>

Re: Draft letter to State

1 message

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 3:51 PM
To: Margaret Hawkins <margaret.hawkins@nara.gov>
Cc: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, "Brewer, Laurence" <laurence.brewer@nara.gov>

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Tue, Mar 3, 2015 at 3:48 PM, Margaret Hawkins <margaret.hawkins@nara.gov> wrote:
Looks good. No comments.

On Tue, Mar 3, 2015 at 3:18 PM, Paul Wester <paul.wester@nara.gov> wrote:
Please call me or stop by if you would like to discuss.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message ----------

From: Paul Wester <paul.wester@nara.gov>

Date: Tue, Mar 3, 2015 at 2:58 PM

Subject: Draft letter to State

To: "Stern, GaryM" <garym.stern@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Trainer, Jay"
<jay.trainer@nara.gov>, "Bosanko, William" <william.bosanko@nara.gov>, "Hamilton, John"
<john.hamilton@nara.gov>

Attached is the latest draft of the letter | would like to send to State this evening, with a courtesy to Peggy
Grafeld ahead of time.

Please let me know what you think, or provide edits, asap.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

NARA 05.20.15_0041

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_has=State&as_sizeoperator=s_sl&as_sizeunit=s_sm... 1/1
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Margaret Hawkins <margaret.hawkins@nara.gov>

Re: State's SMART system

1 message

Margaret Hawkins <Margaret.Hawkins@nara.gov> Tue, Nov 16, 2010 at 9:54 AM
To: Lynn Goodsell <Lynn.Goodsell@nara.gov>
Cc: David Langbart <David.Langbart@nara.gov>

Lynn,

I'm copying David Langbart on this since he was the lead appraiser on the following schedule, which, according to my understanding, can be used for
records in the SMART system:

N1-059-07-03.

If anyone knows differently, please let us know,
Maggie

>>> Lynn Goodsell 11/16/2010 9:32 AM >>>

Hi Maggie,

I've learned that the State Dept. is getting ready to send a test transfer from the SMART (State Messaging and Archive Retrieval Toolset). 1
understand this is the messaging/correspondence system that will capture emails, cables, and memos, and it is now in full use across State. Do you
know if SMART has been scheduled?

Thanks,
Lynn

NARA 05.20.15_0042

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&cat=Team %20Two%2F State&search=cat&th=12c552e5a9b34f2b&sim|=12c552e5a9b34f2b n
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Margaret Hawkins <margaret.hawkins@nara.gov>

TIME SENSITIVE-Review of Letter to State

19 messages

Lisa Clavelli <lisa.clavelli@nara.gov>

Tue, Mar 3, 2015 at 10:09 AM
To: Laurence Brewer <laurence.brewer@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>

Paul said to stick to our normal tone for an alienation of records. He also wanted State to report on the email of previous secretaries of state. |
wasn't sure how to wrap it up so any additions are welcome or it can be left to Paul to fill in.

Ms. Grafeld:

(b) (5)

NARA 05.20.15_0043
PAUL: Not sure how you want to wrap this up.

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 1/7
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Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

Margaret Hawkins <margaret.hawkins@nara.gov> Tue, Mar 3, 2015 at 10:22 AM
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

On Tue, Mar 3, 2015 at 10:09 AM, Lisa Clavelli <lisa.clavelli@nara.gov> wrote:
Paul said to stick to our normal tone for an alienation of records. He also wanted State to report on the email of previous secretaries of state. |
wasn't sure how to wrap it up so any additions are welcome or it can be left to Paul to fill in.

Ms. Grafeld: (b) (5)

NARA 05.20.15_0044

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 2/7
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PAUL: Not sure how you want to wrap this up.

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

Lisa Clavelli <lisa.clavelli@nara.gov> Tue, Mar 3, 2015 at 10:26 AM
To: Margaret Hawkins <margaret.hawkins@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

(b) (5)
[Quoted text hidden]
Laurence Brewer <laurence.brewer@nara.gov> Tue, Mar 3, 2015 at 10:31 AM

To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

(b) (5)

On Tue, Mar 3, 2015 at 10:09 AM, Lisa Clavelli <lisa.clavelli@nara.gov> wrote:
[Quoted text hidden] NARA 05.20.15_0045

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 3/7
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Laurence Brewer <laurence.brewer@nara.gov> Tue, Mar 3, 2015 at 10:36 AM
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

Lisa, Maggie tells me you need to run, so she and | will take it from here. Thanks for getting it started.
[Quoted text hidden]

Lisa Clavelli <lisa.clavelli@nara.gov> Tue, Mar 3, 2015 at 10:42 AM
To: Laurence Brewer <laurence.brewer@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

Here is the first paragraph edited to include the reg as Maggie noted.

(b) (5)

[Quoted text hidden]

Margaret Hawkins <margaret.hawkins@nara.gov> Tue, Mar 3, 2015 at 11:02 AM
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

(b) (5)
[Quoted text hidden]
Lisa Clavelli <lisa.clavelli@nara.gov> Tue, Mar 3, 2015 at 11:08 AM

To: Margaret Hawkins <margaret.hawkins@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

That was my question from previous email.

(b) (5)

[Quoted text hidden]
NARA 05.20.15_0046

Laurence Brewer <laurence.brewer@nara.gov> Tue, Mar 3, 2015 at 11:30 AM

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 4/7
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To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

Here is the draft for quick review before sending on.

[Quoted text hidden]

@ Alleged Clinton 030315.docx
13K

Margaret Hawkins <margaret.hawkins@nara.gov>
To: Laurence Brewer <laurence.brewer@nara.gov>
Cc: Lisa Clavelli <lisa.clavelli@nara.gov>

(b) (5)

[Quoted text hidden]

Laurence Brewer <laurence.brewer@nara.gov>
To: Margaret Hawkins <margaret.hawkins@nara.gov>
Cc: Lisa Clavelli <lisa.clavelli@nara.gov>

(b) (5)

[Quoted text hidden]

Laurence Brewer, CRM

Director, National Records Management Program (ACN)
National Archives and Records Administration
laurence.brewer@nara.gov

Tel: (301) 837-1539

BB: (301) 974-4582

Lisa Clavelli <lisa.clavelli@nara.gov>
To: Laurence Brewer <laurence.brewer@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

With correct address and salutation.
[Quoted text hidden]

@ Alleged Clinton 030315.docx
14K

Tue, Mar 3, 2015 at 11:33 AM

Tue, Mar 3, 2015 at 11:38 AM

Tue, Mar 3, 2015 at 11:42 AM

NARA 05.20.15_0047

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 5/7
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Margaret Hawkins <margaret.hawkins@nara.gov>
To: Laurence Brewer <laurence.brewer@nara.gov>
Cc: Lisa Clavelli <lisa.clavelli@nara.gov>

| only know Hemphill who is not answering his phone and Michael White who must have left NARA.
[Quoted text hidden]

Lisa Clavelli <lisa.clavelli@nara.gov>
To: Margaret Hawkins <margaret.hawkins@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

In the "metadata” section of the page from GPO it says July 1, 2011.
http://www.gpo.gov/fdsys/granule/CFR-2011-title36-vol3/CFR-2011-title36-vol3-sec1236-22

[Quoted text hidden]

Laurence Brewer <laurence.brewer@nara.gov>
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

So we should be OK, she was in office til 2013

[Quoted text hidden]

Laurence Brewer <laurence.brewer@nara.gov>
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

Maggie, ball's in your court to red folder it and get it to Paul?
[Quoted text hidden]

Margaret Hawkins <margaret.hawkins@nara.gov>
To: Laurence Brewer <laurence.brewer@nara.gov>

Sure.
[Quoted text hidden]

Lisa Clavelli <lisa.clavelli@nara.gov>
To: Laurence Brewer <laurence.brewer@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>

Tue, Mar 3, 2015 at 11:45 AM

Tue, Mar 3, 2015 at 11:47 AM

Tue, Mar 3, 2015 at 11:49 AM

Tue, Mar 3, 2015 at 11:50 AM

Tue, Mar 3, 2015 at 11:52 AM

NARA 05.20.15 0048
Tue, Mar 3, 2015 °at 11:53 AM

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 6/7
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I think he wanted an electronic copy to first share with the mgmt. team. | can send over the document | edited with the address included.
[Quoted text hidden]

Margaret Hawkins <margaret.hawkins@nara.gov> Tue, Mar 3, 2015 at 11:55 AM
To: Lisa Clavelli <lisa.clavelli@nara.gov>
Cc: Laurence Brewer <laurence.brewer@nara.gov>

all right. They might re-edit it. So i'll just in the meantime figure out the file codes at the bottom.
[Quoted text hidden]

NARA 05.20.15_0049

https://mail.google.com/mail/u/0/?ui=28&ik=a0c3245ed5&view=pt&as_has=State%20email&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset=ast&as_within=1d&search=adv&th=14be02fcc8bbe123&simI=14b... 7/7
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3/31/2015 National Archives & Records Administration Mail - Draft Email Policy

Paul Wester <paul.wester@nara.gov>

Draft Email Policy

4 messages
Fischer, William P <FischerWWP@state.gov> Mon, Oct 20, 2014 at 11:50 AM

To: "lisa.haralampus@nara.gov" <lisa.haralampus@nara.gov>
Cc: "paul.wester@nara.gov" <paul.wester@nara.gov>, "Hackett, John" <HackettJ2@state.gov>

Lisa,

I hope you had a nice weekend. I'm seeking NARA comments on the attached draft email
policy. Before seeking Department clearance, I want to ensure that whatever we say is
consistent with law and regulation. This is an early draft and not for distribution beyond
NARA. Please also limit distribution within NARA to those who have equities in this issue.

If you could manage any comments by the end of the week, I would appreciate it.
Nevertheless, I understand you have plenty of other things going on.

Thanks,
Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

SBU
This email is UNCLASSIFIED.

NARA 05.20.15_0056

5 FAM 447 Email.docx
https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset...  1/7
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W 27K

Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 2:18 PM
To: "Stern, GaryM" <garym.stern@nara.gov>, "Ferriero, David" <david.ferriero@nara.gov>, "Wall, Debra"
<debra.wall@nara.gov>, "Trainer, Jay" <jay.trainer@nara.gov>, "Bosanko, William" <william.bosanko@nara.gov>,
"Hamilton, John" <john.hamilton@nara.gov>, "Garland, Donna" <donna.garland@nara.gov>, "Kleiman, Miriam"
<miriam.kleiman@pnara.gov>, "Diachenko, Laura" <laura.diachenko@nara.gov>

The following is additional background to the email Gary just sent on Secretary Clinton's emails from his
conversation with State's Deputy Legal Advisor.

On October 10, 2014, Bill Fischer, the Department of State agency records officer, sent the message below,
along with a draft email policy (also below or attached) to update State's Foreign Affairs Manual (5 FAM 447), to
Lisa Clavelli (the team leader for the appraisal work group that deals with State) and Lisa Haralampus (the head
of the RM Policy Team that develops the relevant email and messaging policy), with a cc: to me and Bill's
supervisor at State, John Hackett.

(b) (5)

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

—————————— Forwarded message ---------—-

From: Fischer, William P <FischerWP@state.gov>

Date: Mon, Oct 20, 2014 at 11:50 AM

Subject: Draft Email Policy

To: "lisa.haralampus@nara.gov" <lisa.haralampus@nara.gov>

Cc: "paul.wester@nara.gov" <paul.wester@nara.gov>, "Hackett, John" <HackettJ2@state.gov>

Lisa,

NARA 05.20.15_0057

I hope you had a nice weekend. I'm seeking NARA comments on the attached draft email
https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset... 2/7
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policy. Before seeking Department clearance, I want to ensure that whatever we say is
consistent with law and regulation. This is an early draft and not for distribution beyond
NARA. Please also limit distribution within NARA to those who have equities in this issue.

If you could manage any comments by the end of the week, I would appreciate it.
Nevertheless, I understand you have plenty of other things going on.

Thanks,
Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

SBU
This email is UNCLASSIFIED.

@ 5 FAM 447 Email.docx
27K

GaryM Stern <garym.stern@nara.gov> Mon, Mar 2, 2015 at 4:10 PM
To: Paul Wester <paul.wester@nara.gov>

(b) (5)

Gary M. Stern

General Counsel

National Archives and Records Administration

8601 Adelphi Road NARA 05.20.15_0058
College Park, MD 20740

301-837-3026 (office)

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset...  3/7
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301-837-0293 (fax)
garym.stern@nara.gov

On Mon, Mar 2, 2015 at 2:18 PM, Paul Wester <paul.wester@nara.gov> wrote:
The following is additional background to the email Gary just sent on Secretary Clinton's emails from his
conversation with State's Deputy Legal Advisor.

On October 10, 2014, Bill Fischer, the Department of State agency records officer, sent the message below,
along with a draft email policy (also below or attached) to update State's Foreign Affairs Manual (5 FAM 447),
to Lisa Clavelli (the team leader for the appraisal work group that deals with State) and Lisa Haralampus (the
head of the RM Policy Team that develops the relevant email and messaging policy), with a cc: to me and
Bill's supervisor at State, John Hackett.

(b) (5)

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message --—------—-

From: Fischer, William P <FischerWP@state.gov>

Date: Mon, Oct 20, 2014 at 11:50 AM

Subject: Draft Email Policy

To: "lisa.haralampus@pnara.gov" <lisa.haralampus@nara.gov>

Cc: "paul.wester@nara.gov" <paul.wester@nara.gov>, "Hackett, John" <HackettJ2@state.gov>

Lisa,

I hope you had a nice weekend. I'm seeking NARA comments on the attached draft email

policy. Before seeking Department clearance, I want to ensure that whatever we say is
consistent with law and regulation. This is an early draft and not for Ai8B4bTH8EEPOnd
NARA. Please also limit distribution within NARA to those who have equities in this issue.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset... 4/7



3/31/2015 National Archives & Records Administration Mail - Draft Email Policy

If you could manage any comments by the end of the week, I would appreciate it.
Nevertheless, I understand you have plenty of other things going on.

Thanks,
Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services
U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

SBU
This email is UNCLASSIFIED.

Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 4:35 PM
To: GaryM Stern <garym.stern@nara.gov>

(b) (5)
Thanks, Paul

Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

0) (E()))n Mon, Mar 2, 2015 at 4:10 PM, GaryM Stern <garym.stern@nara.gov> wrote:

Gary M. Stern

General Counsel NARA_05.20.15_0060
National Archives and Records Administration

8601 Adelphi Road
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College Park, MD 20740
301-837-3026 (office)
301-837-0293 (fax)
garym.stern@nara.gov

On Mon, Mar 2, 2015 at 2:18 PM, Paul Wester <paul.wester@nara.gov> wrote:
The following is additional background to the email Gary just sent on Secretary Clinton's emails from his
conversation with State's Deputy Legal Advisor.

On October 10, 2014, Bill Fischer, the Department of State agency records officer, sent the message
below, along with a draft email policy (also below or attached) to update State's Foreign Affairs Manual (5
FAM 447), to Lisa Clavelli (the team leader for the appraisal work group that deals with State) and Lisa
Haralampus (the head of the RM Policy Team that develops the relevant email and messaging policy), with
a cc: to me and Bill's supervisor at State, John Hackett.

(b) (5)

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message --—------—-

From: Fischer, William P <FischerWWP@state.gov>

Date: Mon, Oct 20, 2014 at 11:50 AM

Subject: Draft Email Policy

To: "lisa.haralampus@pnara.gov" <lisa.haralampus@nara.gov>

Cc: "paul.wester@nara.gov" <paul.wester@nara.gov>, "Hackett, John" <HackettJ2@state.gov>

Lisa,

I hope you had a nice weekend. I'm seeking NARA comments on thg sttached idredé:
email policy. Before seeking Department clearance, I want to ensure that whatever we
say is consistent with law and regulation. This is an early draft and not for distribution

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subset... 6/7
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beyond NARA. Please also limit distribution within NARA to those who have equities in
this issue.

If you could manage any comments by the end of the week, I would appreciate it.
Nevertheless, I understand you have plenty of other things going on.

Thanks,

Bill

William P. Fischer

Agency Records Officer

Office of Information Programs and Services

U.S. Department of State

202-261-8369

Our mission is to meet the information needs of our customers and the U.S. Government.

SBU
This email is UNCLASSIFIED.

NARA 05.20.15_0062
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Paul Wester <paul.wester@nara.gov>

Fwd: nyt

9 messages

GaryM Stern <garym.stern@nara.gov> Fri, Feb 27, 2015 at 9:32 PM

To: David Ferriero <david.ferriero@nara.gov>, Paul Wester <paul.wester@nara.gov>, William Bosanko
<william.bosanko@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Donna Garland
<donna.garland@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. | am happy
to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

-—-—-—- Forwarded message --—---—--—-

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to bother you on
a weekend but do you have a second to chat? I'm not looking to talk on the record -- | just need some
clarification on the regulations. | can be reached anytime at 804.363.6794 or can call you whenever. Thnx, Mike

William Bosanko <william.bosanko@nara.gov> Fri, Feb 27, 2015 at 9:42 PM

To: GaryM Stern <garym.stern@nara.gov>

Cc: David Ferriero <david.ferriero@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Donna Garland
<donna.garland@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>,
Paul Wester <paul.wester@nara.gov>

No objections from me. Good to help them understand.
Jay

On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. | am
happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration

301-837-3026 NARA 05.20.15_0063

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...
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From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to bother you
on a weekend but do you have a second to chat? I'm not looking to talk on the record -- | just need some
clarification on the regulations. | can be reached anytime at 804.363.6794 or can call you whenever. Thnx,
Mike

David Ferriero <david.ferriero@nara.gov> Fri, Feb 27, 2015 at 10:44 PM
To: William Bosanko <william.bosanko@nara.gov>

Cc: GaryM Stern <garym.stern@nara.gov>, Donna Garland <donna.garland@nara.gov>, John Hamilton
<john.hamilton@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>,
Paul Wester <paul.wester@nara.gov>

Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. | am
happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message —--—-——--

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to bother
you on a weekend but do you have a second to chat? I'm not looking to talk on thexfgRdps just pegd
some clarification on the regulations. | can be reached anytime at 804.363.6794 or can call you whenever.
Thnx, Mike
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Paul Wester <paul.wester@nara.gov> Sat, Feb 28, 2015 at 6:35 AM
To: David Ferriero <david.ferriero@nara.gov>

Cc: William Bosanko <william.bosanko@nara.gov>, GaryM Stern <garym.stern@nara.gov>, Donna Garland
<donna.garland@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Miriam Kleiman
<miriam.kleiman@pnara.gov>, Jay Trainer <Jay.Trainer@nara.gov>

In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort through
this week, since about mid-day Thursday a staff member from the Special Committee on Benghazi has asked a
series of increasingly specific questions related to the records management practices at the Department of
State.

Two of the specific questions was how did the State Department capture personal emails by senior officials
between 2011 and 2012 that did not go through State Department systems, and is there a records schedule that
covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work on
cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing reporter
on a background story about the deteriorating Libyan situation and Ambassador J. Christopher Stevens who had
died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in the NYT
story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. | am
happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel NARA 05.20.15 0065
National Archives and Records Administration - -

301-837-3026
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---------- Forwarded message ---—---—-—

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to bother
you on a weekend but do you have a second to chat? I'm not looking to talk on the record -- | just need
some clarification on the regulations. | can be reached anytime at 804.363.6794 or can call you whenever.
Thnx, Mike

GaryM Stern <garym.stern@nara.gov> Sat, Feb 28, 2015 at 1:23 PM

To: Paul Wester <paul.wester@nara.gov>

Cc: David Ferriero <david.ferriero@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Donna Garland
<donna.garland@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>,
William Bosanko <william.bosanko@nara.gov>, Laura Diachenko <laura.diachenko@nara.gov>

Paul, thanks for the background. Totally agree that nothing is truly off the record. | won't say anything that |
wouldn't otherwise say publicly. | left him a message but haven't heard back.

Gary M. Stern
General Counsel

National Archives and Records Administration
301-837-3026

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort through
this week, since about mid-day Thursday a staff member from the Special Committee on Benghazi has asked
a series of increasingly specific questions related to the records management practices at the Department of
State.

Two of the specific questions was how did the State Department capture personal emails by senior officials
between 2011 and 2012 that did not go through State Department systems, and is there a records schedule
that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work on
cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing reporter
on a background story about the deteriorating Libyan situation and Ambassador J. Christopher Stevens who
had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in the
NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:

Fine with me. There is no such thing as off the reccord!

. NARA 05.20.15 0066
David - -

David S. Ferriero
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Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. |
am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern
General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ---—---—--—

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to
bother you on a weekend but do you have a second to chat? I'm not looking to talk on the record -- |
just need some clarification on the regulations. | can be reached anytime at 804.363.6794 or can call
you whenever. Thnx, Mike

David Ferriero <david.ferriero@nara.gov> Sat, Feb 28, 2015 at 3:19 PM

To: Paul Wester <paul.wester@nara.gov>

Cc: GaryM Stern <garym.stern@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Donna Garland
<donna.garland@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>,
William Bosanko <william.bosanko@nara.gov>

Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote: NARA 05.20.15 0067
In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort through
this week, since about mid-day Thursday a staff member from the Special Committee on Benghazi has asked
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a series of increasingly specific questions related to the records management practices at the Department of
State.

Two of the specific questions was how did the State Department capture personal emails by senior officials
between 2011 and 2012 that did not go through State Department systems, and is there a records schedule
that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work on
cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing reporter
on a background story about the deteriorating Libyan situation and Ambassador J. Christopher Stevens who
had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in the
NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. |
am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>

Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc: NARA 05.20.15_0068

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
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employees who use their personal email addresses to conduct government business. I'm sorry to
bother you on a weekend but do you have a second to chat? I'm not looking to talk on the record -- |
just need some clarification on the regulations. | can be reached anytime at 804.363.6794 or can call
you whenever. Thnx, Mike

Paul Wester <paul.wester@nara.gov> Sat, Feb 28, 2015 at 4:56 PM

To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>

FYI

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

--—--—--—- Forwarded message --—--—--—

From: David Ferriero <david.ferriero@nara.gov>

Date: Sat, Feb 28, 2015 at 3:19 PM

Subject: Re: Fwd: nyt

To: Paul Wester <paul.wester@nara.gov>

Cc: GaryM Stern <garym.stern@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Donna Garland
<donna.garland@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer
<Jay.Trainer@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort through

this week, since about mid-day Thursday a staff member from the Special Committee on Benghazi has asked

a series of increasingly specific questions related to the records management practices at the Department of
State.

Two of the specific questions was how did the State Department capture personal emails by senior officials
between 2011 and 2012 that did not go through State Department systems, and is there a records schedule
that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work on
cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing reporter

on a background story about the deteriorating Libyan situation and Ambassador J. Christopher Stevens who
had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in the
NYT story. NARA_05.20.15_0069

Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government
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National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. |
am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ---—---—--—

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about government
employees who use their personal email addresses to conduct government business. I'm sorry to
bother you on a weekend but do you have a second to chat? I'm not looking to talk on the record -- |
just need some clarification on the regulations. | can be reached anytime at 804.363.6794 or can call
you whenever. Thnx, Mike

GaryM Stern <garym.stern@nara.gov> Sun, Mar 1, 2015 at 2:20 PM
To: David Ferriero <david.ferriero@nara.gov>, Paul Wester <paul.wester@nara.gov>

Cc: John Hamilton <john.hamilton@nara.gov>, Donna Garland <donna.garland@nara.gov>, Miriam Kleiman
<miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, William Bosanko <william.bosanko@nara.gov>,
"Wall, Debra" <debra.wall@nara.gov>

fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned that
when Hillary Clinton was Secretary of State, she apparently used a personal email account to conduct
government business, and that the State Department has recovered 50,000 pages of emaisarelstiod $00070
government business, 900 pages of which relate to Benghazi, which State has turned over to the House Select
Committee investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. | told him

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 8/12
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that | could not speak to the specifics of this matter, but could explain the general rules and policies in place at
the time, as well as the new legal requirement, which | did. | referred him to the various public hearings on other
officials using personal email accounts to conduct government business -- e.g., OSTP, EPA, CFTC -- and noted
that NARA does look into allegations of this type, with our interest being to ensure that the agency recovers any
alienated records and has policies in place to ensure prevent such events from occurring again. This case, if
true, would present a concern, although it may be the case that the State Department has already taken
appropriate action to recover the records. He said his story is likely to be posted online tomorrow, and asked
that we not share this information outside of NARA until it runs.

We can discuss further tomorrow, unless you'd like to discuss today.

Thanks,

Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort
through this week, since about mid-day Thursday a staff member from the Special Committee on Benghazi
has asked a series of increasingly specific questions related to the records management practices at the
Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior officials
between 2011 and 2012 that did not go through State Department systems, and is there a records schedule
that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work on
cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing
reporter on a background story about the deteriorating Libyan situation and Ambassador J. Christopher
Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in the
NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government NARA 05.20.15 0071
National Archives and Records Administration

301-837-3120

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 9/12



3/31/2015 National Archives & Records Administration Mail - Fwd: nyt

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails. |
am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government business. I'm
sorry to bother you on a weekend but do you have a second to chat? I'm not looking to talk on the
record - | just need some clarification on the regulations. | can be reached anytime at 804.363.6794
or can call you whenever. Thnx, Mike

David Ferriero <david.ferriero@nara.gov> Sun, Mar 1, 2015 at 2:25 PM
To: GaryM Stern <garym.stern@nara.gov>

Cc: Donna Garland <donna.garland@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Miriam Kleiman
<miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, Paul Wester <paul.wester@nara.gov>, "Wall,
Debra" <debra.wall@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Thanks,

David

David S. Ferriero NARA 05.20.15_0072

Archivist of the United States
National Archives and Records Administration

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 10/12
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700 Pennsylvania Avenue
Washington, DC 20408
(202-357-5900)
www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned that
when Hillary Clinton was Secretary of State, she apparently used a personal email account to conduct
government business, and that the State Department has recovered 50,000 pages of emails relating to
government business, 900 pages of which relate to Benghazi, which State has turned over to the House
Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that I could not speak to the specifics of this matter, but could explain the general rules and policies
in place at the time, as well as the new legal requirement, which | did. | referred him to the various public
hearings on other officials using personal email accounts to conduct government business -- e.g., OSTP,
EPA, CFTC -- and noted that NARA does look into allegations of this type, with our interest being to ensure
that the agency recovers any alienated records and has policies in place to ensure prevent such events from
occurring again. This case, if true, would present a concern, although it may be the case that the State
Department has already taken appropriate action to recover the records. He said his story is likely to be
posted online tomorrow, and asked that we not share this information outside of NARA until it runs.
We can discuss further tomorrow, unless you'd like to discuss today.
Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort
through this week, since about mid-day Thursday a staff member from the Special Committee on
Benghazi has asked a series of increasingly specific questions related to the records management
practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior
officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NY T AR hgs has) slargey svork
on cyber-security and national security issues.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing
reporter on a background story about the deteriorating Libyan situation and Ambassador J. Christopher
Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in
the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails.
I am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government business.
I'm sorry to bother you on a weekend but do you have a second to chat? I'm not looking to talk on
the record -- | just need some clarification on the regulations. | can be reached anytime at
804.363.6794 or can call you whenever. Thnx, Mike

NARA 05.20.15 0074

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 12/12
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Paul Wester <paul.wester@nara.gov>

Fwd: Re: Fwd: nyt (very close hold)

1 message

Paul Wester <paul.wester@nara.gov> Sun, Mar 1, 2015 at 4:38 PM

To: lisa.clavelli@nara.gov, Laurence Brewer <laurence.brewer@nara.gov>, Margaret Hawkins
<margaret.hawkins@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Gary Rauchfuss

<gary.rauchfuss@nara.gov>, Lisa Haralampus <lisa.haralampus@nara.gov>, Julie Reaves <julie.reaves@nara.gov>

FYI - Something we will need to look out for tomorrow.

Paul

fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned that
when Hillary Clinton was Secretary of State, she apparently used a personal email account to conduct
government business, and that the State Department has recovered 50,000 pages of emails relating to
government business, 900 pages of which relate to Benghazi, which State has turned over to the House
Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that | could not speak to the specifics of this matter, but could explain the general rules and policies
in place at the time, as well as the new legal requirement, which | did. | referred him to the various public
hearings on other officials using personal email accounts to conduct government business -- e.g., OSTP,
EPA, CFTC -- and noted that NARA does look into allegations of this type, with our interest being to ensure
that the agency recovers any alienated records and has policies in place to ensure prevent such events from
occurring again. This case, if true, would present a concern, although it may be the case that the State
Department has already taken appropriate action to recover the records. He said his story is likely to be
posted online tomorrow, and asked that we not share this information outside of NARA until it runs.

We can discuss further tomorrow, unless you'd like to discuss today.

Thanks,

Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

. NARA 05.20.15_0075
WWW.aI’ChIVGS.gOV - -

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
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In addition to the Chemical Safety Board chairman issue with personal email that we continue to sort
through this week, since about mid-day Thursday a staff member from the Special Committee on
Benghazi has asked a series of increasingly specific questions related to the records management
practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior
officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done work
on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing
reporter on a background story about the deteriorating Libyan situation and Ambassador J. Christopher
Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently in
the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. There is no such thing as off the reccord!
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. Good to help them understand.
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal emails.

I am happy to talk to him about what the law is (there are no regulations at this time).
Let me know if that makes sense for me to do that?
Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message --—-----—

From: "Schmidt, Michael" <schmidtm@nytimes.com>

Date: Feb 27, 2015 7:45 PM

Subject: nyt NARA_052015_0076
To: <garym.stern@nara.gov>

Cc:
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Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government business.
I'm sorry to bother you on a weekend but do you have a second to chat? I'm not looking to talk on
the record -- | just need some clarification on the regulations. | can be reached anytime at
804.363.6794 or can call you whenever. Thnx, Mike

NARA 05.20.15_0077
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Lisa Clavelli <lisa.clavelli@nara.gov>

Fwd: Requesting NARA Meeting on Secretary's eBriefing Book

1 message

Paul Wester <Paul.Wester@nara.gov> Mon, Feb 11, 2013 at 12:46 PM
To: "Wash, Michael" <Michael.Wash@nara.gov>, "Mayer, Bill" <Bill. Mayer@nara.gov>

Cc: "Bosanko, William" <William.Bosanko@nara.gov>, "Riner, Carla" <Carla.Riner@nara.gov>, "Clavelli, Lisa"
<Lisa.Clavelli@nara.gov>

Bill and Mike,

As an FYI - the AC staff along with Bob Spangler and Greg Lepore from Research Services (Lisa Clavelli on
our staff is reaching out to them) - are going to take a meeting with State on this new briefing tool and the RM
implications.

This seems to be along the lines of what is done in the WH with the Presidential Daily Brief from the CIA.
Paul

>>> Lisa Clavelli 2/11/2013 12:32 PM >>>
Paul-

See attached request from Tasha. | was thinking of reaching out to Don Chalfant and possibly Lepour or
Spangler along with someone from Textual. Is there anyone else you feel should be included?

Thanks
Lisa

-—--—-—- Forwarded message --—---—--—

From: "Thian, Tasha M"

Date: Fri, 08 Feb 2013 21:44:48 GMT

Subject: Requesting NARA Meeting on Secretary's eBriefing Book
To: Lisa Clavelli

Lisa:

Please reach out to NARA's electronic records staff for a contact to meet with our Office of the
Secretary’s IT staff on how we can capture records in a new tool developed for Secretary Kerry. Essentially S
has developed an eBriefing Book that is accessed via |I-Pad which looks like a website with various links and
note capability. Please let me know. Thanks,

Tasha M. Thian, CRM
Agency Records Officer
A/GIS/IPS/RA

(202) 261-8424

Fax: (202) 261-8590
thiantm2@state.gov

This email message is UNCLASSIFIED NARA_05.20.15_0078

Our mission is to meet the information needs of our customers and the United States Government.

https://mail .google.com/mail/u/0/?ui=28&ik=e1a0b4f76d&view=pt&as_from=paul.wester%40nara.gov&as_to=lisa.clavelli%40nara.gov&as_has=State&as_sizeo... 1/2



4/8/2015 National Archives & Records Administration Mail - Fwd: Requesting NARA Meeting on Secretary's eBriefing Book

This email is UNCLASSIFIED.

NARA 05.20.15_0079
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Paul Wester <paul.wester@nara.gov>

Fwd: Time to Talk

15 messages

Kate Slaugh <kate.slaugh@nara.gov> Wed, Feb 25, 2015 at 6:36 PM

To: Paul Wester <paul.wester@nara.gov>, John Hamilton <john.hamilton@nara.gov>

FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

-—-—-—- Forwarded message --—--—--—

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would you
have a few minutes tomorrow morning to talk about record management practices? Specifically, I'm looking
for information relating to the State Department’s record management practices. Would 9:30 work? Many
thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Paul Wester <paul.wester@nara.gov> Wed, Feb 25, 2015 at 6:46 PM

To: lisa.clavelli@nara.gov

---------- Forwarded message ----------

From: "Kate Slaugh" <kate.slaugh@nara.gov>

Date: Feb 25, 2015 6:36 PM

Subject: Fwd: Time to Talk

To: "Paul Wester" <paul.wester@nara.gov>, "John Hamilton" <john.hamilton@nara.gov>
Cc:

FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --------—

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

NARA 05.20.15_0080

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...
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Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would you
have a few minutes tomorrow morning to talk about record management practices? Specifically, I'm looking
for information relating to the State Department’s record management practices. Would 9:30 work? Many
thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Lisa Clavelli <lisa.clavelli@nara.gov> Thu, Feb 26, 2015 at 7:08 AM
To: Paul Wester <paul.wester@nara.gov>

State makes their records schedules available through their FOIA page. Schedules are available for both
domestic operations (RG 59) and the Foreign Posts (RG 84). Within RG 59 the schedules are organized in
chapters by Bureau.

http://foia.state.gov/Learn/RecordsDisposition.aspx
(b) (5) If you need anything else please let me know.

Thanks
Lisa

Lisa R. Clavelli
On Feb 25, 2015 6:46 PM, "Paul Wester" <paul.wester@nara.gov> wrote:
FYI

---------- Forwarded message --—------—--

From: "Kate Slaugh" <kate.slaugh@nara.gov>

Date: Feb 25, 2015 6:36 PM

Subject: Fwd: Time to Talk

To: "Paul Wester" <paul.wester@nara.gov>, "John Hamilton" <john.hamilton@nara.gov>
Cc:

FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—--------

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would you
have a few minutes tomorrow morning to talk about record management practices? Specifically, I'm looking
for information relating to the State Department’s record management practices. Would 9:30 work? Many
thanks. Kim B. NARA 05.20.15_0081

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 2/28
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Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Paul Wester <paul.wester@nara.gov> Thu, Feb 26, 2015 at 7:34 AM
To: Kate Slaugh <kate.slaugh@nara.gov>

Cc: John Hamilton <john.hamilton@nara.gov>

Bcc: "Clavelli, Lisa" <lisa.clavelli@nara.gov>

Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA employee and
worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules themselves cited
above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message ----------

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would you
have a few minutes tomorrow morning to talk about record management practices? Specifically, I'm looking
for information relating to the State Department’s record management practices. Would 9:30.work? Many
thanks. Kim B. RA”05.20.15 0082
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Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate Slaugh <kate.slaugh@nara.gov> Thu, Feb 26, 2015 at 8:54 AM
To: Paul Wester <paul.wester@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA employee
and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules themselves
cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—-----—-

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

NARA 05.20.15_0083

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would you
have a few minutes tomorrow morning to talk about record management practices? Specifically, I'm

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 4/28
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looking for information relating to the State Department’s record management practices. Would 9:30
work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate Slaugh <kate.slaugh@nara.gov> Thu, Feb 26, 2015 at 9:43 AM
To: Paul Wester <paul.wester@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with them
in determining their records schedule (how often we check in with them, do they need to alter their schedules)
and then, specifically she wanted to know about how they manage their e-mail. I've shared with her State's
records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA employee
and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules themselves
cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 5/28
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On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—--—--—-

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would
you have a few minutes tomorrow morning to talk about record management practices? Specifically,
I’m looking for information relating to the State Department’s record management practices. Would
9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate Slaugh <kate.slaugh@nara.gov> Thu, Feb 26, 2015 at 10:11 AM
To: Paul Wester <paul.wester@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t travel
through the agency account for senior staff at the State Department during the period 2011-2012. Would you
have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared with
her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?

-Kate NARA 05.20.15_0085

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 6/28
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Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message ---—-—-—

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information. Would
you have a few minutes tomorrow morning to talk about record management practices? Specifically,
I’m looking for information relating to the State Department’s record management practices. Would
9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

NARA 05.20.15_0086

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 7/28
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Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Paul Wester <paul.wester@nara.gov> Thu, Feb 26, 2015 at 10:31 AM
To: lisa.clavelli@nara.gov

Lisa,
(b) (5) but can we talk tomorrow morning | can respond tomorrow?

Thanks, Paul

And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-2012.
Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared with
her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate
On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!
On I_:eb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
'IHLS a‘Sttea’te Department posts their records schedules for the public at http://foia.state.gov/

Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 8/28
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Washington DC 20522-0205
FischerWP@state.gov
(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration

301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.

Paul, are there any web links to State's records schedule | can share?

--—--—-—- Forwarded message --—--—--—

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I'm looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh
Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration

202-357-5100 NARA 05.20.15_0088

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...
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Paul Wester <paul.wester@nara.gov> Thu, Feb 26, 2015 at 11:06 AM
To: Meredith Scheiber <meredith.scheiber@nara.gov>

A little more context.
Thanks, Paul

--—--—-—- Forwarded message --—--—--—

From: "Paul Wester" <paul.wester@nara.gov>
Date: Feb 26, 2015 10:31 AM

Subject: Fwd: Re: Time to Talk

To: <lisa.clavelli@nara.gov>

Cc:

Lisa,
(b) (5) but can we talk tomorrow morning | can respond tomorrow?

Thanks, Paul

And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-2012.
Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared with
her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

NARA 05.20.15_0089
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Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

--—--— Forwarded message -—-—-—--

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Lisa Clavelli <lisa.clavelli@nara.gov> Thy, Feb 26, 2015 at 11:23 AM
To: Paul Wester <paul.wester@nara.gov> _05.20.15_

(b) (5)
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(b) (5)
Want to talk later today?

On Thu, Feb 26, 2015 at 10:31 AM, Paul Wester <paul.wester@nara.gov> wrote:

Lisa,
(b) (5) but can we talk tomorrow morning | can respond tomorrow?

Thanks, Paul

And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-2012.
Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared
with her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.

Thanks, Paul

Paul M. Wester, Jr. NARA 05.20.15_0091

Chief Records Officer for the U.S. Government
National Archives and Records Administration

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 12/28
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301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call
tomorrow.

Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—------—

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

Paul Wester <paul.wester@nara.gov> Fri, Feb 27, 2015 at 9:48 AM
To: Kate Slaugh <kate.slaugh@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov> NARA 05.20.15 0092

Kate,

Our staff works closely with the State Department records management staff. We have at least two staff members
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whose portfolio of agencies includes the State Department. Aside from regular periodic phone calls, NARA staff
also meet face-to-face with the State Department records management staff to appraise records, interview
program staff to understand the records better, and consult on other records management issues. This happens
probably several times a month. The Research Services staff also works with State regularly on archival records
transfers to NARA. The National Declassification Center staff works with the State Department on declassification
issues.

Overall, the State Department records management program and staff are considered very strong. NARA has
awarded the State Department two Archivist Achievement Awards in Records Management in the past decade.
They also have strong Records Management Self-Assessment scores.

Like most Federal agencies, the State Department currently has a "print-and-file" policy for their email; however,
like most agencies trying to meet the Managing Government Records (M-14-16) 2016 deadline for managing all
email electronically, and the requirements in PL 113-187, they are considering new policies. State has also worked
on a number of electronic records initiative issues to improve their business processes, including the development
of the SMART (State Messaging and Archive Toolset) system. We are not privy to all of their internal
deliberations, but we believe State is making good progress on the email management issue.

On the Benghazi matter, most of the records are most likely covered by the State Department records schedule
for the Accountability Review Board (ARB). The following, in blue, is gleaned from a quick internet search, our
knowledge of the records schedules, and from posted State Department materials:

The ARB process is a mechanism to foster more effective security of U.S. missions and personnel abroad by
ensuring a thorough and independent review of security related incidents. Through its investigations and
recommendations, the ARB seeks to determine accountability, and promote and encourage improved security
programs and practices. In addition, the ARB mechanism enhances the integrity of the visa issuing process by
determining accountability in certain instances in which terrorist acts in the United States are committed by
aliens.

A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among the dispositions in Chapter 2, Principle Officers of
the Department of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-02.pdf.

The original NARA-approved schedule is job number N1-59-99-16 (items 9a1 and 9b1). It is found on NARA's
records management website at:
http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-016 _
sf115.pdf

To get a clearer view of the State Department's current policies and practices, and their policy and practices in
2011-2012 with respect to email and ARM records, it would be best to consult with the Bill Fischer, the State
Department records officer. He can be reached at FisherWWP @state.gov or 202-261-8369.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Feb 26, 2015 at 10:11 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during Krerpenod® 01 HRG12.
Would you have a disposition schedule for those emails?

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...

Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with

them in determining their records schedule (how often we check in with them, do they need to alter their

schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared with

her State's records disposition schedule, as well as information about Capstone.
Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government

National Archives and Records Administration

301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.

Paul, are there any web links to State's records schedule | can share?

--—--— Forwarded message -—---—--—--

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc: NARA 05.20.15_0094

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
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Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Paul Wester <paul.wester@nara.gov> Fri, Feb 27, 2015 at 9:50 AM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>

FYI

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

--—--—-—- Forwarded message --—--—--—

From: Paul Wester <paul.wester@nara.gov>
Date: Fri, Feb 27, 2015 at 9:48 AM

Subject: Re: Time to Talk

To: Kate Slaugh <kate.slaugh@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

Kate,

Our staff works closely with the State Department records management staff. We have at least two staff members
whose portfolio of agencies includes the State Department. Aside from regular periodic phone calls, NARA staff
also meet face-to-face with the State Department records management staff to appraise records, interview
program staff to understand the records better, and consult on other records management issues. This happens
probably several times a month. The Research Services staff also works with State regularly on archival records
transfers to NARA. The National Declassification Center staff works with the State Department on declassification
issues.

Overall, the State Department records management program and staff are considered vagagtrong. NNARA RS

awarded the State Department two Archivist Achievement Awards in Records Management in the past decade.
They also have strong Records Management Self-Assessment scores.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 16/28



3/31/2015 National Archives & Records Administration Mail - Fwd: Time to Talk

Like most Federal agencies, the State Department currently has a "print-and-file" policy for their email; however,
like most agencies trying to meet the Managing Government Records (M-14-16) 2016 deadline for managing all
email electronically, and the requirements in PL 113-187, they are considering new policies. State has also worked
on a number of electronic records initiative issues to improve their business processes, including the development
of the SMART (State Messaging and Archive Toolset) system. We are not privy to all of their internal
deliberations, but we believe State is making good progress on the email management issue.

On the Benghazi matter, most of the records are most likely covered by the State Department records schedule
for the Accountability Review Board (ARB). The following, in blue, is gleaned from a quick internet search, our
knowledge of the records schedules, and from posted State Department materials:

The ARB process is a mechanism to foster more effective security of U.S. missions and personnel abroad by
ensuring a thorough and independent review of security related incidents. Through its investigations and
recommendations, the ARB seeks to determine accountability, and promote and encourage improved security
programs and practices. In addition, the ARB mechanism enhances the integrity of the visa issuing process by
determining accountability in certain instances in which terrorist acts in the United States are committed by
aliens.

A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among the dispositions in Chapter 2, Principle Officers of
the Department of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-02.pdf.

The original NARA-approved schedule is job number N1-59-99-16 (items 9a1 and 9b1). It is found on NARA's
records management website at:
http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-016 _
sf115.pdf

To get a clearer view of the State Department's current policies and practices, and their policy and practices in
2011-2012 with respect to email and ARM records, it would be best to consult with the Bill Fischer, the State
Department records officer. He can be reached at FisherWWP @state.gov or 202-261-8369.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Feb 26, 2015 at 10:11 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-2012.
Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared with
her State's records disposition schedule, as well as information about Capstone.

NARA 05.20.15_0096

Paul, can you speak specifically about State and their e-mail records management?

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 17/28
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-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
FYI, I got the email below from a staffer on the Benghazi committee. | will give her a call tomorrow.
Paul, are there any web links to State's records schedule | can share?

--—--—--—- Forwarded message --—---—---

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>

Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi

1036 Longworth HOB | & 202.226.7100 | http://benghazi.house.gov NARA_05.20.15_0097

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 18/28
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Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate Slaugh <kate.slaugh@nara.gov> Fri, Feb 27, 2015 at 9:55 AM
To: Paul Wester <paul.wester@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

Very thorough, thank you! ['ll forward this on.

On Fri, Feb 27, 2015 at 9:48 AM, Paul Wester <paul.wester@nara.gov> wrote:
Kate,
Our staff works closely with the State Department records management staff. We have at least two staff
members whose portfolio of agencies includes the State Department. Aside from regular periodic phone calls,
NARA staff also meet face-to-face with the State Department records management staff to appraise records,
interview program staff to understand the records better, and consult on other records management issues. This
happens probably several times a month. The Research Services staff also works with State regularly on
archival records transfers to NARA. The National Declassification Center staff works with the State Department
on declassification issues.

Overall, the State Department records management program and staff are considered very strong. NARA has
awarded the State Department two Archivist Achievement Awards in Records Management in the past decade.
They also have strong Records Management Self-Assessment scores.

Like most Federal agencies, the State Department currently has a "print-and-file" policy for their email; however,
like most agencies trying to meet the Managing Government Records (M-14-16) 2016 deadline for managing all
email electronically, and the requirements in PL 113-187, they are considering new policies. State has also
worked on a number of electronic records initiative issues to improve their business processes, including the
development of the SMART (State Messaging and Archive Toolset) system. We are not privy to all of their
internal deliberations, but we believe State is making good progress on the email management issue.

On the Benghazi matter, most of the records are most likely covered by the State Department records
schedule for the Accountability Review Board (ARB). The following, in blue, is gleaned from a quick internet
search, our knowledge of the records schedules, and from posted State Department materials:

The ARB process is a mechanism to foster more effective security of U.S. missions and personnel abroad by
ensuring a thorough and independent review of security related incidents. Through its investigations and
recommendations, the ARB seeks to determine accountability, and promote and encourage improved security
programs and practices. In addition, the ARB mechanism enhances the integrity of the visa issuing process
by determining accountability in certain instances in which terrorist acts in the United States are committed by
aliens.

NARA 05.20.15_0098
A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
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facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among the dispositions in Chapter 2, Principle Officers
of the Department of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-02.pdf.

The original NARA-approved schedule is job number N1-59-99-16 (items 9a1 and 9b1). It is found on NARA's
records management website at:
http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-016
sf115.pdf

To get a clearer view of the State Department's current policies and practices, and their policy and practices in
2011-2012 with respect to email and ARM records, it would be best to consult with the Bill Fischer, the State
Department records officer. He can be reached at FisherWWP @state.gov or 202-261-8369.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Feb 26, 2015 at 10:11 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-2012.
Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with
them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared
with her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,

The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer

Department of State

SA-2, Room 5009 NARA 05.20.15_0099
515 22nd Street NW

Washington DC 20522-0205

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 20/28
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FischerWP@state.gov
(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call
tomorrow.

Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—------—-

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration

202-357-5100 NARA_05.20.15_0100
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Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate Slaugh <kate.slaugh@nara.gov>

To: Paul Wester <paul.wester@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

From the Committee:

one more quick question, do the categories set out in the record disposition ever expire? For example, with
respect to the Sec of State, there are 12 categories. Are they all current? Thanks!

On Fri, Feb 27, 2015 at 9:48 AM, Paul Wester <paul.wester@nara.gov> wrote:

Kate,

Our staff works closely with the State Department records management staff. We have at least two staff
members whose portfolio of agencies includes the State Department. Aside from regular periodic phone calls,
NARA staff also meet face-to-face with the State Department records management staff to appraise records,
interview program staff to understand the records better, and consult on other records management issues. This
happens probably several times a month. The Research Services staff also works with State regularly on
archival records transfers to NARA. The National Declassification Center staff works with the State Department
on declassification issues.

Overall, the State Department records management program and staff are considered very strong. NARA has
awarded the State Department two Archivist Achievement Awards in Records Management in the past decade.
They also have strong Records Management Self-Assessment scores.

Like most Federal agencies, the State Department currently has a "print-and-file" policy for their email; however,
like most agencies trying to meet the Managing Government Records (M-14-16) 2016 deadline for managing all
email electronically, and the requirements in PL 113-187, they are considering new policies. State has also
worked on a number of electronic records initiative issues to improve their business processes, including the
development of the SMART (State Messaging and Archive Toolset) system. We are not privy to all of their
internal deliberations, but we believe State is making good progress on the email management issue.

On the Benghazi matter, most of the records are most likely covered by the State Department records
schedule for the Accountability Review Board (ARB). The following, in blue, is gleaned from a quick internet
search, our knowledge of the records schedules, and from posted State Department materials:

The ARB process is a mechanism to foster more effective security of U.S. missions and personnel abroad by
ensuring a thorough and independent review of security related incidents. Through its investigations and
recommendations, the ARB seeks to determine accountability, and promote and encourage improved security
programs and practices. In addition, the ARB mechanism enhances the integrity of the visa issuing process
by determining accountability in certain instances in which terrorist acts in the United States are committed by
aliens.

A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among the dispositions in Chapter 2, Principle Officers

of the Department of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-02.pdf.
NARA 05.20.15_0101

The original NARA-approved schedule is job number N1-59-99-16 (items 9a1 and 9b1). It is found on NARA's

records management website at:

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-016
sf115.pdf

To get a clearer view of the State Department's current policies and practices, and their policy and practices in
2011-2012 with respect to email and ARM records, it would be best to consult with the Bill Fischer, the State
Department records officer. He can be reached at Fisher'WP @state.gov or 202-261-8369.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Feb 26, 2015 at 10:11 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t

travel through the agency account for senior staff at the State Department during the period 2011-2012.

Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work with

them in determining their records schedule (how often we check in with them, do they need to alter their
schedules) and then, specifically she wanted to know about how they manage their e-mail. I've shared
with her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate
On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!
On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
l'l_'t\sast’?a’te Department posts their records schedules for the public at http://foia.state.gov/

Learn/RecordsDisposition.aspx

Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above). NARA 05.20.15 0102

Please let me know how we can be of further assistance.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call
tomorrow.

Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message ----------

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I’'m looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh

Congressional Affairs
NARA 05.20.15 0103
National Archives and Records Administration - -

202-357-5100
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Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 12:30 P
To: Kate Slaugh <kate.slaugh@nara.gov>
Cc: John Hamilton <john.hamilton@nara.gov>

Hi Kate,
| just went over with my staff the State schedules that we think the Committee staff member is interested in.

We believe all 12 schedules for the Secretary are open and valid authorities for which the State Department
could be generating and otherwise managing records.

Sometimes authorities are closed, in that they cover only a certain period of time so the records can be
transferred to NARA for archival purposes or to carry out some other specific disposition. And sometimes
authorities are superseded for newer authorities. This does NOT appear to be the case for the authorities that our
staff looked at for the Secretary of State's records that are on the website.

| am technically off today (working from home when | can), but please let me know if you need any additional
information. | will be checking in periodically.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Mon, Mar 2, 2015 at 10:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
From the Committee:

one more quick question, do the categories set out in the record disposition ever expire? For example, with
respect to the Sec of State, there are 12 categories. Are they all current? Thanks!

On Fri, Feb 27, 2015 at 9:48 AM, Paul Wester <paul.wester@nara.gov> wrote:
Kate,
Our staff works closely with the State Department records management staff. We have at least two staff
members whose portfolio of agencies includes the State Department. Aside from regular periodic phone calls,
NARA staff also meet face-to-face with the State Department records management staff to appraise records,
interview program staff to understand the records better, and consult on other records management issues.
This happens probably several times a month. The Research Services staff also works with State regularly on
archival records transfers to NARA. The National Declassification Center staff works with the State
Department on declassification issues.

Overall, the State Department records management program and staff are considered very strong. NARA has
awarded the State Department two Archivist Achievement Awards in Records Management in the past
decade. They also have strong Records Management Self-Assessment scores.

Like most Federal agencies, the State Department currently has a "print-and-file" policy for their email;
however, like most agencies trying to meet the Managing Government Records (M-14-16) 2016 deadline for
managing all email electronically, and the requirements in PL 113-187, they are considering new policies.
State has also worked on a number of electronic records initiative issues to improve their business processes,
including the development of the SMART (State Messaging and Archive Toolset) system. We are not privy to
all of their internal deliberations, but we believe State is making good progress on the email management
issue.

On the Benghazi matter, most of the records are most likely covered by the State Department records
schedule for the Accountability Review Board (ARB). The following, in blue, is gleaned from a quick internet
search, our knowledge of the records schedules, and from posted State Department materials:

NARA 05.20.15 0104
The ARB process is a mechanism to foster more effective security of U.S. missions and personnel abroad
by ensuring a thorough and independent review of security related incidents. Through its investigations and
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recommendations, the ARB seeks to determine accountability, and promote and encourage improved
security programs and practices. In addition, the ARB mechanism enhances the integrity of the visa issuing
process by determining accountability in certain instances in which terrorist acts in the United States are
committed by aliens.

A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among the dispositions in Chapter 2, Principle
Officers of the Department of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-
02.pdf.

The original NARA-approved schedule is job number N1-59-99-16 (items 9a1 and 9b1). It is found on
NARA's records management website at:
http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-
016_sf115.pdf

To get a clearer view of the State Department's current policies and practices, and their policy and practices in
2011-2012 with respect to email and ARM records, it would be best to consult with the Bill Fischer, the State
Department records officer. He can be reached at Fisher'WWP @state.gov or 202-261-8369.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Thu, Feb 26, 2015 at 10:11 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
And more specifically:

Thanks Kate — What we’re trying to figure out is how the agency captures personal email that doesn’t
travel through the agency account for senior staff at the State Department during the period 2011-
2012. Would you have a disposition schedule for those emails?

On Thu, Feb 26, 2015 at 9:43 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Hello-

She doesn't want to talk to State's records officer "at least not yet." Kim wants to know how we work
with them in determining their records schedule (how often we check in with them, do they need to alter
their schedules) and then, specifically she wanted to know about how they manage their e-mail. I've
shared with her State's records disposition schedule, as well as information about Capstone.

Paul, can you speak specifically about State and their e-mail records management?
-Kate

On Thu, Feb 26, 2015 at 8:54 AM, Kate Slaugh <kate.slaugh@nara.gov> wrote:
Wonderful, thanks Paul!

On Feb 26, 2015 7:34 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Hi Kate,
The State Department posts their records schedules for the public at http://foia.state.gov/
Learn/RecordsDisposition.aspx
NARA 05.20.15_0105
Kimberly might want to check in with the State Department records officer. He is a former NARA
employee and worked in our shop for a number of years.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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His contact information is

William Fischer
Department of State
SA-2, Room 5009

515 22nd Street NW
Washington DC 20522-0205
FischerWP@state.gov

(202) 261-8369

Bill could guide Kimberly to more of State's internal RM policies (as opposed to the schedules
themselves cited above).

Please let me know how we can be of further assistance.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Wed, Feb 25, 2015 at 6:36 PM, Kate Slaugh <kate.slaugh@nara.gov> wrote:

FYI, | got the email below from a staffer on the Benghazi committee. | will give her a call
tomorrow.

Paul, are there any web links to State's records schedule | can share?

---------- Forwarded message --—-------

From: "Betz, Kimberly" <Kimberly.Betz@mail.house.gov>
Date: Feb 25, 2015 5:32 PM

Subject: Time to Talk

To: "kate.slaugh@nara.gov" <kate.slaugh@nara.gov>
Cc:

Hi Kate — hope you are doing well. Wendy Ginsberg at CRS gave me your contact information.
Would you have a few minutes tomorrow morning to talk about record management practices?
Specifically, I'm looking for information relating to the State Department’s record management
practices. Would 9:30 work? Many thanks. Kim B.

Kimberly Betz | House Select Committee on Benghazi
1036 Longworth HOB | @ 202.226.7100 | http://benghazi.house.gov

Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration

202-357-5100 NARA 05.20.15_0106

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 27/28
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Kate A. Slaugh

Congressional Affairs

National Archives and Records Administration
202-357-5100

Kate A. Slaugh
Congressional Affairs
National Archives and Records Administration

202-357-5100

NARA 05.20.15 0107

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 28/28
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Paul Wester <paul.wester@nara.gov>

Re: Fwd: New York Times, Hillary Clinton use of Personal Emails
6 messages

GaryM Stern <garym.stern@nara.gov> Mon, Mar 2, 2015 at 1:08 PM
To: David Ferriero <david.ferriero@nara.gov>, Paul Wester <paul.wester@nara.gov>, Donna Garland
<donna.garland@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: John Hamilton <john.hamilton@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer
<Jay.Trainer@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Diachenko, Laura" <laura.diachenko@nara.gov>

(b) (5)

Let me know if you have any questions.

Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issugrand$1as 1sagnegl that
when Hillary Clinton was Secretary of State, she apparently used a personal email account to conduct
government business, and that the State Department has recovered 50,000 pages of emails relating to

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 1/20
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government business, 900 pages of which relate to Benghazi, which State has turned over to the House
Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that | could not speak to the specifics of this matter, but could explain the general rules and
policies in place at the time, as well as the new legal requirement, which | did. | referred him to the various
public hearings on other officials using personal email accounts to conduct government business - e.g.,
OSTP, EPA, CFTC -- and noted that NARA does look into allegations of this type, with our interest being to
ensure that the agency recovers any alienated records and has policies in place to ensure prevent such
events from occurring again. This case, if true, would present a concern, although it may be the case that
the State Department has already taken appropriate action to recover the records. He said his story is
likely to be posted online tomorrow, and asked that we not share this information outside of NARA until it
runs.

We can discuss further tomorrow, unless you'd like to discuss today.

Thanks,

Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)
since about mid-day Thursday a staff member from the Special Committee on
Benghazi has asked a series of increasingly specific questions related to the records management
practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior
officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done
work on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing
reporter on a background story about the deteriorating Libyan situation and Ambassador J. Christopher
Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently
in the NYT story. NARA 05.20.15_0109

Paul M. Wester, Jr.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...
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Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (b) (5)
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal
emails. | am happy to talk to him about what the law is (there are no regulations at this time).
Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message --—---—---

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government
business. I'm sorry to bother you on a weekend but do you have a second to chat? I'm not
looking to talk on the record -- | just need some clarification on the regulations. | can be reached
anytime at 804.363.6794 or can call you whenever. Thnx, Mike

Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 1:24 PM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, "Brewer, Laurence" <laurence.brewer@nara.gov>, Margaret Hawkins
<margaret.hawkins@nara.gov>, Julie Reaves <julie.reaves@nara.gov>, Donald Rosen <donald.rosen@nara.gov>,
Gary Rauchfuss <gary.rauchfuss@nara.gov>, Lisa Haralampus <lisa.haralampus@pnara.gov>

FYI

NARA_05.20.15_0110
(b) ()

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 3/20
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(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

-----—--- Forwarded message ----------

From: GaryM Stern <garym.stern@nara.gov>

Date: Mon, Mar 2, 2015 at 1:08 PM

Subject: Re: Fwd: New York Times, Hillary Clinton use of Personal Emails

To: David Ferriero <david.ferriero@nara.gov>, Paul Wester <paul.wester@nara.gov>, Donna Garland
<donna.garland@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: John Hamilton <john.hamilton@nara.gov>, Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer
<Jay.Trainer@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>, "Diachenko, Laura"
<laura.diachenko@nara.gov>

(b) (5)

Let me know if you have any questions.

Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,
David
David S. Ferriero
Archivist of the United States
National Archives and Records Administration NARA_05.20.15_0111

700 Pennsylvania Avenue
Washington, DC 20408

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 4/20
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(202-357-5900)
www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned that
when Hillary Clinton was Secretary of State, she apparently used a personal email account to conduct
government business, and that the State Department has recovered 50,000 pages of emails relating to
government business, 900 pages of which relate to Benghazi, which State has turned over to the House
Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that | could not speak to the specifics of this matter, but could explain the general rules and
policies in place at the time, as well as the new legal requirement, which | did. | referred him to the various
public hearings on other officials using personal email accounts to conduct government business -- e.g.,
OSTP, EPA, CFTC -- and noted that NARA does look into allegations of this type, with our interest being to
ensure that the agency recovers any alienated records and has policies in place to ensure prevent such
events from occurring again. This case, if true, would present a concern, although it may be the case that
the State Department has already taken appropriate action to recover the records. He said his story is
likely to be posted online tomorrow, and asked that we not share this information outside of NARA until it
runs.
We can discuss further tomorrow, unless you'd like to discuss today.
Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)
since about mid-day Thursday a staff member from the Special Committee on
Benghazi has asked a series of increasingly specific questions related to the records management
practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior
officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done
work on cyber-security and national security issues. NARA 05.20.15 0112

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a contributing

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 5/20
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reporter on a background story about the deteriorating Libyan situation and Ambassador J. Christopher
Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently
in the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (b) (5)
Jay

On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal

emails. | am happy to talk to him about what the law is (there are no regulations at this time).

Let me know if that makes sense for me to do that?
Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government
business. I'm sorry to bother you on a weekend but do you have a second to chat? I'm not

looking to talk on the record -- | just need some clarification on the regulations. | can be reached

anytime at 804.363.6794 or can call you whenever. Thnx, Mike

NARA 05.20.15 0113

GaryM Stern <garym.stern@nara.gov>

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...

Mon, Mar 2, 2015 at 8:58 PM
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To: David Ferriero <david.ferriero@nara.gov>, Donna Garland <donna.garland@nara.gov>, Paul Wester
<paul.wester@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: Laura Diachenko <laura.diachenko@nara.gov>, John Hamilton <john.hamilton@nara.gov>, Miriam Kleiman
<miriam.kleiman@pnara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, "Wall, Debra" <debra.wall@nara.gov>

The reporter called me back this evening and said the story will run tomorrow.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

On Mar 2, 2015 1:08 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
(b) (5)

Let me know if you have any questions.

Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned
that when Hillary Clinton was Secretary of State, she apparently used a personaNéﬁéﬂ—%%ggl}r%%m
conduct government business, and that the State Department has recovered 50,000 pages of emails
relating to government business, 900 pages of which relate to Benghazi, which State has turned over to

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse...
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the House Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws or
regulations. | told him that | could not speak to the specifics of this matter, but could explain the general
rules and policies in place at the time, as well as the new legal requirement, which | did. | referred him to

the various public hearings on other officials using personal email accounts to conduct government

business -- e.g., OSTP, EPA, CFTC -- and noted that NARA does look into allegations of this type, with
our interest being to ensure that the agency recovers any alienated records and has policies in place to
ensure prevent such events from occurring again. This case, if true, would present a concern, although it
may be the case that the State Department has already taken appropriate action to recover the records.

He said his story is likely to be posted online tomorrow, and asked that we not share this information
outside of NARA until it runs.

We can discuss further tomorrow, unless you'd like to discuss today.

Thanks,

Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)

since about mid-day Thursday a staff member from the Special Committee on

Benghazi has asked a series of increasingly specific questions related to the records management

practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior

officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done

work on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a

contributing reporter on a background story about the deteriorating Libyan situation and Ambassador

J. Christopher Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures prominently

in the NYT story.

NARA 05.20.15 0115
Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government
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National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (b) (5)
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law on personal
emails. | am happy to talk to him about what the law is (there are no regulations at this time).
Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ---—--—--—

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government
business. I'm sorry to bother you on a weekend but do you have a second to chat? I'm not
looking to talk on the record -- | just need some clarification on the regulations. | can be
reached anytime at 804.363.6794 or can call you whenever. Thnx, Mike

Miriam Kleiman <miriam.kleiman@pnara.gov> Mon, Mar 2, 2015 at 9:27 PM
To: Paul Wester <paul.wester@nara.gov>, GaryM Stern <garym.stern@nara.gov>

Cc: Laura Diachenko <laura.diachenko@nara.gov>, Donna Garland <donna.garland@nara.gov>, Sandra Glasser
<sandra.glasser@nara.gov>

Gary and Paul,
When you have a chance, please send us basic suggested talking points and links to %Kﬁrzlt %giggqgeorlel:6
saving work-related emails in on personal and govt accounts. — =

Maybe something general to the extent of:
https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subse... 9/20



3/31/2015 National Archives & Records Administration Mail - Re: Fwd: New York Times, Hillary Clinton use of Personal Emails

"As with all govt agencies, NARA provides guidance to the State Dept on email management and retention. This
guidance includes/applies to emails from both government and personal accounts. Please see X,Y, Z...

NARA records officers continue to work with the State Department to ensure compliance with these guidelines.

FYI: we have a press event first thing tomorrow and then two big TV shoots with interviews that may last into
the afternoon. Of course, we will check email and will do what we can to respond ASAP to press requests.
Please let us know if/how you would like us to handle interview requests (b) (5)

(b) (5)

Thanks!
Miriam

Begin forwarded message:

From: GaryM Stern <garym.stern@nara.gov>

Date: March 2, 2015 at 8:58:03 PM EST

To: David Ferriero <david.ferriero@nara.gov>, Donna Garland <donna.garland@nara.gov>, Paul
Wester <paul.wester@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: Laura Diachenko <laura.diachenko@nara.gov>, John Hamilton <john.hamilton@nara.gov>,
Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, "Wall, Debra"
<debra.wall@nara.gov>

Subject: Re: Fwd: New York Times, Hillary Clinton use of Personal Emails

The reporter called me back this evening and said the story will run tomorrow.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

On Mar 2, 2015 1:08 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
(b) (5)

Let me know if you have any questions.

Thanks,
Gary

Gary M. Stern

General Counsel NARA 05.20.15 0117
National Archives and Records Administration

8601 Adelphi Road

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 10/20
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College Park, MD 20740
301-837-3026 (office)
301-837-0293 (fax)
garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and
has learned that when Hillary Clinton was Secretary of State, she apparently used a
personal email account to conduct government business, and that the State Department
has recovered 50,000 pages of emails relating to government business, 900 pages of which
relate to Benghazi, which State has turned over to the House Select Committee
investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that I could not speak to the specifics of this matter, but could explain the general
rules and policies in place at the time, as well as the new legal requirement, which | did. |
referred him to the various public hearings on other officials using personal email accounts
to conduct government business -- e.g., OSTP, EPA, CFTC -- and noted that NARA does
look into allegations of this type, with our interest being to ensure that the agency recovers
any alienated records and has policies in place to ensure prevent such events from
occurring again. This case, if true, would present a concern, although it may be the case
that the State Department has already taken appropriate action to recover the records. He
said his story is likely to be posted online tomorrow, and asked that we not share this
information outside of NARA until it runs.
We can discuss further tomorrow, unless you'd like to discuss today.
Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

NARA 05.20.15 0118

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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(202-357-5900)
www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)
since about mid-day Thursday a staff member from
the Special Committee on Benghazi has asked a series of increasingly specific
questions related to the records management practices at the Department of State.

Two of the specific questions was how did the State Department capture personal
emails by senior officials between 2011 and 2012 that did not go through State
Department systems, and is there a records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but
he has done work on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was
a contributing reporter on a background story about the deteriorating Libyan situation
and Ambassador J. Christopher Stevens who had died the previous day in the
Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012
figures prominently in the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (b) (5)
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law
on personal emails. | am happy to talk to him about what the law is (there are no
regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration NARA_05.20.15_0119
301-837-3026

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 12/20
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---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a
story about government employees who use their personal email addresses to
conduct government business. I'm sorry to bother you on a weekend but do you
have a second to chat? I'm not looking to talk on the record -- | just need some
clarification on the regulations. | can be reached anytime at 804.363.6794 or can
call you whenever. Thnx, Mike

GaryM Stern <garym.stern@nara.gov> Mon, Mar 2, 2015 at 11:21 PM
To: David Ferriero <david.ferriero@nara.gov>, Paul Wester <paul.wester@nara.gov>, Donna Garland
<donna.garland@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: John Hamilton <john.hamilton@nara.gov>, Laura Diachenko <laura.diachenko@nara.gov>, Miriam Kleiman
<miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, Debra Wall <debra.wall@nara.gov>

Here's a link to the article online. Jason is quoted, as is Tom Blanton.

http://mobile.nytimes.com/2015/03/03/us/politics/hillary-clintons-use-of-private-email-at-state-department-raises-
flags.html

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

On Mar 2, 2015 8:58 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
The reporter called me back this evening and said the story will run tomorrow.
Gary M. Stern
General Counsel

National Archives and Records Administration
301-837-3026

) (?n Mar 2, 2015 1:08 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
b) (5

NARA 05.20.15 0120

Let me know if you have any questions.
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Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and has learned
that when Hillary Clinton was Secretary of State, she apparently used a personal email account to
conduct government business, and that the State Department has recovered 50,000 pages of emails
relating to government business, 900 pages of which relate to Benghazi, which State has turned over to
the House Select Committee investigating Benghazi. He wanted to know if this violated NARA's laws
or regulations. | told him that | could not speak to the specifics of this matter, but could explain the
general rules and policies in place at the time, as well as the new legal requirement, which | did. |
referred him to the various public hearings on other officials using personal email accounts to conduct
government business -- e.g., OSTP, EPA, CFTC -- and noted that NARA does look into allegations of
this type, with our interest being to ensure that the agency recovers any alienated records and has
policies in place to ensure prevent such events from occurring again. This case, if true, would present
a concern, although it may be the case that the State Department has already taken appropriate action
to recover the records. He said his story is likely to be posted online tomorrow, and asked that we not
share this information outside of NARA until it runs.
We can discuss further tomorrow, unless you'd like to discuss today.
Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:

NARA 05.20.15_0121
Thanks, Paul.

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 14/20
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David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)
since about mid-day Thursday a staff member from the Special Committee
on Benghazi has asked a series of increasingly specific questions related to the records
management practices at the Department of State.

Two of the specific questions was how did the State Department capture personal emails by senior
officials between 2011 and 2012 that did not go through State Department systems, and is there a
records schedule that covers this material?

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but he has done
work on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was a
contributing reporter on a background story about the deteriorating Libyan situation and
Ambassador J. Christopher Stevens who had died the previous day in the Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012 figures
prominently in the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (b) (5)
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
See query below from NY TIMES reporter for off the record chat re the new law on personal

emails. | am happy to talk to him about what the law is (there are no regulations at this
time). NARA_05.20.15_0122

Let me know if that makes sense for me to do that?
Thanks.
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Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message ----------

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a story about
government employees who use their personal email addresses to conduct government
business. I'm sorry to bother you on a weekend but do you have a second to chat? I'm not
looking to talk on the record -- | just need some clarification on the regulations. | can be
reached anytime at 804.363.6794 or can call you whenever. Thnx, Mike

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 4:17 AM

To: Arian Ravanbakhsh <Arian.Ravanbakhsh@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Lisa
Haralampus <lisa.haralampus@nara.gov>

FYI

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message --—----—--

From: Miriam Kleiman <miriam.kleiman@nara.gov>

Date: Mon, Mar 2, 2015 at 9:27 PM

Subject: Fwd: New York Times, Hillary Clinton use of Personal Emails

To: Paul Wester <paul.wester@nara.gov>, GaryM Stern <garym.stern@nara.gov>

Cc: Laura Diachenko <laura.diachenko@nara.gov>, Donna Garland <donna.garland@nara.gov>, Sandra Glasser

<sandra.glasser@nara.gov>

Gary and Paul,
When you have a chance, please send us basic suggested talking points and links to current guidance re:
saving work-related emails in on personal and govt accounts.

Maybe something general to the extent of:

"As with all govt agencies, NARA provides guidance to the State Dept on email management and retention. This

guidance includes/applies to emails from both government and personal accounts. Please see X,Y, Z...

NARA records officers continue to work with the State Department to ensure compliance with these guidelines.

FYI: we have a press event first thing tomorrow and then two big TV shoots with interviews that may last into
the afternoon. Of course, we will check email and will do what we can to respond ASAP to press requests.
Please let us know if/how you would like us to handle interview requests (b) (5)

(b) (5)

Thanks! NARA 05.20.15 0123
Miriam

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...
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Begin forwarded message:

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smbd&as_subs...

From: GaryM Stern <garym.stern@nara.gov>

Date: March 2, 2015 at 8:58:03 PM EST

To: David Ferriero <david.ferriero@nara.gov>, Donna Garland <donna.garland@nara.gov>, Paul
Wester <paul.wester@nara.gov>, William Bosanko <william.bosanko@nara.gov>

Cc: Laura Diachenko <laura.diachenko@nara.gov>, John Hamilton <john.hamilton@nara.gov>,
Miriam Kleiman <miriam.kleiman@nara.gov>, Jay Trainer <Jay.Trainer@nara.gov>, "Wall, Debra"
<debra.wall@nara.gov>

Subject: Re: Fwd: New York Times, Hillary Clinton use of Personal Emails

The reporter called me back this evening and said the story will run tomorrow.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

On Mar 2, 2015 1:08 PM, "GaryM Stern" <agarvm.stern@nara.qgov> wrote:

Let me know if you have any questions.

Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sun, Mar 1, 2015 at 2:25 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks,

David

David S. Ferriero
NARA 05.20.15 0124
Archivist of the United States - -

National Archives and Records Administration
700 Pennsylvania Avenue
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Washington, DC 20408
(202-357-5900)
www.archives.gov

On Mar 1, 2015 2:21 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:
fyi, | just spoke to the reporter. As Paul surmised, he is covering the Benghazi issue, and
has learned that when Hillary Clinton was Secretary of State, she apparently used a
personal email account to conduct government business, and that the State Department
has recovered 50,000 pages of emails relating to government business, 900 pages of which
relate to Benghazi, which State has turned over to the House Select Committee
investigating Benghazi. He wanted to know if this violated NARA's laws or regulations. |
told him that I could not speak to the specifics of this matter, but could explain the general
rules and policies in place at the time, as well as the new legal requirement, which | did. |
referred him to the various public hearings on other officials using personal email accounts
to conduct government business -- e.g., OSTP, EPA, CFTC -- and noted that NARA does
look into allegations of this type, with our interest being to ensure that the agency recovers
any alienated records and has policies in place to ensure prevent such events from
occurring again. This case, if true, would present a concern, although it may be the case
that the State Department has already taken appropriate action to recover the records. He
said his story is likely to be posted online tomorrow, and asked that we not share this
information outside of NARA until it runs.
We can discuss further tomorrow, unless you'd like to discuss today.
Thanks,
Gary

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Sat, Feb 28, 2015 at 3:19 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Thanks, Paul.
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 28, 2015 6:35 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
(b) (5)
, since about mid-day Thursday a staff member from
the Special Committee on Benghazi has asked a series of increasingly specific
questions related to the records management practices at the Department of State.

Two of the specific questions was how did the State Department capture personal
emails by senior officials between 2011 and 2012 that did not go through State
Department systems, and is there a records schedule that covers thigArateos3b.15 0125

Michael Schmidt appears to be a Washington-based political reporter for the NYT, but
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he has done work on cyber-security and national security issues.

In doing some research, | found a September 12, 2012, NYT article where Schmidt was
a contributing reporter on a background story about the deteriorating Libyan situation
and Ambassador J. Christopher Stevens who had died the previous day in the
Benghazi attack.

A personal email from Ambassador Stevens to his family and friends in July 2012
figures prominently in the NYT story.

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 10:44 PM, David Ferriero <david.ferriero@nara.gov> wrote:
Fine with me. (b) (5)
David

David S. Ferriero

Archivist of the United States

National Archives and Records Administration
700 Pennsylvania Avenue

Washington, DC 20408

(202-357-5900)

www.archives.gov

On Feb 27, 2015 9:42 PM, "William Bosanko" <william.bosanko@nara.gov> wrote:
No objections from me. (0) (5)
Jay
On Feb 27, 2015 9:32 PM, "GaryM Stern" <garym.stern@nara.gov> wrote:

See query below from NY TIMES reporter for off the record chat re the new law
on personal emails. | am happy to talk to him about what the law is (there are no
regulations at this time).

Let me know if that makes sense for me to do that?

Thanks.

Gary M. Stern

General Counsel

National Archives and Records Administration
301-837-3026

---------- Forwarded message —---—-—-

From: "Schmidt, Michael" <schmidtm@nytimes.com>
Date: Feb 27, 2015 7:45 PM

Subject: nyt

To: <garym.stern@nara.gov>

Cc:

Gary: I'm Mike Schmidt, a reporter with The New York Times. I'm working on a
story about government employees who use their personal email addresses to
conduct government business. I'm sorry to bother you on a weekend but do you
have a second to chat? I'm not looking to talk on the record -- | just need some
clarification on the regulations. | can be reached anytime at 88 87948.4p (HR6
call you whenever. Thnx, Mike
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NARA 05.20.15 0127

https://mail .google.com/mail/u/0/?ui=28&ik=021123a63d&view=pt&as_has=Department%200f%20State&as_sizeoperator=s_sl&as_sizeunit=s_smb&as_subs... 20/20



3/31/2015 National Archives & Records Administration Mail - SIGN IN - ad hoc telework

Paul Wester <paul.wester@nara.gov>

SIGN IN - ad hoc telework

1 message

Paul Wester <paul.wester@nara.gov> Thu, Feb 26, 2015 at 12:03 PM
To: "Trainer, Jay" <jay.trainer@nara.gov>

After unwinding a series of requests related to State Department records management policy from the House
Benghazi Committee,(P) (5)

Paul
Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

NARA 05.20.15 0128
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Paul Wester <paul.wester@nara.gov>

State - Benghazi email business from yesterday
7 messages

Paul Wester <paul.wester@nara.gov> Fri, Feb 27, 2015 at 8:14 AM
To: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, "Scheiber, Meredith" <meredith.scheiber@nara.gov>
Cc: Margaret Hawkins <margaret.hawkins@nara.gov>, "Brewer, Laurence" <laurence.brewer@nara.gov>

Lisa and Meredith:
How is the following back to Kate?

Please let me know as soon as you can.
Thanks, Paul

Kate,
(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Lisa Clavelli <lisa.clavelli@nara.gov> Fri, Feb 27, 2015 at 8:17 AM
To: Paul Wester <paul.wester@nara.gov>

Lisa R. Clavelli NARA 05.20.15 0129

On Feb 27, 2015 8:14 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
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Lisa and Meredith:
How is the following back to Kate?

Please let me know as soon as you can.
Thanks, Paul

Kate,
(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Paul Wester <paul.wester@nara.gov> Fri, Feb 27, 2015 at 8:21 AM

To: Lisa Clavelli <lisa.clavelli@nara.gov>

?7??

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 8:17 AM, Lisa Clavelli <lisa.clavelli@nara.gov> wrote:
Lisa R. Clavelli
On Feb 27, 2015 8:14 AM, "Paul Wester" <paul.wester@nara.gov> wrote:
Lisa and Meredith:
How is the following back to Kate? NARA 05.20.15 0130

Please let me know as soon as you can.
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Thanks, Paul

Kate,
(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Meredith Scheiber <meredith.scheiber@nara.gov> Fri, Feb 27, 2015 at 8:22 AM
To: Paul Wester <paul.wester@nara.gov>

Cc: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>

| think what you have looks fine.

Meredith

On Fri, Feb 27, 2015 at 8:14 AM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa and Meredith:
How is the following back to Kate?

Please let me know as soon as you can.

Thanks, Paul

Kate,
(b) (5) NARA 05.20.15 0131
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(b) ()

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Meredith L. Scheiber

Senior Appraisal Archivist
Records Management Services
8601 Adelphi Road, Rm. 2200b
College Park, MD 20740-6001
P: (301) 837-0595

Paul Wester <paul.wester@nara.gov> Fri, Feb 27, 2015 at 8:23 AM
To: Meredith Scheiber <meredith.scheiber@nara.gov>

Cc: "Clavelli, Lisa" <lisa.clavelli@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Brewer, Laurence"
<laurence.brewer@nara.gov>

Thanks!

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 8:22 AM, Meredith Scheiber <meredith.scheiber@nara.gov> wrote:
| think what you have looks fine.

Meredith

On Fri, Feb 27, 2015 at 8:14 AM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa and Meredith:
How is the following back to Kate?

NARA 05.20.15 0132
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Please let me know as soon as you can.

Thanks, Paul

Kate,
(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Meredith L. Scheiber

Senior Appraisal Archivist
Records Management Services
8601 Adelphi Road, Rm. 2200b
College Park, MD 20740-6001
P: (301) 837-0595

Lisa Clavelli <lisa.clavelli@nara.gov> Fri, Feb 27, 2015 at 8:28 AM
To: Paul Wester <paul.wester@nara.gov>

Cc: Meredith Scheiber <meredith.scheiber@nara.gov>, Margaret Hawkins <margaret.hawkins@nara.gov>, "Brewer,
Laurence" <laurence.brewer@nara.gov>

(b) (5)

NARA 05.20.15 0133
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On Fri, Feb 27, 2015 at 8:23 AM, Paul Wester <paul.wester@nara.gov> wrote:
Thanks!

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Fri, Feb 27, 2015 at 8:22 AM, Meredith Scheiber <meredith.scheiber@nara.gov> wrote:
| think what you have looks fine.

Meredith

On Fri, Feb 27, 2015 at 8:14 AM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa and Meredith:
How is the following back to Kate?

Please let me know as soon as you can.
Thanks, Paul

Kate,
(b) (5)

Thanks, Paul

Paul M. Wester, Jr.
Chief Records Officer for the U.S. Government

National Archives and Records Administration
301-837-3120

- NARA 05.20.15 0134
Meredith L. Scheiber - -

Senior Appraisal Archivist
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Records Management Services
8601 Adelphi Road, Rm. 2200b
College Park, MD 20740-6001
P: (301) 837-0595

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

Lisa Clavelli <lisa.clavelli@nara.gov> Fri, Feb 27, 2015 at 8:54 AM
To: Paul Wester <paul.wester@nara.gov>

Some background for you on the subject from the Foreign Affairs Manual

The Accountability Review Board (ARB) process is a a mechanism to foster more effective security of U.S.
missions and personnel abroad by ensuring a thorough and independent review of security related incidents.
Through its investigations and recommendations, the Board seeks to determine accountability and promote and
encourage improved security programs and practices. In addition, the ARB mechanism enhances the integrity of
the visa issuing process by determining accountability in certain instances in which terrorist acts in the United
States are committed by aliens.

A Board will be convened for the express purpose of investigating only that
incident or those incidents specified by the Secretary. A Board will examine the
facts and circumstances surrounding the incident or incidents, and makes written
findings in accordance with 12 FAM 035.

Records of the Accountability Review Board are found among in chapter 2, Principle Officers of the Department
of State Records Schedules. http://foia.state.gov/_docs/RecordsDisposition/A-02.pdf.

The NARA approved schedule is job number N1-59-99-16 (items 9a1 and 9b1).

http://www.archives.gov/records-mgmt/rcs/schedules/departments/department-of-state/rg-0059/n1-059-99-016 _
sf115.pdf.

On Fri, Feb 27, 2015 at 8:14 AM, Paul Wester <paul.wester@nara.gov> wrote:
Lisa and Meredith:
How is the following back to Kate?
Please let me know as soon as you can.
Thanks, Paul

Kate,
(b) (5)

NARA 05.20.15 0135
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(b) (5)

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Lisa R. Clavelli
Supervisor, Appraisal Team 2
Records Management Services

NARA 05.20.15 0136
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Paul Wester <paul.wester@nara.gov>

state talking points
5 messages

Lisa Haralampus <lisa.haralampus@nara.gov> Tue, Mar 3, 2015 at 9:47 AM
To: Paul Wester <paul.wester@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Bethany Cron <bethany.cron@nara.gov>, Christopher Magee
<christopher.magee@nara.gov>, Denise Pullen <denise.pullen@nara.gov>, Preston Huff <preston.huff@nara.gov>

@ State talking points.docx
13K

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 9:55 AM
To: "Stern, GaryM" <garym.stern@nara.gov>
Cc: "Trainer, Jay" <jay.trainer@nara.gov>

Gary,
What do you think?

(b) (5)

Peggy should be calling me in the next 15 minutes or so.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

--—-—-—- Forwarded message --—---—-—

From: Lisa Haralampus <lisa.haralampus@nara.gov>

Date: Tue, Mar 3, 2015 at 9:47 AM

Subject: state talking points

To: Paul Wester <paul.wester@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Bethany Cron <bethany.cron@nara.gov>, Christopher Magee
<christopher.magee@nara.gov>, Denise Pullen <denise.pullen@nara.gov>, Preston Huff
<preston.huff@nara.gov>

@ State talking points.docx
13K

NARA 05.20.15 0137

GaryM Stern <garym.stern@nara.gov> Tue, Mar 3, 2015 at 10:48 AM
To: Paul Wester <paul.wester@nara.gov>
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Cc: "Trainer, Jay" <jay.trainer@nara.gov>, "Bergman, Hannah" <Hannah.Bergman@pnara.gov>

See my revisions and additions.

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Tue, Mar 3, 2015 at 9:55 AM, Paul Wester <paul.wester@nara.gov> wrote:
Gary,
What do you think?

(b) (5)

Peggy should be calling me in the next 15 minutes or so.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message ----------

From: Lisa Haralampus <lisa.haralampus@nara.gov>

Date: Tue, Mar 3, 2015 at 9:47 AM

Subject: state talking points

To: Paul Wester <paul.wester@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Bethany Cron <bethany.cron@nara.gov>, Christopher Magee
<christopher.magee@nara.gov>, Denise Pullen <denise.pullen@nara.gov>, Preston Huff
<preston.huff@nara.gov>

@ State talking points re Hillary Clinton Emails.docx
17K

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 10:54 AM
To: GaryM Stern <garym.stern@nara.gov>
Cc: "Trainer, Jay" <jay.trainer@nara.gov>, "Bergman, Hannah" <Hannah.Bergman@nara.gov>

Gary,
| like this very much.

NARA 05.20.15 0138
Thanks, Paul
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Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Tue, Mar 3, 2015 at 10:48 AM, GaryM Stern <garym.stern@nara.gov> wrote:
See my revisions and additions.

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Tue, Mar 3, 2015 at 9:55 AM, Paul Wester <paul.wester@nara.gov> wrote:
Gary,
What do you think?

(b) (5)

Peggy should be calling me in the next 15 minutes or so.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message ----------

From: Lisa Haralampus <lisa.haralampus@nara.gov>

Date: Tue, Mar 3, 2015 at 9:47 AM

Subject: state talking points

To: Paul Wester <paul.wester@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Bethany Cron <bethany.cron@nara.gov>, Christopher Magee
<christopher.magee@nara.gov>, Denise Pullen <denise.pullen@nara.gov>, Preston Huff
<preston.huff@nara.gov>

Hannah Bergman <hannah.bergman@nara.gov> Tue, Mar 3, 2015 at 11:31 AM
To: Paul Wester <paul.wester@nara.gov>
Cc: GaryM Stern <garym.stern@nara.gov>, "Trainer, Jay" <jay.trainer@nara.gov>

(b) ()
NARA_05.20.15_0139

Hannah
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On Tue, Mar 3, 2015 at 10:54 AM, Paul Wester <paul.wester@nara.gov> wrote:
Gary,
| like this very much.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Tue, Mar 3, 2015 at 10:48 AM, GaryM Stern <garym.stern@nara.gov> wrote:
See my revisions and additions.

Gary M. Stern

General Counsel

National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740

301-837-3026 (office)

301-837-0293 (fax)

garym.stern@nara.gov

On Tue, Mar 3, 2015 at 9:55 AM, Paul Wester <paul.wester@nara.gov> wrote:
Gary,
What do you think?

(b) ()

Peggy should be calling me in the next 15 minutes or so.
Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message --—---—--—-

From: Lisa Haralampus <lisa.haralampus@nara.gov>

Date: Tue, Mar 3, 2015 at 9:47 AM

Subject: state talking points

To: Paul Wester <paul.wester@nara.gov>, Donald Rosen <donald.rosen@nara.gov>, Arian Ravanbakhsh
<Arian.Ravanbakhsh@nara.gov>, Bethany Cron <bethany.cron@nara.gov>, Christopher Magee
<christopher.magee@nara.gov>, Denise Pullen <denise.pullen@nara.gov>, Preston Huff
<preston.huff@nara.gov>

NARA 05.20.15 0140

@ State talking points re Hillary Clinton Emails.hb edits.docx
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Paul Wester <paul.wester@nara.gov>

Telephone Meeting Request: Tuesday, 3/3

5 messages

Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 4:49 PM
To: "GrafeldMP@state.gov" <grafeldmp@state.gov>

Hi Peggy,
Are you available for a telephone conversation tomorrow?

| need to follow up with you on a conversation the DOS's Deputy Legal Advisor had with Gary Stern today
related to the use of personal email accounts.

| am available anytime between 10:00am and 11:00am, and 3:30pm and 4:30pm, tomorrow.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Paul Wester <paul.wester@nara.gov> Mon, Mar 2, 2015 at 4:51 PM
To: Julie Reaves <julie.reaves@nara.gov>

FYI

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

---------- Forwarded message ----------

From: Paul Wester <paul.wester@nara.gov>

Date: Mon, Mar 2, 2015 at 4:49 PM

Subject: Telephone Meeting Request: Tuesday, 3/3
To: "GrafeldMP@state.gov" <grafeldmp@state.gov>

Hi Peggy,
Are you available for a telephone conversation tomorrow?

| need to follow up with you on a conversation the DOS's Deputy Legal Advisor had with Gary Stern today
related to the use of personal email accounts.

| am available anytime between 10:00am and 11:00am, and 3:30pm and 4:30pm, tomorrow.
Thanks, Paul
Paul M. Wester, Jr. NARA 05.20.15 0142

Chief Records Officer for the U.S. Government
National Archives and Records Administration
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301-837-3120

Grafeld, Margaret P <GrafeldMP @state.gov> Mon, Mar 2, 2015 at 10:13 PM
To: "paul.wester@nara.gov" <paul.wester@nara.gov>

Greetings, Paul!

As much as | would like to accommodate your schedule to talk tomorrow, unfortunately, | won't be available
(b) (6) Would Wednesday
afternoon after 2:30 work?

In the interim, perhaps you can share the substance of the referenced conversation and the basis for the
chat.

Looking forward to catching up with you.

Best,
Peggy

Margaret P. Grafeld

Deputy Assistant Secretary,

Global Information Services (A/GIS)
U.S. Department of State

From: Paul Wester [mailto: paul.wester@nara.gov]
Sent: Monday, March 02, 2015 04:49 PM

To: Grafeld, Margaret P

Subject: Telephone Meeting Request: Tuesday, 3/3

Hi Peggy,
Are you available for a telephone conversation tomorrow?

I need to follow up with you on a conversation the DOS's Deputy Legal Advisor had with Gary Stern today
related to the use of personal email accounts.

| am available anytime between 10:00am and 11:00am, and 3:30pm and 4:30pm, tomorrow.

Thanks, Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

Grafeld, Margaret P <GrafeldMP @state.gov> Mon, Mar 2, 2015 at 11:29 PM
To: "paul.wester@nara.gov" <paul.wester@nara.gov>

Paul,
| just saw the NYT article that | assume was the genesis of the conversation between our respective GC's. | can

understand that our conversation probably cannot wait even a day, so I'll do my best toNzal o005 dharirsg dines3
morning window.
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Best,
Peggy

To: Paul Wester
Subject: Re: Telephone Meeting Request: Tuesday, 3/3
Sent: Mar 2, 2015 10:07 PM

Greetings, Paul!

As much as | would like to accommodate your schedule to talk tomorrow, unfortunately, () (6)
Would Wednesday afternoon
after 2:30 work?

In the interim, perhaps you can share the substance of the referenced conversation and the basis for the chat.
Looking forward to catching up with you.

Best,
Peggy

From: Paul Wester

To: Margaret Grafeld

Subject: Telephone Meeting Request: Tuesday, 3/3
Sent: Mar 2, 2015 4:49 PM

Hi Peggy, Are you available for a telephone conversation tomorrow?

| need to follow up with you on a conversation the DOS's Deputy Legal Advisor had with Gary Stern today
related to the use of personal email accounts.

| am available anytime between 10:00am and 11:00am, and 3:30pm and 4:30pm, tomorrow.

Thanks, Paul

Paul M. Wester, Jr. Chief Records Officer for the U.S. Government National Archives and Records
Administration 301-837-3120

Margaret P. Grafeld

Deputy Assistant Secretary,

Global Information Services (A/GIS)

U.S. Department of State

Paul Wester <paul.wester@nara.gov> Tue, Mar 3, 2015 at 4:47 AM
To: "Grafeld, Margaret P" <GrafeldMP@state.gov>

Peggy,
Thanks so much for getting back to me and for understanding. | really appreciate it.

Paul

Paul M. Wester, Jr.

Chief Records Officer for the U.S. Government
National Archives and Records Administration
301-837-3120

On Mon, Mar 2, 2015 at 11:29 PM, Grafeld, Margaret P <GrafeldMP @state.gov> wrote:
Paul,

| just saw the NYT article that | assume was the genesis of the conversation between our respective GC's. |

can understand that our conversation probably cannot wait even a day, so Il do my besR4o @aR0/bly Qitthg the
morning window.
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Best,

Peggy

---—-Original Message---—--

To: Paul Wester

Subject: Re: Telephone Meeting Request: Tuesday, 3/3
Sent: Mar 2, 2015 10:07 PM

Greetings, Paul!

As much as | would like to accommodate your schedule to talk tomorrow, unfortunately, (0) (6)
Would Wednesday
afternoon after 2:30 work?

In the interim, perhaps you can share the substance of the referenced conversation and the basis for the chat.
Looking forward to catching up with you.

Best,
Peggy

-—---Original Message------

From: Paul Wester

To: Margaret Grafeld

Subject: Telephone Meeting Request: Tuesday, 3/3
Sent: Mar 2, 2015 4:49 PM

Hi Peggy, Are you available for a telephone conversation tomorrow?

| need to follow up with you on a conversation the DOS's Deputy Legal Advisor had with Gary Stern today
related to the use of personal email accounts.

| am available anytime between 10:00am and 11:00am, and 3:30pm and 4:30pm, tomorrow.

Thanks, Paul

Paul M. Wester, Jr. Chief Records Officer for the U.S. Government National Archives and Records
Administration 301-837-3120

Margaret P. Grafeld

Deputy Assistant Secretary,

Global Information Services (A/GIS)

U.S. Department of State

NARA 05.20.15 0145
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4/2/2015  https://records.zlticloud.com/ps/PmApp/zlp_dummy?tk=MLDYJC3XGUNDH3UMT3G1YOUKO5APNS1XA&uc=_&fFetch=true&searchType=3&NextPage...
Fwd: State: SMART evaluation

Date : July 1, 2011, 4:13:22 pm EDT

Size : 126.3 KB

Folder : Kevin DeVorsey:archive-kevin\Cabinet\State Dept

From : Paul Wester

To : Gregory Lepore <Gregory.Lepore@nara.gov>,Lynn Goodsell <Lynn.Goodsell@nara.gov>,
David Langbart <David.Langbart@nara.gov>Kevin DeVorsey <Kevin.DeVorsey@nara.gov>

Cc : Ann Cummings <Ann.Cummings@nara.gov>,Susan Cummings <Susan.Cummings@nara.gov>,
Robert Spangler <Robert.Spangler@nara.gov>,Lisa Roberson <Lisa.Roberson@nara.gov>,
Margaret Adams <Margaret. Adams(@nara.gov>,Margaret Hawkins <Margaret. Hawkins@nara.gov>

ZL 1d : DABBMGHL1JSSY1IRBLX0105SCWOMFINOA
Type : Exchange ExchangeArchive

David, Lynn, and Greg (and Kevin, for at least one of the questions):
I've looked over this, and it is very thorough. I appreciate the analysis. I have a couple questions, comments, or requests.

(1) On the test transfer, how did the technical evaluation occur? Was eyes on the documents, comparing PDFs to XML documents? I am particularly interested in the
answers surrounding the major issues, and the missing text or added coding. Also, how prevalent were these problems? It reads like we found one problem or several
problems, and I am not clear how representative these problems are given the body of records. Or, are these glitches with one or two or several files; or systemic
problems affecting some large percentage of the test transfer (and presumeably all of the SMART repository), or we don't know for sure?

(2) On major technical issues T-2 and T-3 (and particularly T-3), I am interested in Kevin's perspective on the issue, especially in light of the transfer guidance framework
project and the other work. More generally, what are the implications of the staff consensus on T-2, and how do we know the resolution is too low? How representative
is the lower scan resolution in the files?

(3) Are the five archival issues major or minor issues? Or are they mainly questions that need answers, which would determine the level of concern? These seem to be
questions that are at somewhat different level of concern.

(4) I would like to soften the tone of the beginning and end of the letter, and offer to meet with Peggy's staff to discuss and document the resolution of as many of these
issues as possible, and to have a discussion of what the significant additional metadata is needed to accompany a transfer. Do you have any problem with this letter
requesting a meeting with Peggy's staff to sort out these latter issues.

I would appreciate your views on this by July 11th, with the goal of finalizing a response and sending something to State by July 18th.

Thanks - Paul

>>> Sharon Thibodeau 6/29/2011 8:50 AM >>>
Paul,

Per our conversation, here - with my endorsement - is the report of NARA's evaluation of the State Department's SMART system and a proposed draft communication
with State about the results of this evaluation.

Sharon
Attachments
Enclosed Message 2.eml(47.2 KB)

NARA 05.20.15 0149
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March 3, 2015

Talking Points
State Department/Hillary Clinton email

The National Archives and Records Administration is aware of the recent report in the New York
Times concerning Former Secretary of State Hillary Clinton’s use of a personal email account to
conduct official business.

As is the case with any such report, we have reached out to the State Department to ensure all
records are properly identified and managed. The State Department is also responsible for
developing controls and procedures to ensure events like this will not occur in the future. We
also have the authority to further examine the issues surrounding this matter.

Since 2012, we have been working to reach the milestones established by the Managing
Government Records Directive. One of those goals is federal agencies will manage all their
email in an electronic form by the end of next year. We continue to issue guidance, such as our
Capstone policy, to assist agencies in meeting this target. This includes guidance to agencies on
the records management responsibilities when employees use personal email accounts to
conduct official business.

Related links:

Managing Government Records Directive, OMB M-12-18;
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-18.pdf

Guidance on a New Approach to Managing Email Records; http://www.archives.gov/records-
mgmt/bulletins/2013/2013-02.html

Guidance for agency employees on the management of Federal records, including email
accounts, and the protection of Federal records from unauthorized removal;
http://www.archives.gov/records-mgmt/bulletins/2013/2013-03.html

Guidance on Managing Email, OMB M-14-16; http://blogs.archives.gov/records-
express/2014/09/16/release-of-omb-m-14-16/
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May 21, 2015

Ms. Margaret Grafeld

Deputy Assistant Secretary

for Global Information Services (A/GIS)
Suite 8000, SA-2

515 2274 St. NW

Department of State

Washington, DC 20037

Dear Ms. Grafeld:

This letter concerns the recent test transfer of data from the
Department's SMART System.

On April 13, 2004, the National Archives and Records Administration
signed a Memorandum of Understanding with the Department of State.
The subject of the memorandum was to demonstrate the electronic
transfer of e-documents to NARA and to explore knowledge management
technologies related to the analysis of large quantities of data.
NARA has completed evaluation of the test data.

The SMART test transfer arrived at NARA on one DVD in a compressed
format. Accompanying the test transfer were a cover letter and the
XML Schema Definition, which defines the fields in the XML file. The
messages were uncompressed into 24,458 folders, comprising
approximately 7 GB of data. Each folder's name comprises 36
characters (i.e. ffb229dl-eala-43e0-9509-9eb2badf60cb). Each folder
represents one message, and any attachments.

NARA staff performed technical and archival evaluations of the data,
examining the records for issues which may affect access,
authenticity, or comprehension. These evaluation revealed several
major issues, as well as several minor issues, and other questions.
The technical issues are prefaced with a "T" and the archival
questions are prefaced with an "A".

T-1. Major Issue: Text is missing from PDF (i.e. "10-SAN JOSE-

416.eml.pdf"). At least one PDF record had entire sentences missing
from the file. This was confirmed by comparing the text in the PDF
file to the text in the XML file. This issue is very serious and

affects the authenticity of the record.

T-2. Major Issue: Scan resolution is too low for NARA standards in PDF
(i.e. "l-Bouterse 1-27-11.PDF.pdf.pdf"). In some cases attachments to
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emails were scanned at a resolution of these images below the NARA
minimum of 300dpi.

T-3. Major Issue: Scans in PDF use lossy compression (i.e. "1l-Bouterse
1-27-11.PDF.pdf.pdf") . According to current NARA Transfer Guidelines,
records created from scanned text may not be saved using a lossy
compression format.

T-4. Minor Issue: There are possible text encoding issues in PDF (i.e.
" 09-FTR-96.eml.pdf"). At least one PDF file, and the accompanying XML
file, had question marks replacing letters which contained accent
marks.

T-5. Minor Issue: There are possible code snippets in PDF (i.e. " 11-
ISLAMABAD-506.eml.pdf.pdf"). Several files were identified which had
apparent snippets of code (i.e. <![endif]->) at the beginning of the
PDF. The code snippets do not occur in the XML version of the
messages.

T-6. Minor Issue: There are multiple file format extensions in PDF
file name. As seen above, many of the files have multiple file format
extensions in the PDF file names. This may lead to confusion when
searching or attempting to identify specific files.

T-7. Minor Issue: There are attachments referenced in many XML files
called metadata.dat that do not appear in the record's directory (i.e.
"10-FTR-14876.eml.pdf.pdf") .

T-8. Minor Issue: PDF versions of several emails indicated the
attachment of files which do not appear in the record's directory
(i.e. "10-FTR-14876.eml.pdf.pdf").

T-9. Minor Issue: At least one PDF record contained images which were
not viewable (i.e. " 11-ISLAMABAD-506.eml.pdf.pdf").

A-1. Why do all XML files have same name? All 24,000 messages were
named "manifest.xml". This will cause considerable confusion when
attempting to provide reference access to the records. It also makes
it very difficult to properly replace a file which has been removed
from its directory structure. In addition, the naming of the folders
is not intuitive, nor did State provide any finding aid which links a
folder name to a specific message.

A-2. Why are there both PDF and XML versions of the records? Which
version is considered the record? or does the record consist of both?
In the small sample reviewed, it appears a user needs both the PDF and
the XML file to understand the record. The XML files include
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additional record management and other metadata that is not part of
the record material of the record (such as MessagelID or hash codes) so
it makes sense that such metadata would not be included in a “user
friendly” PDF version of the record material of the record. However,
it is not clear what information is used to create the “user friendly”
PDF version of the record. Are the PDF files generated from the XML
files or are both files generated from the message as stored in SMART?
Is there a crosswalk for the fields in the PDF files vis-a-vis the
fields in the XML files with an explanation for any differences?

A-3. How does the user identify what records are emails versus
telegrams versus memos? It i1s unclear if the XML field MessageType
provides this information and it appears there is nothing in the PDF
to indicate this.

A-4. How does one identify or maintain the link between the two
versions of the message and any attachments? This is especially
problematic if all the XML files are names manifest.xml and the
attachments do not contain the MRN. If the plan is to transfer the
records with a folder for each record containing both versions
(formats) of the record and any attachments, that would require
maintaining the directory structure for preservation and access.

A-5. 1Is the MRN the only unique number that appears on both the PDF
and XML that can be used to link the two versions?

These technical and archival issues and questions must be resolved
before the actual transfer of records is attempted. In addition,
significant additional metadata will need to accompany any transfer.

We appreciate the Department's cooperation and look forward to
receiving your explanations and answers to the issues and question
noted above. We will consider action on the MOU complete when the
Department has addressed these issues to NARA's satisfaction.

Sincerely,

PAUL M. WESTER. Jr.
Chief Records Officer

(Please be sure to send cc's of the letter that goes out to Greg
Lepore and Lynn Goodsell in NWME and to David Langbart in NWCT.)
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