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Fax: 
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Engineering Research Facility 
Bldg. 27958A 
Quantico, VA 22135 E-mail:!.._ ____ _.fic.fbi.gov 



Agenda for 
National Security Higher Education Advisory Board (NSHEAB) 

Operational Technology Division 
1:30pm to 4:00pm 
03 February 2010 

Purpose: To provide demonstrations, briefings, and walking tours designed to showcase OTD's 
capabilities and to explain how ERF works. · 

Agenda: 

1:30- 1:45 

1:45-2:15 

2:20-2:40 

2:45-3:15 

3:20-3:45 

3:45 

Opening remarks by Assistant Director Marcus Thomas 
Overview of OTD -
(Lobby Conference Room - 1st Floor ERF) 

Machining and Prototyping Program- Unit Chie~~~---....1 
Briefing/Tour of Machine Shop -1st Floor ERF 

Tactical Operations Support Center- Section Chief Clay Price 
Overview of the Program - Trucks behind Chamber 

Special Projects Technology- Program Manager I 
Overview of the Chamber L...------....1 

Audio Collection Techniques- Program Manager! 
Cafe Scenario Demo - In the Chamber L...----------1 

Briefing/Tour Complete 

Location: Demonstrations and briefings will be held in the Chamber 
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U.S. Department of Justice 
Federal Bureau of Investigation 

UNCLASSIFIED/ /FOUO Quick Reference Guide 

Operational Technology Division (OTD) 

Video Surveillance 

Audio Technology 
Development 

Technical Operations 
Coordination 

Machining& 
Proto typing 

Technical Response 

Technical Personnel 
Development 

Technical Liaison 

Tactical Operations 
Section 

TACOPS II 

TACOPS III 

TACOPS IV 

TACOPS IV 

Assistant Director 

Technical Programs 
Section 

Senior Level Position 

Asset Management 

Strategic Resources 

Radio Systems 
Development 

Technology 
Mgrnt. Services 

Compliance 
Management 

Tactical Operations Support Center 

Data Acquisition 
/Intercept Section 

Telecom Intercept 
&Collection 

Special Projects 
Technology 

CALEA 
Implementation 

Digital Evidence 
Section 

Forensic AIV & 
Image Analysis 

Cryptologic & 
Electronic Analysis 

Effective date 1/31120 I 0 

The Tactical Operations Support Center (TOSC) 
manages the FBI's Covert Entry Program and is 
responsible for the planning, coordination and 
execution of field covert entry/search operations under 
the authority of Title Ill or Title 50 (FISA) court orders, 
or lawful Executive Branch orders in support of 
investigative matters within the FBI or any other 
federal, state, or local law enforcement agency. In 
addition, TOSC provides extensive operational support 
to the intelligence community (OSIC). 

TACTICAL OPERATIONS SUPPORT CENTER 

The primary accomplishment for TOSC lies in its ability 
to meet the operational workload of successfully and 
safely conducting surreptitious entry missions. During 
FY 2009, the TOSC supported the execution of 314 
"operational jobs" in support of 361 investigative 
matters, which reflects an increase of 116% over the 
caseload supported during FY 2001. 

The OTD serves a wide variety 
of internal and external 

customers that rely on its 
expertise and many specialized 

services and capabilities. 

These customers include FBI 
personnel based in the US and 

abroad, Federal, state, local, and 
foreign law enforcement, the 

intelligence community and the 
U.S. Attorneys offices. 

UNCLASSIFIED/ /FOUO 



U.S. Department of Justice 
Federal Bureau of Investigation 

UNCLASSIFIED/ /FOUO 

Operational Technology Division (OTD) 
February 3, 2010- Briefing for the National Security Higher Education Advisory Board 

I I 
The I I serves as a centralized focal """"'""', 
point for the coordination and the collection of intelligence and evidence 
through the design, construction, and fabrication of unique garments, 
concealments, disguises, and prototype electrical and mechanical systems. 

out these functions has two principal program areas: the 

L----------__.and th~ I 
Withiri lorovides covert capabilities in support of investigative and 
intelligence collection operations. Three primary capabilities ofc:::J are: 
custom concealments, custom electronics, and laser engraving. Within the 
L---:--:~--:----::-::---1 has three principal support areas: machine shop, 
wood shop, and soft/body worn concealments. The IL-~--,.....,....-......,. .... 
provides platforms for concealment hosts which may be supplied and 
modified or manufactured here. Support has been given to many units at the 

and many field offices by putting the 
._c_o_m-:-p~o-n_e_n-:-ts-:t-o-ge~t:-:-h-e~r ~as~a-w-o~r,..ki~ng system. 

.,1 ..:: 
: . ;I ;•'- . 

The I I is responsible for a variety of FBI electronic surveillance 
capabilities. Their pnmary miSSIOn 1s to develop and deploy classified technical exploitation and interception 
capabilities and techniques that target information technologies. These capabilities are deployed pursuant to 
FISA authority in support of Counterintelligence Division (CD) and Counterterrorism Division (CTD) Special 
Projects. 

b7E 

I known as 
\-----"""'T.'I,-:-is-re_s_p_o_n_s::-ib-:-le--=-fo-r-=f~ab:-r-:-ic-a-:-:ti-n-g, ...... testing and 

deploying specialized antenna I systerrt for a wide variety 
of FBI investigative purposes. uses this facility to 
assist other government agencies and members of the 
intelligence community. 

develops new 
soph.,.is~t.-ic-:'a-:-te-dr--a:-u~d.-io~a-:'c-:'q-:'u i~s"r'iti~o::-n--=-ca~p~a~b""'~il"r'iti~e-:'s--:-an:-d~s~u~rreptitious audio 
~ort technologies in support of all FBI investigative programs. 
L__j also oversees the pursuit and development of power source 
technologies required for all bureau surveillance equipment. 

The cafe scenario represents one of today's more challenging audio 
surveillance tasks because the audio source of interest is surrounded 
by multiple noise sources. One possible solution involves taking 
advantage of the nonlinear properties of air. In this manner, the air in a 
region of interest can be used as a microphone. 
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National Security 

Higher Education Advisory Boar_~ _ 
_._._ American Council on Education ~ 
A .. ··.. Arizona State University 
·~. _A.U Association of American Universities ~u~ 

-· · • Carnegie Mellon University -~-- _ 
Cornell University 

Duke Universif)' 
Georgia Institute of Technology 

Iowa State Universif)' 
Michigan State Universif)' 

New York Universitv 
"' 

Northwestern Universitv 
"' 

Rice University 
The Pennsylvania State University 
The State Universif)' of New York 

Universif)' of California- Los Angeles 
Universif)' of Colorado-Boulder 

University of Florida 
University of Maryland -College Park 

University of Massachusetts 
University of Rochester 

Universif)' of Texas at Austin 
Universif)' of Washington 

-
I ·, 

Sew "'l·oo; Unr.-a:.lly 



J{ationa{ Security Jfigfier CEtfucation }ltfvisory CBoartf 

* ::M.em6ers * 

President CJ?.p6ert CBerdali{ 
.Jlssociation of .Jl_merican 'Universities 

Cliance{for qene CBCocf( 
'University of Ca{ijornia-Los .Jlngefes 

President :Jvtargaret (:Jvto{{y) CBroad 
.Jl_merican Counci{ on P,ducation 

President CJ?jc/iard J{. CBrodliead 
(])ukf 'University 

President Jared L. Co lion 
Carnegie :Jvte{{on 'University 

President :.Micfiae{ Crow 
.Jl_rizona State 'University 

ClianceCCor Pliifip P. (])iStefano 
'University of Co{orado_ at CBouUer 

President :Jvtarf((Jl{{en}Emmert 
'University of Wasliington 

President (jregory L. qeoffroy 
Iowa State 'University 

President (])avid Lee6ron 
CJ?jce 'University 

President J. CBernard :Jvtaclien 
'University of P{orida 



Jfationa{ Security Jfiglier r.Education }ldvisory (}3oard 

· * ?rtem6ers * 

President C. (]). :Mote, Jr. 
Vniversity of :Maryrdnd- Co(Cege Park_ 

President q. P. Peterson 
qeorgia Institute of 7'eclinofogy 

President Wi({iam C. Powers Jr. 
Vniversity of 7'e:(as at Jl us tin 

President :Morton Scliapiro 
:Nortliwestern· Vniversity 

President Joe( Sefigman 
Vniversity of ~cliester 

President Jolin SeJ(Jon 
:New rtork_ Vniversity 

President Lou Jlnna Simon 
:Micliigan State Vniversity 

President (])avid Sfi..9rton 
Corne(( Vnivers,ity 

President qraliam (}3. Spanier 
7'/ie Pennsyfvania State Vniversity 

President Jack_:M. Wifson 
Vniversity of :Massacliusetts 

Clianceffor :Nancy £. Zimplier 
7'/ie State Vniversity of :New rtork_ 
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Counterintelligence Division 
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What is the Law? 
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International Traffic 
i!J.Arms Regulatt~ti;!S (ITAR) 
.. ;• 22 CFR 120.-130 . . 

0f!~y>· UnitedSt~tes. 
· · 'Munitions List1(USML) 

22 CFR 12:1 

'~'t>'; 

Export'A(!Illinistration 
Regulations (EAR) 

15 C:.~~J.HP-77 4 

Commerce'(Commodity) · 
Control List 

15 CFR 774.1 

How does someone 
violate these laws? 

• The defendant exported, attempted to export or caused 
to be exported from the United States ... 

• ... an article listed on the [USML or CCL] or [a 
technology relating in a significant fashion to an article 
on the Munitions List]; 

• The defendant did not obtain a license or written 
approval for the export from the [State Department or 
Commerce Department]; and 

• The defendant did such acts willfully I knowingly. 
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