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Higher Education and national security 

Relations at local level between universities and the intelligence services in the UK are strong. The 

focus of those relations has largely been on violent extremism/terrorism, whether related to animal 

rights or religion or other causes, with attention primarily being on the role of universities in 

preventing or minimising the development of violent extremism or terrorism on campus and in the 

local communities. 

What has perhaps received less attention is: 

{i) any national overview of the relation between universities and violent extremism/terrorism; and 

· how acting at national level universities can provide more effective support to the security services 

whilst at the same time preserving their autonomy and protecting fundamental freedoms and rights 

of staff and students; 

{ii) industrial espionage, which is increasingly being targeted at universities, particularly those 

carrying out world-leading technological and scientific research. This is an area that has received 

relatively little attention within the higher education community, despite the reality of foreign 

countries increasingly using increasingly sophisticated means to acquire information and technology 

in order to gain political and economic advantage; 

{iii) relating to both the above, the role ·Of cyber terrorism and cyber espionage. 

The Centre for the Protection of National Infrastructure {CPN I) is the inter-departmental government 

unit that leads on the provision of security advice to businesses and other national organisations 

including universities. Apart from dealing with issues of terrorism and national security, they are 

increasingly involved in reducing the threat from industrial espionage. According to their website 

{www.cpni.gov.uk) the UK is a high priority espionage target, and a number of countries are actively 

seeking UK information and material to advance their own military, technological, political and 

economic interests. CPNI assess the threat as 'severe'. They are concerned at the relative lack of 

awareness of these risks in the UK higher education sector, particularly in relation to the potential 

for electronic attack against computer networks. 

These same issues have been addressed in the US by the establishment of a strategic partnership at 

national federal level between the US security services and US universities. Chaired by the President 

of Pennsylvania State University, Dr Graham Spanier, the National Security Higher Education 

Advisory Board {NSHEAB) was established in 2005 to bridge the historical gap between the US 

intelligence community and academia with respect to national security issues. Meetings are held at 

least three times a year and its terms of reference focus on serving as a conduit for discussion 

between universities and the relevant federal agencies, and supporting the development of 

coordinated activities and research. 

Proposal 

To address the concerns identified at {i), {ii) and {iii) above, it is proposed to establish a UK 

equivalent to the NSHEAB. Members of the group would consist of a representative range of Vice 

Chancellors of universities particularly affected by these issues, and would be serviced by 



Universities UK. Like the US equivalent, no more than three meetings a year would be envisaged, 

with any operational work being carried out by UUK. 

.,.lt_i_s...:..p_ro....:p:...o_s_e_d_t_ha_t_a_t_l e_a_s:...t_i n_i:...ti_al....:ly:...t_h_e_m_e_m_b_e_rs_h...:.ip_o_f_t_h_e...:;g:...ro_u....:p-:...co_n:...s_is:...t:...o_._ ___ ----\( chair); 

The terms of reference will be decided by the group, but for discussion a draft set, largely modelled 

on those of the NSHEAB, are attached. A first meeting of the group will be convened, with Dr 

Spanier attending by way of video conference. A representative of CPN I will be invited to outline the 

challenges facing UK universitiesin this area. 

The group would need to decide where it could add value, in terms of informing the sector about the 

risks, informing the security services about university operations, determining when national or local 

action might need to be taken within the sector, and as appropriate commissioning bespoke pieces 

of work or research. 
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From: ~ace.nche.edu) 
Sent: Thursday, February 17,2011 2:13PM 

To: ACE President; Berdahl, Robert M. 

Subject: RE: Immigration and Customs Enforcement 

Regrettably Mrs. Broad will be unable to attend as this briefing is during ACE's Annual Meeting at the 
Washington Hilton. 

American Council on Education 
One Dupont Circle NW 
Washin ton DC 20036 
PhonfLl"-...__ ___ .....,......J 

Fax: 
ace.nche.edu 

Annual Meeting Reaching Higher, March 5-8, 2011 
www.aceannualmeetinq.org 

From: I lmailtoJ ~aau.edu] 
Sent: Thursday, February 17, 2011 2:02 PM 

~~~~ t ACE President; Berdahl, Robert M. 

Subject: RE: Immigration and Customs Enforcement 

Dr. Berdahl will attend. Many thanks. 

President Broad and President Berdahl, 

Do you know if your schedules will permit you to attend this meeting on 7 March? We would certainly 
enjoy having you. 

Thank you, 

D 
Nucr-1 ---..., 
FBIHQ 

2117/2011 
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From: 

Sent: Friday, February 18, 2011 10:29 AM 

To: I I 
Cc: Lemme, Clayt Q. 

Subject: RE: Immigration and Customs Enforcement 

Good Morning Mr.l I 
At this time Mr. Lemme is available to attend the below meeting, if anything changes I will inform you. 

Thank you 

D 
From:l I 
Sent: Friday, February 18, 2011 9:04 AM 
To:l I 
Cc: Lemme, Clayt Q. 
Subject: FW: Immigration and Customs Enforcement 

Ms.IL....-__ _. 

On March 7th from 10:00- 11:30 am in FBIHQ's DuHadway Conference Room I I we will be 
hosting a meeting with several members of the FBI's National Security Higher Education Advisory Board 
(NSHEAB). Among the three NSHEAB members attending is President Robert Berdahl of the Association 
of American Universities here in Washington, DC. SAC Lemme is most welcome to attend if he is 
available. 

Thankyou,O 

AJUd 
FBI HQ!::---------1 

From: Spanier, Graham [mailto:l tupsu.edu] 
Sent: Thursday, February 17, 2011 2:44 PM 
To:l I 
Subject: Re: Immigration and Customs Enforcement 

Sounds like we'll have three presidents, which will be fine. 

From: I l[mailto:l ~ic.fbi.gov] 
Sent: Thursday, February 17, 2011 02:38PM 
To: Spanier, Graham 
Subject: FW: Immigration and Customs Enforcement 

2/18/2011 
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From: Spanier, Graham I typsu.edu] 
Sent: 
To: 

Tuesday. October 05. 2010 5:01 PM 
I I 

Subject: RE: Carnegie Mellon University (CMU) 

I'll look for an opportunity to raise the issue gently. 

-----Original Messa:e-----
From: I ~ l[mailto:L.I _____ ___.~ic.fbi.gov] 
Sent: .,,l,..,'u~e-:::s-:::ar:a:":'y-:-,---:ol"'''z:::c~t":'o=e=:"'r::=-no~s-,~2010 4:51 PM 
To: Spanier, Graham 
Cc: I I 
SubJhe~c~t~:~R'""e~:~c~a~r~n'""er:g~l~e~nM~e~r~r~o~n~~u~n~l~v"e=:"'r~s~l~t-:-y~(CMU) 

Dr. Spanier, from what I've heard, it starts with him and generates downward. Sorry. 

Original Message 
From: Spanier, Graham lr------...,~psu. edu> 

~~:1 I 
Sent: Tue Oct 05 16:40:53 2010 
Subject: RE: Carnegie Mellon University (CMU) 

b6 
b7C 

Yes, I think we should speak with him. I've also heard some feedback along these lines. 
President Cohon is on the DHS advisory board, along with ours, and CMU gets lots of 
government funding in this arena, so I'm not sure if he is the problem or if it is the 
campus culture. Have you had complaints about him specifically? I could also approach 
him sooner, since I think I'll be seeing him on October 13 and October 17. But can you 
tell me more, whether it is him or the campus generally? 

;~~~ ~ ~Lr':"""""j _a_i-:n:-a-l_M_e-:--s_s_a"':'a_e-~~......._1 [mai 1 to ~l.....,..,..,.. _____ ..r~ic . fbi . gov l 
Sent: Tuesday, October 05, 2010 3:50 PM 
To: Spanier Gr:bam 
Cc: I ~ I 
Subj._e_c-:t-: -C~a-r"""n-e-g"""l.,..e-':":M~e~l~lr-o"""n~~u~n""'l-v-e"""r=s..,.l-:-t-y-zr( c==='M~U) 

Dr. Spanier 

I was speaking on strategic partnerships today to a group of Special Agents at Quantico 
who are fairly new to CI. After I finished, I was approached by an agent from Pittsburgh 
who was astounded that CMU was on the NSHEAB. Apparently, they are received poorly on 
campus and have pretty much abandoned all investigative liaison as a result. I've also 
heard this from the Pittsburgh SPC,I I whom you'll see next month at CJIS. Is 
there a way to approach this issue discreetly with the CMU President who will be at the 
NSHEAB on 10/28? 

Thanks ,o 
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.; . ...------------. 
I (CD) (FBI) 

From: I I (HO) (FBI) 
Sent: 
To: 
Subject: 

Wednesda:. October 20, 2010 2:43 PM 
I - I (CD) (FBI) 
FW: tamu of sheet 

Hope your return trip from SD went well. 
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We spoke about the Texas A&M President being a member of the National Higher Education Security Advisory Board 
last week. I promised you some talking points on A&M for consideration when a slot may become available on the 
board. I forwarded below to my ASAC I las well in case you get a call. 

Thank you-

From: 
Sent: "'wor:e~=~~~~ 

To: '"="I ---:---:---':""'""":"-:---:--' 

Subject: tamu hotsheet 

UNCLASSIFIED 
NON-RECORD 

See if this suits your needs 

T~xas A&M University 
(U) More than 48,000 total students attend Texas A&M University (TAMU) 

in College Station, Texas, 8,500 of which are graduate level, making it the 
seventh-largest university in the United States. TAMU's international 
student population is ranked 17th in the U.S., with over 4,000 currently 
enrolled. TAMU is also one of the nation's leading public research 
universities - it has invested nearly $582 million in research, ranking it 
among the top 20 research universities nationwide. It is ranked third 
among all institutions without a medical school and the only Texas 
institution to rank in the top 20. In addition, it is one of a select few 
academic institutions in the nation to hold triple federal designations as 
a Land-Grant, Sea-Grant, and Space-Grant university. TAMU has formal. 
agreements for collaborative research and student exchanges with more than 
130 institutions in 42 countries, and active research programs on all seven 
continents. 

(U) The National Science Foundation, United States Department of 
Agriculture, National Aeronautics and Space Administration, Health and 
Human Services, Department of Energy, and Department of Defense all 
contributed to the $246 million in federally sponsored research at TAMU in 
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