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New Spy Game: Firms’ Secrets Sold Overseas

By CHRISTOPHER DREW

Puhlished Ccloner 17, 2010

Huang Kexue, federal authorities say, is a new kind of spy.

For five years, Mr. Huang was a scientist at a Dow Chemical lab in Indiana, studying ways to
improve insecticides. But before he was fired in 2008, Mr. Huang began sharing Dow’s
secrets with Chinese researchers, authorities say, then obtained grants from a state-run
foundation in China with the goal of starting a rival business there.

Now, Mr. Huang, who was born in China and is a legal United States resident, faces a rare
criminal charge — that he engaged in economic espionage on China’s behalf.

Law enforcement officials say the kind of spying Mr. Huang is accused of represents a new
front in the battle for a global economic edge. As China and other countries broaden their
efforts to obtain Western technology, American industries beyond the traditional military
and high-tech targets risk having valuable secrets exposed by their own employees, court
records show.

Rather than relying on dead drops and secret directions from government handlers, the new
trade in business secrets seems much more opportunistic, federal prosecutors say, and
occurs in loose, underground markets throughout the world.

Prosecutors say it is difficult to prove links to a foreign government, but intelligence officials
say China, Russia and Iran are among the countries pushing hardest to obtain the latest
technologies.

“In the new global economy, our businesses are increasingly targets for theft,” said Lanny A.
Breuer, the assistant attorney general in charge of the Justice Department’s criminal
division. “In order to stay a leader in innovation, we’ve got to protect these trade secrets.”

M. Huang, 45, who says he is not guilty, is being prosecuted under an economic espionage
provision in use for only the seventh time. Created by Congress in 1996 to address a shift
toward industrial spying after the cold war, the law makes it a crime to steal business trade



secrets, like software code and laboratory breakthroughs. The crime rises to espionage if the
thefts are carried out to help a foreign government.

Economic espionage charges are also pending against Jin Hanjuan, a software engineer for
Motorola, who was arrested with a laptop full of company documents while boarding a
plane for China, prosecutors said. Over the last year, other charges involving the theft of
trade secrets — a charge less serious than espionage — have been filed against former
engineers from General Motors and Ford who had business ties to China. And scientists at
the DuPont Company and Valspar, a Minnesota paint company, recently pleaded guilty to
stealing their employer’s secrets after taking jobs in China.

In two past espionage cases involving American computer companies, defendants said they
saw a chance to make money and acted on their own, knowing that the information would
be valuable to Chinese companies or agencies. In several cases, Chinese government
agencies or scientific institutes provided money to start businesses or research to develop
the ideas; that financing is what gave rise to the espionage charges.

The U.S.-China Economic and Security Review Commission, appointed by Congress to
study the national security issues arising from America’s economic relationship with China,
said in a report last year that even in instances without direct involvement by Chinese
officials, China’s government “has been a major beneficiary of technology acquired through
industrial espionage.”

China has denied that its intelligence services go after American industries. China’s Foreign
Ministry declined to comment on the subject, but spokesmen for the Chinese foundation
and the university that worked with Mr. Huang said they were not aware of any espionage.

“If it’s true, we will start our own investigation into it,” said Chen Yue, a spokesman for the
Natural Science Foundation of China, which gave Mr. Huang grants to conduct research
there.

American officials and corporate trade groups say they fear economic spying will increase as
China’s quest for Western know-how spreads from military systems to everyday commercial
technologies.

After focusing for decades on low-cost assembly operations, China “feels it really needs to
turn the corner and become a technology power in its own right,” said James Mulvenon, the
director of the Center for Intelligence Research and Analysis in Washington, which tracks
Chinese activities for federal agencies and corporate clients.



Mr. Mulvenon said China is trying to woo back thousands of ethnic Chinese scientists who
have trained or worked in the United States. “They basically roll out the red carpet for these
guys,” he said.

As economic crimes become easier to commit — in some cases as simple as downloading
data and pressing “Send” — security analysts say some American companies must share the
blame for thefts because they do not adequately monitor employees.

At Motorola, for example, court records show that Ms. Jin, the software engineer,
.downloaded company documents during two sick leaves and tapped into the company’s
computers from China, where, prosecutors say, she met with a company linked to the
Chinese military. Ms. Jin, a naturalized United States citizen who was born in China, says
she is not guilty, and is awaiting trial in Illinois.

Catching and prosecuting wrongdoers is also made difficult by the refusal of some
companies to report breaches.

“When you have public companies with their stock values tied to their assets, the last thing
they want the buyer of that stock to think is that their assets are compromised,” said
Michael Maloof, the chief technology officer of TriGeo Network Security, a company that
provides computer monitoring systems.

The first economic espionage case, filed in 2001 against a Japanese scientist, collapsed
when Japan refused to extradite him. The six other cases have involved China, and the
Justice Department won the first three.

In one case, two Silicon Valley engineers admitted to stealing secrets about computer chips,
then arranging financing from Chinese government agencies to start business. In another
case, a retired Boeing engineer was convicted after a search of his home found documents
on United States military and space programs, as well as letters from Chinese aviation
officials seeking the data. |

The Justice Department lost a case involving two California engineers. The government
focused on documents showing that the engineers were working with a venture capitalist in
China to seek financing for a microchip business from China’s 863 program, which supports
development of technologies with military applications.



But the men were arrested before they filed the grant application. The judge in the case
concluded in May that the government had needed to prove that the men had “intended to
confer a benefit” on China, “not receive a benefit from it.”

In Mr. Huang’s case, according to the indictment, he had received money from the Natural
Science Foundation of China, a government organization, to conduct insecticide research.

Mr. Huang grew up in China, and has lived in the United States or Canada since 1995. While
working for Dow’s farm chemicals unit, Dow AgroSciences, he also took a job as a visiting
professor at a Chinese university and made eight trips to China, court records show.

Besides directing research at the university while at Dow, he later smuggled samples of a
bacterial strain from Dow to China in his son’s suitcase, the authorities said.

Mr. Huang’s lawyer, Michael Donahoe, said at a recent hearing that the case was
“hypothetical.” But Cynthia Ridgeway, an assistant United States attorney, said that with-
Dow’s Chinese patent due to expire in 2012, Mr. Huang had “the full recipe” needed to try to

take its business to China.

Last week, a judge denied Mr. Huang’s request for bail. He is awaiting trial in federal

custody in Indiana.

Sarah Chen contributed research.
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Before You Go |

Familiarize yourself with local laws and customs
in the areas you plan to travel. You are expected to
obey their laws, which may include dress standards,
photography restrictions, telecommunication
restrictions, curfews, etc.

Plan your wardrobe
so that it does
not offend the
locals, nor

draw unwanted
attention

to yourself.
Americans are
perceived as
wealthy and are
targeted for pick
pocketing and other crimes. Do not wear expensive-
looking jewelry and avoid wearing American team
sports shirts or baseball caps that might indicate you
are an American.

Make copies of your passport, airplane ticket,
driver’s license, and credit cards that you take with
you. Keep one copy at home; carry a second copy
with you but separate from the originals. This will help
speed the replacement process if they are lost or
stolen.

Do not take unnecessary identification or credit
cards in case they are stolen. Take only what is
necessary. Obtain traveler’s checks if needed.

Establish points of contact for your family to
contact and for your foreign hosts to contact in the
event of an emergency. Register your trip with the
State Department.

Take any necessary medications with you in their
original containers and keep them in your carry-on
luggage (not checked baggage) during the flight.
Verify you have adequate medical insurance.

Obtain specific pre-travel country risk
assessments for the country/countries you plan to
visit from your study abroad program manager, the
State Department, and/or the FBI. There may be
specific issues you should be aware of and prepare
for that will ensure your safety and peace of mind.

Useful websites:

State Department Students Abroad:
www.studentsabroad.state.gov

State Department travel website:
www.state.gov/travel

Center for Disease Control for Travelers’ Health:
www.cdc.gov

During Your Stay

Protect your passport! Theft of American tourist
passports is on the rise. |t is recommended that you
carry your passport in a front pants
pocket or in a pouch hidden in your
clothes, and that it remain with you
at all times. Some hotels require you
to leave it at the desk during your
stay and they may use it to register
you with the local police--a routine policy. Ask for a
receipt and be sure to retrieve your passport before
continuing your trip. If your passport is lost or stolen,
report the situation immediately to the nearest US
Embassy or Consulate.

Do not invite strangers into your room.
Be courteous and cooperative when processing

through customs. Do not leave your bags
unattended. Stay alert.

Use ohly authorized taxis. Passengers have been
robbed or kidnapped when using “gypsy” taxis.

Avoid traveling alone, especially after dark. Be
conscious of your surroundings and avoid areas you
believe may put your personal safety at risk. Be wary
of street vendors and innocent-looking youngsters.
While one person has your attention, another may be
picking your pocket.

Do not carry large amounts of
cash. Always deal with reputable
currency exchange officials or you
run the risk of receiving counterfeit
currency. Keep a record of your
¥4 financial transactions.

Beware that theft from sleeping compartments on
trains is common.

State Department’s travel website: www.state.gov/travel
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