11/27/13 FTC: Medical lab's lax security led to data leak

professional audits every two years for the next 20 years. The proposed order also would require LabMD to notify
consumers whose information was compromised.

LabMD founder Michael Daugherty has objected to these terms and has been fighting the FTC investigation for
sewveral years. He claims on his personal website that LabMD is a victim of theft by a cybersecurity firm that he says
was trying to sell his company senices. Daugherty says that when he refused, the stolen data was supplied to
government regulators, who are using the leak to punish him as a small business owner and justify additional
government regulation. Daugherty has written a book on the subject that he says will be published in September.

The trade commission's "enforcement action against LabMD based, in part, on the alleged actions of Internet trolls,
is yet another example of the FTC's pattern of abusing its authority to engage in an ongoing witch hunt against
private businesses," LabMD said in its statement.

According to the FTC complaint, a LabMD spreadsheet with insurance billing data on more than 9,000 consumers
was discovered on a public file-sharing network. The spreadsheet contained Social Security numbers, birth dates,
insurance information and medical treatment codes. The FTC says California police later discovered that identity
thieves had acquired personal data from at least 500 LabMD consumers.

In its complaint, the FTC said lax security controls at LabMD resulted in the leak of the spreadsheet. Regulators say
the company did not maintain a "comprehensive data security program" or use "readily available measures" to
identify common winerabilities. The company also did not adequately train employees or prevent unauthorized
access, according to the FTC.
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oo It takes more than antivirus to s
More than 9,500 customers' names and Social Security numbers were found on a P2P o] imporiant part of your IT securit
network and in the hands of identity thieves.
By Jeff Goldman | August 30, 2013 Share [l i Win| &

The Federal Trade Commission recently filed a complaint against the Atlanta- Busyers Guide
based medical testing laboratory LabMD, claiming that the company failed to
protect consumers' personal data, including their medical information.

According to the complaint, a LabMD spreadsheet containing 9,000 consumers' The Convergence of Reputational Risk and IT Out:
names, Social Security numbers, birthdates, health insurance information and
medica treatment codes was found on a P2P file-sharing network.

Today, your company's digital g
assets are wlnerable to securi

In a separate incident, California's Sacramento Police Department found LabMD
documents containing at least 500 consumers' names, Social Security numbers, and in some
instances, bank account information, were found in the possession of identity thieves.

Among other things, the complaint alleges that LabMD "did not implement or maintain a
comprehensive data security program to protect this information; did not use readily available
measures to identify commonly known or reasonably foreseeable security risks and vulnerabilities to
this information; did not use adequate measures to prevent employees from accessing personal Understanding Data Security &bdash; Trends anc
information not needed to perform their jobs; did not adequately train employees on basic security I

practices; and did not use readily available measures to prevent and detect unauthorized access to Live Event Date: January 09, 2C
personal information." Understanding Data business imperative. As we se
Security — Trends and
Predictians

The complaint proposes that LabMD be required to implement a comprehensive information security
program, and have that program evaluted every two years by an independent, certified security
professional for the next 20 years.

"The unauthorized exposure of consumers' personal data puts them at risk," Jessica Rich, Director of | oo
the FTC’s Bureau of Consumer Protection, said in a statement. "The FTC is committed to ensuring N
that firms who collect that data use reasonable and appropriate security measures to prevent it from

falling into the hands of identity thieves and other unauthorized users."
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FTC Complaint Leads Breach Roundup TR

Lab Accused of Failing to Protect Patient Information

|
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In this week's breach roundup, the Federal Trade Commission has

filed a complaint against LabMD Inc., alleging that the Atlanta-based

medical testing laboratory failed to protect personal information for
about 10,000 consumers. Also, the number of individuals affected _

by a Department of Energy breach first reported in late August is
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The FTC describes a proposed order that would require - Dating Site Breach Leads Roundup

LabMD to implement a comprehensive information security
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"has broad authority related to remediation" in data security,
the spokesperson said.

Dept. of Energy Breach Affects 53,000

The number of individuals affected by a De partment of Energy breach first reported in late
August is larger than originally suspected.

The department now confirms that the breach, first reported to have impacted 14,000 current and
former agency employees, actually affected 53,000 [see: Dept. of Energy Hit by Hackers].

Names, Social Security numbers and dates of birth for current and past federal employees,
including dependents and contractors, were compromised in the incident, the department said.

"Based on the findings of the department's ongoing investigation into this incident, we do believe
Pll theft may have been the primary purpose of the attack," the statement said.

Affected individuals are being offered assistance on steps to take to protect themselves against
potential fraud or identity theft.

DoE says it's cybersecurity office, the Office of Health, Safety and Security and the inspector
general's office are working with federal law enforcement to investigate the breach. "Once the full
nature and extent of this incident is known, the department will implement a full remediation plan,"
the DoE statement says.

UK Breach Leads to Fine

The UK Information Commissioner's Office has fined the Aberdeen City Council, located in
Northeast Scotland, £100,000 as a result of sensitive personal information relating to social
services being published online.

A council employee accessed documents from a home computer, and a file transfer program
installed on the machine automatically uploaded the documents to a website, posting sensitive
information about several vulnerable children and their families, including details of alleged
criminal offenses, the ICO reports.

The files were uploaded in November 2011 and remained online until February 2012, the ICO
said.

In its investigation, the ICO found that the council had no policy for employees working from home,
and didn't have sufficient measures in place to restrict downloading sensitive information from the
council's network.

View the monetary penalty notice.

Missing Laptop Contained Patient Info
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12/18/2013 FTC: Medical lab's lax security led to data leak| FOX First at Ten News
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Submitted by Fox First at Ten on August 29th
By ANNE FLAHERTYAssociated Press

WASHINGTON (AP) - The Federal Trade Commission on Thursday accused a small Atlanta-based
medical lab that specializes in cancer detection of not doing enough to protect its patients' online
records, resulting in the leak of Social Security numbers and birth dates of more than 9,000
consumers.

The complaint against LabMD describes what many consumers fear: being forced to hand over
personal information to a doctor's office or hospital, not knowing how that data is handled or who
has access to it, only to become vulnerable to identity theft. The allegations also raise questions
about the federal government's push for the health care industry to swap paper for electronic
records to save money when doing so relies on cybersecurity investments by private companies.

In a statement, LabMD said the company "looks forward to vigorously fighting against the FTC's
overreach by seeking recourse through the available legal processes."
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FTC: Medical lab’s lax security led to data
leak

By By Anne Flaherty August 29, 2013

WASHINGTON (AP) — The Federal Trade Commission on Thursday accused a small Atlanta-based medical
lab that specializes in cancer detection of not doing enough to protect its patients' online records, resulting in the
leak of Social Security numbers and birth dates of more than 9,000 consumers.

The complaint against LabMD describes what many consumers fear: being forced to hand over personal
mformation to a doctor's office or hospital, not knowing how that data is handled or who has access to it, only to
become vulnerable to identity theft. The allegations also raise questions about the federal government's push for
the health care industry to swap paper for electronic records to save money when doing so relies on
cybersecurity investments by private companies.

In a statement, LabMD said the company "looks forward to vigorously fighting against the FTC's overreach by
seeking recourse through the available legal processes."

Jessica Rich, director of the FTC's bureau of consumer protection, said LabMD's practices put consumers at
serious risk of identity theft.

"The FTC is committed to ensuring that firms who collect that data use reasonable and appropriate security
measures to prevent it from falling into the hands of identity thieves and other unauthorized users," she said in a
statement.

More than half of doctors' offices and 4 out of 5 hospitals have transitioned from paper to electronic medical
records, according to the government. Moving to computerized records is the rare consensus issue in health
care, enjoying support from across the political spectrum. Taxpayers have already contributed more than $14
billion to help speed the move through an incentive program that was part of the Obama administration's
economic stimulus package.

The hope was that going digital would make caring for patients safer and less costly by helping avoid medical
mistakes and cutting down on duplicative tests. But concerns have also surfaced about patient privacy and
vulnerability to fraud. And progress has been mixed in getting medical computers from different offices to talk to
each other, the key to a seamlessly efficient system.

A pair of reports in 2011 by the Health and Human Services inspector general warned that the drive to connect
hospitals and doctors electronically was being layered on top of a system that already has privacy problems. The
administration said in response it would pursue stronger safeguards.

http://mww.businessweek.com/printer/articles/314772?type=ap 12
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The complaint filed Thursday means that the allegations will be tried in a formal hearing before an administrative
law judge. The FTC wants the judge to order LabMD to institute a comprehensive information security program
with professional audits every two years for the next 20 years. The proposed order also would require LabMD
to notify consumers whose nformation was compromised.

LabMD founder Michael Daugherty has objected to these terms and has been fighting the FTC mvestigation for
several years. He claims on his personal website that LabMD is a victim of theft by a cybersecurity firm that he
says was trying to sell his company services. Daugherty says that when he refused, the stolen data was supplied
to government regulators, who are using the leak to punish him as a small business owner and justify additional
government regulation. Daugherty has written a book on the subject that he says will be published in September.

The trade commission's "enforcement action against LabMD based, in part, on the alleged actions of Internet
trolls, is yet another example of the FTC's pattern of abusing its authority to engage in an ongoing witch hunt
against private businesses," LabMD said m its statement.

According to the FTC complaint, a LabMD spreadsheet with insurance billing data on more than 9,000
consumers was discovered on a public file-sharing network. The spreadsheet contained Social Security numbers,
birth dates, msurance mformation and medical treatment codes. The FTC says California police later discovered
that identity thieves had acquired personal data from at least 500 LabMD consumers.

In its complaint, the FTC said lax security controls at LabMD resulted in the leak of the spreadsheet. Regulators
say the company did not maintain a "comprehensive data security program" or use "readily available measures" to
identify common vulnerabilities. The company also did not adequately train employees or prevent unauthorized
access, according to the FTC.

©2013 Bloomberg L.P. All Rights Reserved. Made n NYC
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As a result of LabMD, Inc. allegedly failing to
reasonably protect the security of consumers’
personal data, including medical information,
the Federal Trade Commission (FTC) filed a
complaint this week. LabMD, a cancer
detection facility, offers analysis and
diagnosis of blood, wurine, and tissue
specimens for cancers, micro-organisms and
tumor markers.
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FOR YOU!

The FTC maintains that LabMD had exposed
more than 9,000 patients’ data over a peer-
to-peer (P2P) file-sharing network and failed

to accomplish these items:
- Implement or maintain a comprehensive data security program to protect this information

- Use readily-available measures to identify commonly known or reasonably foreseeable security risks
and vulnerabilities to this information

- Did not use adequate measures to prevent employees from accessing personal information not
needed to perform their jobs

- Did not adequately train employees on basic security practices

- Did not use readily available measures to prevent and detect unauthorized access to personal
information

“The unauthorized exposure of consumers’ personal data puts them at risk,” said Jessica Rich,
Director of the FTC’s Bureau of Consumer Protection. “The FTC is committed to ensuring that firms
who collect that data use reasonable and appropriate security measures to prevent it from falling
into the hands of identity thieves and other unauthorized users.”

LabMD responded to the FTC’s complaint by describing it as a “witch hunt” and said that the FTC’s
action is a clear example of federal government overreach. LabMD made this statement, according to
PHIPrivacy.net:

The Federal Trade Commission’s enforcement action against LabMD based, in part, on
the alleged actions of Internet trolls, is yet another example of the FTC’s pattern of
abusing its authority to engage in an ongoing witch hunt against private businesses. The
allegations in the FTC’s complaint are just that: allegations. LabMD looks forward to
vigorously fighting against the FTC’s overreach by seeking recourse through the available
legal processes.

The FTC has repeatedly overstepped its statutory authority under Section 5 of the
Federal Trade Commission Act and the FTC does not have the authority to bring this
enforcement action.
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FTC reveals provisionally redacted complaint against
LabMD
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The Federal Trade Commission has released a provisionally redacted public version of its complaint against
LabMD (PHiprivacy.net’s coverage of LabMD linked here).

Intriguingly, the complaint cites another situation that appears to be unrelated to the “1718 file” incident:

In October 2012, the Sacramento, California Police Department found more than 35
Day Sheets and a small number of copied checks in the possession of individuals who
pleaded no contest to state charges of identity theft. These Day Sheets include personal
information, such as names and SSNs, of several hundred consumers in different states.
Many of these consumers were not included in the P2P insurance aging file, and some of
the information post-dates the P2P insurance aging file. A number of the SSNs in the Day
Sheets are being, or have been, used by people with different names, which may indicate
that the SSNs have been used by identity thieves.

The inclusion of this information may be used to demonstrate that the Limewire incident was not an isolated
security failure and that LabMD likely had at least one other security incident. Inspection of the Appendix to
the complaint reveals that the day sheets were dated between 2007 and March, 2009 (well after the “1718
File” P2P incident). | contacted LabMD for additional details on what appears to be a breach, but have not yet
gotten a response.

Again, it's not clear to me whether this latter incident should have been reported to HHS, as pre-HITECH, there
was no obligation to notify HHS or individuals, although as HHS reminded me today, there was an obligation to
mitigate any harm and to have a security incident response plan. But as of right now, we don’t even know
when LabMD first learned of the data theft (if that’s what it was), so it's hard to figure out which laws even
applied on a federal level, much less a state level. If they first learned of it after September 23, 2009, then
HITECH provisions should apply.

I'll try to update this post if | can get more details.

Meanwhile, over on DataBreaches.net, I've posted the portion of the complaint that addresses LabMD’s
alleged security failures, as it provides some guidance to businesses (and HIPAA-covered entities) about what
practices may run you afoul of the FTC Act.

Posted by Dissent at 8:32 pm Tagged with: LabMD

Sorry, the comment form is closed at this time.
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The US Federal Trade Commission (FTC) has filed a complaint against LabMD, Inc., an
Federal Trade Atlanta-based medical testing lab. The FTC alleges that the company has exposed the
Commission personal information of close to 10,000 people.

According to the agency, the LabMD billing information of over 9,000 individuals was posted on a peer-
to-peer file-sharing network. The data included social security numbers, names, dates of birth, insurance
info, and medical treatment [ codes.
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“The unauthorized exposure of consumers’ personal data «™ puts
them at risk,” said Jessica Rich, Director of the FTC’s Bureau of
Consumer Protection [,

“The FTC is committed to ensuring that firms who collect that W/ Support Ticket Integration, Real Time
data use reasonable and appropriate security «" measures to |
prevent it from falling into the hands of identity thieves and other SearCh’ Drag/DrOp & Repomng'
unauthorized users.”

On the other hand, LabMD representatives deny the accusations.

In a statement sent to Ars Technica, the company’s
representatives noted, “The Federal Trade Commission’s
enforcement action against LabMD based, in part, on the alleged
actions of Internet trolls, is yet another example of the FTC's
pattern of abusing its authority to engage in an ongoing witch
hunt against private businesses [#.”

“The allegations in the FTC’s complaint are just that: allegations. LabMD looks forward to vigorously fighting against the FTC's
overreach by seeking recourse through the available legal processes,” the statement continues.

“The FTC has repeatedly overstepped its statutory authority under Section 5 of the Federal Trade Commission Act and the FTC
does not have the authority to bring this enforcement action [#.”
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FTC Files Complaint Against LabMD for
Failing to Protect Consumers’ Privacy

By Deborah Peel | August 29,2013 | Tagged With: data mining, data security, Data Theft/Breach,
EHR, EHRS, electronic medical records, health it, LabMD, security, technology | Leave a Comment

The public would be surprised how little thought or money healthcare businesses put into data
security. LabMD is probably just one of thousands of healthcare businesses that don’t encrypt
patient data and whose employees who use file-sharing apps to download music, etc, exposing
patient records online.

We need new laws that require businesses that hold health data to be audited to prove they protect it.

Shouldn’t businesses have to prove they use tough data security protections before they are allowed
to handle sensitive health information?

To view the full article, please visit: http://www.ftc.gov/opa/2013/08/labmd.shtm
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FTC Files Complaint Against LabMD for Failing to Protect Consumers' Privacy

The Federal Trade Commission (FTC) has filed a complaint against medical testing laboratory
LabMD, Inc. alleging that the company failed to reasonably protect the security of consumers’
personal data, including medical information. The complaint alleges that in two separate
incidents, LabMD collectively exposed the personal information of approximately 10,000
consurmers.

The complaint alleges that LabMD billing information for over 9,000 consumers was found on
a peer-to-peer (P2P) file-sharing network and then, in 2012, LabMD documents containing

sensitive personal information of at least 500 consumers were found in the hands of identity
thieves.

The case is part of an ongoing effort by the Commission to ensure that companies take
reasonable and appropriate measures to protect consumers’ personal data.

LabMD conducts laboratory tests on samples that physicians obtain from consumers and then
provide to the company for testing. The company, which is based in Atlanta, performs medical
testing for consumers around the country. The Commission’s complaint alleges that LabMD
failed to take reasonable and appropriate measures to prevent unauthorized disclosure of
sensitive consumer data — including health information — it held.

The complaint alleges that a LabMD spreadsheet containing insurance billing information was

found on a P2P network. The spreadsheet contained sensitive personal information for more
than 9,000 consumers, including names, Social Security numbers, dates of birth, health - H / ’ ' .
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information can lead to identity theft and medical identity theft, and can also harm consumers
by revealing private medical information.

The complaint also alleges that in 2012 the Sacramento, California Police Department found
LabMD documents in the possession of identity thieves. These documents contained personal
information, including names, Social Security numbers, and in some instances, bank account
information, of at least 500 consumers. The complaint alleges that a number of these Social
Security numbers are being or have been used by more than one person with different names,
which may be an indicator of identity theft.

The complaint includes a proposed order against LabMD that would prevent future violations
of law by requiring the company to implement a comprehensive information security program,
and have that program evaluated every two years by an independent, certified security

professional for the next 20 years. “"E; STATES

The order would also require the company to provide notice to consumers whose information N Ly
LabMD has reason to believe was or could have been accessible to unauthorized persons and g j 3 FEDERAL
to consumers’ health insurance companies. i T — TRADE

COMMISSION
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The FTC claims an Atlanta medical lab didn’t do enough to protect its records,
resulting in the leak of SSNs of 9,000 consumers
September 5, 2013

By ANNE FLAHERTY
Associated Press

WASHINGTON (AP) — The Federal Trade Commission on Thursday accused a small Atlanta-based medical
lab that specializes in cancer detection of not doing enough to protect its patients’ online records, resulting in the
leak of Social Security numbers and birth dates of more than 9,000 consumers.

The complaint against LabMD describes what many consumers fear: being forced to hand over personal
mformation to a doctor’s office or hospital, not knowing how that data is handled or who has access to it, only to
become vulnerable to identity theft. The allegations also raise questions about the federal government’s push for
the health care industry to swap paper for electronic records to save money when doing so relies on
cybersecurity investments by private companies.

In a statement, LabMD said the company “looks forward to vigorously fighting against the FTC’s overreach by
seeking recourse through the available legal processes.”

http:/mww.properphidisposal.net/news/?p=817 1/4
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Jessica Rich, director of the FTC’s bureau of consumer protection, said LabMD’s practices put consumers at
serious risk of identity theft.

“The FTC is committed to ensuring that firms who collect that data use reasonable and appropriate security
measures to prevent it from falling into the hands of identity thieves and other unauthorized users,” she said in a
statement.

More than half of doctors’ offices and 4 out of 5 hospitals have transitioned from paper to electronic medical
records, according to the government. Moving to computerized records is the rare consensus issue in health
care, enjoying support from across the political spectrum. Taxpayers have already contributed more than $14
billion to help speed the move through an incentive program that was part of the Obama administration’s
economic stimulus package.

The hope was that going digital would make caring for patients safer and less costly by helping avoid medical
mistakes and cutting down on duplicative tests. But concerns have also surfaced about patient privacy and
vulnerability to fraud. And progress has been mixed in getting medical computers from different offices to talk to
each other, the key to a seamlessly efficient system.

A pair of reports in 2011 by the Health and Human Services nspector general warned that the drive to connect
hospitals and doctors electronically was being layered on top of a system that already has privacy problems. The
administration said in response it would pursue stronger safeguards.

The complaint filed Thursday means that the allegations will be tried in a formal hearing before an administrative
law judge. The FTC wants the judge to order LabMD to institute a comprehensive information security program
with professional audits every two years for the next 20 years. The proposed order also would require LabMD
to notify consumers whose information was compromised.

LabMD founder Michael Daugherty has objected to these terms and has been fighting the FTC mvestigation for
several years. He claims on his personal website that LabMD is a victim of theft by a cybersecurity firm that he
says was trying to sell his company services. Daugherty says that when he refused, the stolen data was supplied
to government regulators, who are using the leak to punish him as a small business owner and justify additional
government regulation. Daugherty has written a book on the subject that he says will be published in September.

The trade commission’s “enforcement action against LabMD based, in part, on the alleged actions of Internet
trolls, is yet another example of the FTC’s pattern of abusing its authority to engage in an ongoing witch hunt
against private businesses,” LabMD said m its statement.

According to the FTC complaint, a LabMD spreadsheet with msurance billing data on more than 9,000
consumers was discovered on a public file-sharing network. The spreadsheet contained Social Security numbers,
birth dates, insurance information and medical treatment codes. The FTC says California police later discovered
that identity thieves had acquired personal data from at least 500 LabMD consumers.

In its complaint, the FTC said lax security controls at LabMD resulted in the leak of the spreadsheet. Regulators
say the company did not maintain a “‘comprehensive data security program” or use “readily available measures”
to identify common vulnerabilities. The company also did not adequately train employees or prevent unauthorized
access, according to the FTC.
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