





CERTIFICATION et o
P e T
Pursuant to 16 C.F.R. § 2.7(d)(2), counsel for Petitioner hereby certifies that counsel met
and conferred with FTC counsel in a good faith effort to resolve by agreement the issues set forth

in this Petition, but the parties were unable to reach agreement.

e

Jefian Dayal

14



CERTIFICATE OF SERVICE
I hereby certify that on the 10th day of January, 2012, I caused_the original and 12 copies
of the foregoing Petition to Quash with attached exhibits to be filed by hand delivery with the
Secretary of the Federal Trade Commission, 601 New Jersey Avenue, N.W., Washington, DC,
20580, and one copy of same to be filed by hand delivery with Alain Sheer, Esq., Federél Trade

Commission, Division of Privacy and Identity Protection, 601 New Jersey Avenue, N.W.,

Sz

Juffan Dayal

Washington, D.C., 20580.
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UNITED STATES OF AMERICA
i f:,:; FEDERAL TRADE COMMISSION
WASHINGTON, DC

0y
B e %

Office of the Secretary

April 20, 2012

VIA E-MAIL AND COURIER DELIVERY

Claudia Callaway, Esqg.

Christina Grigorian, Esq.

Julian Dayal, Esq.

Katten Muchin Rosenman LLP

2900 K Street, N.W.

North Tower - Suite 200

Washington, D.C. 20007

E-mail: claudia.callaway @kattenlaw.com

RE: LabMD, Inc.’s Petition to Limit or Quash the Civil Investigative Demand; and
Michael J. Daugherty’s Petition to Limit or Quash the Civil Investigative Demand

Dear Ms. Callaway, Ms. Grigorian, and Mr. Dayal:

On January 10, 2012, the Federal Trade Commission (“FTC” or “Commission’)
received the above Petitions filed by LabMD, Inc. (“LabMD™) and its President, Michael
J. Daugherty (collectively, “Petitioners”). This letter advises you of the Commission’s
disposition of the Petitions, effected through this ruling by Commissioner Julie Brill,
acting as the Commission’s delegate.

For the reasons explained below, the Petitions are denied. You may request review
of this ruling by the full Commission.? Any such request must be filed with the Secretary
of the Commission within three days after service of this letter ruling.® The timely filing

' See 16 C.F.R. § 2.7(d)(4).
216 C.F.R. § 2.7().

%1d. This ruling is being delivered by e-mail and courier delivery. The e-mail copy is
provided as a courtesy, and the deadline by which an appeal to the full Commission



of a request for review by the full Commission shall not stay the return dates established
by this ruling.*

I. INTRODUCTION

The FTC commenced its investigation into the adequacy of LabMD’s information
security practices in January 2010, after a LabMD file had been discovered on a peer-to-
peer (“P2P”) file sharing network.> The file, which Petitioners call the “1,718 File”
because it is 1,718 pages long, is a spreadsheet of health insurance billing information for
uropathology and microbiology medical tests of around 9,000 patients. It contains highly
sensitive information about these consumers, including:

. Name;

. Social Security Number;

. Date of birth;

. Health insurance provider and policy number; and
. Standardized medical treatment codes.®

Such information can be misused to harm consumers.

The purpose of the investigation is to determine whether Petitioners violated the
FTC Act by engaging in deceptive or unfair acts or practices relating to privacy or
information security. The inquiry is authorized by Resolution File No. P954807, which
provides for the use of compulsory process in investigations of potential Section 5
violations involving “consumer privacy and/or data security.”

would have to be filed should be calculated from the date on which you receive the
original letter by courier delivery.

“1d.

> P2P programs allow users to form networks with others using the same or a compatible
P2P program. Such programs allow users to locate and retrieve files of interest to them
that are stored on computers of other users on the networks.

¢ LabMD Pet., Ex. C, at Fig. 4. Because the LabMD and Daugherty Petitions make the
same arguments (the Petitions differ only in details about the submitter), we generally
cite only to LabMD’s Petition.



The investigation began with voluntary information requests for documents and
information about LabMD’s information security policies, procedures, practices, and
training generally, as well as information about security incidents, including, but not
limited to, the discovery of the 1,718 File on P2P networks. In response, LabMD
produced hundreds of pages of documents, including supplements and responses to
follow-up questions. To complete the investigation, staff requested issuance of CIDs to
LabMD and Michael J. Daugherty, LabMD’s President.

The Commission issued the CIDs on December 21, 2011. Both require testimony
relating to information security policies, practices, training, and procedures. They also
include a limited number of interrogatories that require Petitioners to identify documents
used by the witnesses to prepare for their testimony.” The LabMD CID also includes a
single document request asking for only those documents that were both identified in
response to the CID’s interrogatories and had not been previously produced to staff.?

Petitioners seek to quash or limit the CIDs because, they claim, the CIDs “appear
to be premised on” the download of the 1,718 File (hereinafter, the “File disclosure”).’
Their principal objection relates to the merits of the investigation. In particular, they
contend (without citing any authority) that the Commission must have a “justifiable”
belief that a law violation has occurred before it can issue CIDs, and that the File
disclosure cannot support such a belief. They claim that the File disclosure occurred not
because LabMD failed to implement reasonable and appropriate security measures, but
because the company was the victim of an illegal intrusion conducted by Tiversa (a P2P
information technology and investigation services company) and Dartmouth College
faculty using Tiversa’s powerful P2P searching technology.™ Further, Petitioners argue
that no actual harm to consumers resulted from the File disclosure.** Accordingly, they

" LabMD Pet., Ex. A.
¢ LabMD Pet., Ex. A.
® LabMD Pet., at 1.

19 petitioners claim that in the course of a Department of Homeland Security-funded
research project, Professor M. Eric Johnson of Dartmouth College’s Tuck School of
Business and Tiversa used Tiversa’s P2P searching technology to search for and then
download the file. LabMD Pet., at 3-4, 7, & Ex. F, at 10-12.

! The Petitions claim that there is no allegation of actual consumer injury from the File
disclosure. LabMD Pet., at 7.



contend that investigating either the File disclosure or the adequacy of LabMD’s security
practices is improper because no law violation can have occurred, and that the CIDs
therefore should be quashed.*

As discussed below, these arguments are undermined by: (1) the obvious point
that an investigation necessarily must precede assessment of whether there is reason to
believe a law violation may have occurred (in any matter); (2) the scope of the
authorizing resolution; and (3) the language of the FTC Act. The resolution authorizes
use of compulsory process in an investigation to determine whether Petitioners engaged
in deceptive or unfair practices related to privacy or security. Petitioners’ focus on the
File disclosure is misplaced — it may bear on the adequacy of LabMD’s security practices
under the FTC Act but does not establish the investigation’s scope under the resolution.*®
Further, in such an investigation Section 5 directs the Commission to consider whether
security practices are unfair because they create a sufficient risk of harm, even if no harm
has been reported.

Petitioners make two additional arguments in support of their Petitions. First, they
argue that the resolution authorizing the CIDs did not provide them with sufficient notice
of the purpose and scope of the investigation. Second, they argue that the FTC is without
jurisdiction to pursue this investigation. Both of these additional arguments are equally
without merit.

II. ANALYSIS
A. The applicable legal standards.
Compulsory process such as a CID is proper if the inquiry is within the authority

of the agency, the demand is not too indefinite and the information sought is reasonably
relevant to the inquiry, as that inquiry is defined by the investigatory resolution.**

12| abMD Pet., at 7-8.

13 See, e.g., CVS Caremark Corp., No. 072-3119, at 4 (Dec. 3, 2008) (confirming that the
scope of an investigation authorized by Resolution P954807 properly included all of
CVS’ “consumer privacy and data security practices” (including its computer security
practices) and could not be limited (as the company argued) to just known incidents of
unauthorized disposal of paper documents in dumpsters).

 United States v. Morton Salt Co., 338 U.S. 632, 652 (1950); FTC v. Invention
Submission Corp., 965 F.2d 1086, 1088 (D.C. Cir. 1992); FTC v. Texaco, Inc., 555 F.2d

862, 874 (D.C. Cir. 1977).
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Agencies have wide latitude to determine what information is relevant to their law
enforcement investigations and are not required to have “a justifiable belief that
wrongdoing has actually occurred,” as Petitioners claim.” As the D.C. Circuit has stated,
“The standard for judging relevancy in an investigatory proceeding is more relaxed than
in an adjudicatory one . . . . The requested material, therefore, need only be relevant to
the investigation — the boundary of which may be defined quite generally, as it was in the
Commission’s resolution here.”*® Agencies thus have “extreme breadth” in conducting
their investigations,'” and “in light of [this] broad deference . . ., it is essentially the
respondent’s burden to show that the information is irrelevant.”®

B. The CIDs satisfy the foregoing standards.

Petitioners argue that the CIDs are improper for several reasons. In particular, they
claim no law violation could have occurred, by arguing that: (1) not even “perfect”
security measures (let alone the reasonable security measure standard the Commission
uses to determine whether a law violation may have occurred) could have prevented the
File disclosure because Tiversa’s technology “can penetrate even the most robust
network security,”* and (2) no actual injury resulted from the File disclosure.

> LabMD Pet., at 6. See, e.g., Morton Salt, 338 U.S. at 642-43 (“[Administrative
agencies have] a power of inquisition, if one chooses to call it that, which is not derived
from the judicial function. It is more analogous to the Grand Jury, which does not
depend on a case or controversy for power to get evidence but can investigate merely on
suspicion that the law is being violated, or even just because it wants an assurance that it
IS not.”).

1% Invention Submission, 965 F.2d at 1090 (emphasis in original, internal citations
omitted) (citing FTC v. Carter, 636 F.2d 781, 787-88 (D.C. Cir. 1980), and Texaco, 555
F.2d at 874 & n.26).

7 Linde Thomsen Langworthy Kohn & Van Dyke, P.C. v. Resolution Trust Corp., 5 F.3d
1508, 1517 (D.C. Cir. 1993) (citing Texaco, 555 F.2d at 882).

'8 Invention Submission, 965 F.2d at 1090 (citing Texaco, 555 F.2d at 882) (“burden of
showing that the request is unreasonable is on the subpoenaed party”). Accord FTC v.
Church & Dwight Co., 756 F. Supp. 2d 81, 85 (D.D.C. 2010).

19 abMD Pet., at 7.



The Commission is not required, as a precondition to conducting a law
enforcement investigation, to make a showing that it is likely that a law violation has
occurred. The D.C. Circuit confirmed this point in FTC v. Texaco, Inc., when it stated,
“[1]n the pre-complaint stage, an investigating agency is under no obligation to propound
a narrowly focused theory of a possible future case . ... The court must not lose sight of
the fact that the agency is merely exercising its legitimate right to determine the facts, and
that a complaint may not, and need not, ever issue.”? Here, Petitioners seek to quash the
CIDs by asserting that LabMD’s practices must have been reasonable under the FTC Act
because the 1,718 File was retrieved using Tiversa’s powerful searching technology.
Accepting this argument would prevent the Commission from exploring relevant issues
bearing on reasonableness, such as, for example, whether the company’s security
practices could have prevented the 1,718 File from being retrieved using the common
P2P programs that are used by millions of computer users each day or whether there were
readily available security measures LabMD did not implement that would have prevented
even Tiversa’s technology from successfully retrieving the file. Although such evidence
(if it exists at all) could undermine their reasonableness claim, Petitioners nonetheless
argue that the Commission cannot use CIDs to investigate whether the evidence exists
unless it already has reason to believe it does exist. For this reason, Petitioners’ argument
that the strength of Tiversa’s P2P searching technology precludes the possibility that a
law violation occurred, regardless of the state of LabMD’s security, must fail.

Similarly, Petitioners’ assertion that no law violation can have occurred because
no actual harm has been shown also fails because, under Section 5, a failure to implement
reasonable security measures may be an unfair act or practice if the failure is likely to
cause harm. No showing of actual harm is needed.?

Both arguments conflate the purpose of a CID with the purpose of a future
potential complaint. A CID can only compel information necessary for an investigation,
and the investigation may or may not result in allegations of a law violation.?

20555 F.2d 862, 874 (D.C. Cir. 1977). This holding from Texaco has been repeatedly
reaffirmed, most recently in FTC v. Church & Dwight, 747 F. Supp. 2d 3, 6, aff’d, 2011
U.S. App. LEXIS 24587 (D.C. Cir. Dec. 13, 2011).

2115 U.S.C. § 45(n) (an unfair practice is one that “causes or is likely to cause substantial
injury to consumers”); see also FTC Policy Statement on Unfairness, 104 F.T.C. 949,
1073 & n.15 (1984).

2 Petitioners also argue that the CIDs are improper for other reasons. They claim that
because security issues posed by P2P programs were common (according to Tiversa),

such issues could not constitute an unfair or deceptive practice in violation of the FTC
6



Additionally, Petitioners have claimed that the CIDs are burdensome, but they
have not come forward with any support for these assertions. Instead, they make only
bald statements that the CIDs are “highly burdensome,” “unduly burdensome,” “costly
and burdensome,” and “deeply burdensome.”? Having offered no factual information
about the alleged burdens of complying with the CIDs, Petitioners have not sustained
their burden to demonstrate that the CIDs are unduly burdensome.?

Such a showing would be difficult here in any event. Notwithstanding Petitioners’
description, the CIDs call primarily for testimony, not documents. Thus, it seems unlikely
that compliance would require large-scale or time-consuming document production.

Act. LabMD Pet., at 7-8 & n.34. This argument is unavailing. The fact that a particular
practice may be pervasive or widespread has no bearing on whether the FTC may
investigate it as also deceptive or unfair. Indeed, accepting Petitioners” argument would
confine the FTC to investigating only those activities that were rare or uncommon, thus
crippling the agency’s law enforcement mission. Along the same lines, Petitioners
contend that the risks of P2P technology, and the resulting potential liabilities to
businesses, were not known in 2008, when the File disclosure occurred. In support of this
claim, they assert that the FTC did not notify businesses or publish guidance about P2P
until 2010. LabMD Pet., at 8. In fact, many, including the FTC, warned about the risks
presented by P2P programs years before the File disclosure occurred. See, e.g., FTC Staff
Report, “Peer-to-Peer File Sharing Technology: Consumer Protection and Competition
Issues” (June 2005), available at http://www.ftc.gov/reports/ p2p05/050623p2prpt.pdf;
Prepared Statement of the Federal Trade Commission Before The Committee on
Oversight and Government Reform, United States House of Representatives (July 24,
2007) (discussing P2P programs and risks), available at
http://www.ftc.gov/os/testimony/P034517p2pshare.pdf.

23 LabMD Pet., at 7, 9, & 10.

2 See, e.9., Texaco, 555 F.2d at 882 (“The burden of showing that the request is
unreasonable is on the subpoenaed party.”) (citing United States v. Powell, 379 U.S. 48,
58 (1964)); accord EEOC v. Maryland Cup Corp., 785 F.2d 471, 476 (4th Cir. 1986)
(subpoena is enforceable absent a showing by recipient that the requests are unduly
burdensome); FTC v. Standard American, Inc., 306 F.2d 231, 235 (3d Cir. 1962)
(recipient has responsibility to show burden and must make “a record . . . of the measure
of their grievance rather than ask [the court] to assume it”); In re Nat’l Claims Serv., Inc.,
125 F.T.C. 1325, 1328-29 (1998) (FTC ruling that petition to quash must substantiate
burden with specific factual detail).



Furthermore, to the extent that the CIDs call for narrative responses, they merely require
Petitioners to identify documents related to the requested testimony. In fact, there is only
one specification that requires the production of documents, and even that specification is
limited to documents identified in response to the interrogatories to the extent they were
“not already been produced to the FTC.”%

Finally, Petitioners, without explaining its relevance, contend that the timing of the
CIDs is “troubling,” coming after LabMD’s conduct had been reviewed by two
congressional committees, and after LabMD filed suit against Tiversa and others alleging
conversion and trespass, among other violations, based on the File disclosure in 2008.%
Though Petitioners seem to believe that there is some connection between their rejection
of Tiversa’s offer to provide LabMD with information security services, their subsequent
lawsuit, and the FTC’s investigation, the chronology of the investigation does not support
such a conclusion. The FTC first contacted LabMD for information in January 2010, well
before LabMD filed its lawsuit against Tiversa in October 2011.2” Moreover, the claim
that LabMD’s conduct was reviewed by congressional committees does not appear to be
based on evidence presented in the Petitions. Although Petitioners have attached as
exhibits three instances of congressional testimony by Tiversa, none identifies LabMD by
name or discusses the specifics of the File disclosure.

C. The resolution provides sufficient notice of the purpose and scope of
the FTC’s investigation.

Under the FTC Act, a CID is proper when it “state[s] the nature of the conduct
constituting the alleged violation which is under investigation and the provision of law
applicable to such violation.”? It is well-established that the resolution authorizing the
process provides the requisite statement of the purpose and scope of the investigation,?

% LabMD Pet., Ex. A.
2 |_abMD Pet., at 9 & Ex. F.

2T \We note further that this suit came more than three years after the solicitations
Petitioners complain of in their Petitions. LabMD Pet., Ex. F, at 1, 17-23.

215 U.S.C. § 57b-1()(2).

29 Invention Submission., 965 F.2d at 1088: accord Texaco, 555 F.2d at 874; FTC v.
Carter, 636 F.2d 781, 789 (D.C. Cir. 1980); FTC v. Anderson, 631 F.2d 741, 746 (D.C.
Cir. 1979).



and also that the resolution may define the investigation generally, need not state the
purpose with specificity, and need not tie it to any particular theory of violation.®

Despite this, Petitioners object that Resolution File No. P954807 did not provide
sufficient notice of the purpose and scope of the investigation, and they further claim that
this resolution is inadequate under the standard developed by the D.C. Circuit in FTC v.
Carter, 636 F.2d 781, 788 (D.C. Cir. 1980).*

Petitioners’ first argument reads the governing standard too narrowly. Resolution
File No. P954807 authorizes the use of compulsory process:

to determine whether unnamed persons, partnerships, corporations, or others are
engaged in, or may have engaged in, deceptive or unfair acts or practices related to
consumer privacy and/or data security, in or affecting commerce, in violation of
Section 5 of the Federal Trade Commission Act, 15 U.S.C. § 45, as amended.*

This general statement of the purpose and scope of the investigation is more than
sufficient under the standard for such resolutions, and courts have enforced compulsory
process issued under similarly broad resolutions.®

Petitioners’ reliance on Carter is also misplaced. While Carter held that a bare
reference to Section 5, without more, “would not serve very specific notice of purpose,”
the Court approved the resolution at issue in that case, noting that it also referred to
specific statutory provisions of the Cigarette Labeling and Advertising Act, and further

30 Invention Submission, 965 F.2d at 1090: Texaco, 555 F.2d at 874 & n.26; FTC v. Nat’l
Claims Serv., Inc., No. S 98-283 FCD DAD, 1999 WL 819640, at *2 (E.D. Cal. Feb. 9,
1999) (citing EPA v. Alyeska Pipeline Serv. Co., 836 F.2d 443, 477 (9th Cir. 1988)).

1 |_abMD Pet., at 10-12.
%2 LabMD Pet., Ex. A.

% See FTC v. Nat’l Claims Serv., 1999 WL 819640, at *2 (finding omnibus resolution
referring to FTC Act and Fair Credit Reporting Act sufficient); FTC v. O’Connell Assoc.,
Inc., 828 F. Supp. 165, 171 (E.D.N.Y. 1993) (enforcing CIDs issued pursuant to omnibus
resolution). The Commission has repeatedly rejected similar arguments about such
omnibus resolutions. See, e.g., Firefighters Charitable Found., No. 102-3023, at 4 (Sept.
23, 2010); D. R. Horton, Inc., Nos. 102-3050, 102-3051, at 4 (July 12, 2010); CVS
Caremark Corp., No. 072-3119, at 4 (Dec. 3, 2008).

9



EXHIBIT
18





