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REPORT OF INVESTIGATION
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Porlod of Investigation:  June 13, 2014 — June 29, 2015

Polential Vietatlon(s):

OBSTRUCTION OF JUSTICE

INVESTIGATIVE BYNOPSIS

On June 13, 2014, the Treasury inspeclor General for Tax Adminisiralion (TIGTA) was notified of the
computer hard drive fallure of Lols LERNER, former Director of the Intamal Revenue Service {IRS),
Exempt Organizations (EO), Tax Exempt and Government Enlities (TE/GE) Division. The hard drive
fallure was reported by the IRS lo have resulted in the lass of LERNER's e-mails, which had
previously been requested by Congressional committees, the Department of Justice {DOJ) and

TIGTA for their use in ongolng Congressional and criminal invesligations of the IRS EQ application
delerminalion process,

In a letter daled June 23, 2014, the Senate Finance Commiltee (SFC) requested that TIGTA formally
invesligate the malter, and thal during Ihe investigation TIGTA "perform its own analysis of whelher
any data can be salvaged and produced lo the committee,”
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REPORT OF INVESTIGATION

On June 23, 2014, the Commissioner of the IRS testified during a hearing before the House
Committee on Oversight and Government Reform, During the hearing, additional questions were
raised concerning the manner in which the IRS managed and slored LERNER's e-mails,

This invesligation was conducled in order to determine if evidence existed thal the IRS purposely
desfroyad or withheld e-mails in an effort to obstruct Congressional and criminal Investigations; if any

The investigation determinad that there were six possible sources to examine in ordar lo polentially
recaver the missing e-mails, Thess sources were LERNER's crashed hard drive, the backup or
disasler recovery lapes, a decommissioned Microsoft (MS) Exchange 2003 e-maif server, the backup
tapes for the decommissioned e-mail server, LERNER's BlackBerry, and loaner laptop computers
thal may have been asslgned to her while her laplop was being repaired. An examination of four of
these sources, the backup or disaster recovery lapes, tha decommissioned Exchange 2003 e-mail
server, LERNER's BlackBsrry, and the loaner laptops produced e-mall thal the IRS had net
previously produced to Congress, DOJ ar TIGTA, The investigation also determined that once it was
discovered that there was a gap in ihe IRS' production of LERNER's e-mail, the IRS did not fully
[dentify as a source or perform recavery atterpls for e-mail on the following eleclronic media, all of
which the IRS had in their possessian: backup or disaster recovery lapes, the decommisslonad

Exchange 2003 e-mail server, the backup tapes for the decommissioned e-mail server ar the loaner
laplop computars.

As part of the investigative process, TIGTA reviewed and compared dala the IRS providad lo
Congress agalnst datasets independently and forensically oblained by TIGTA. The analysis Involved
two phases: phase one, a lechnlcal comparisen; and, phase two, a manual review and comparison of
recavered e-mail message body Information and associated attachments to the e-mails lhe IRS
produced to Congress The technical comparison Identified over 6,400 e-mails from the backup
tapes. In order lo determine the entire population of potential e-mails and to look for other useful
information, the {echnical comparison also included the review of IRS e-mail transaction logs
involving LERNER's e-mail communications oblained from the Department of the Traasury's

mail communication that was logged as sent To or From (the log only recorded To and From,
however, the To calegory included courtesy coples and blind Courtesy copies) LERNER from
February 1, 2010 through May 7, 2013, The message header Information from these logs was
compared to what the |IRS had previously provided to Congress. The result of the comparison
indicated that as many as 23.000 to 24,000 e-mail messages may not have been provided to
Congress. As the logs contained message headers only, the bedy and attachments related to these
e-mail messages were not present, and therefore, not recovered from any data sources gathered
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REPORT OF INVESTIGATION

during this investigation. A manual comparison of the IRS e-mail transition logs to the IRS production
to Congress was not possible, as these logs did nol contain any message body or attachments, and
therefore, the 23,000 to 24,000 estimate could be high

In the second phase, TIGTA special agenis (SAs) conducted a manual review of the aforementionad
e-mail sources and identified 1,330 e-malls from the four sources that the IRS did not produce to
Congress, the DOJ or to TIGTA.

The invesligation also revealed thal on or aboui March 4, 2014, one month afier the IRS realized it
was missing some of LERNER's e-malls, IRS employees in the IRS Enlerprise Compuling Center in
Martinsburg, West Virgnla (Martinsburg), magnetically erased 422 backup tapes that are believed to
have contained LERNER's e-mails thal ware responsive to Congressional demands and subpoenas,
However, the invesligalion did not uncover evidence that the IRS and its employees purposely erased
the tapes in order lo conceal responsive e-malls from the Congress, the DOJ and TIGTA.

The investigation revealed that the backup lapes were destroyed as a result of IRS management
falling to ensure that a May 22, 2013, e-mail diractive from Lhe IRS Chief Technology Officer (CTO)
concerning ihe preservation of electronic e-mali media was fully understeod and followed by all of the
IRS emplayees respansible for handling and dispasing of e-mail backup media. In December 2011,
IRS Infarmation Technology (IT) employees in the IRS New Carvollton Federal Building (NCFB}
disassembled the Exchange 2003 Server, as well as many other servers in the same room, and they
treated the decommissioned server hard drives and backup tapes like junk, maving them from room
lo roomt In the NCFB wniil they could be shipped out for destruction. In April 2012, the majarily, but
not all, of the equipment from the decommissioned server room was destroyed by IRS contractor
UNICOR, [n December 2013, the IRS was preparing o renovate the room at the NCFB where the
remaining Exchange 2003 components were slored. In order to clean out the room, the order was
given to ship tha server components and backup tapes lo Martinsburg for desiruction. On January
29, 2014, the server components and backup {apes were loaded on a truck and shipped to
Martinsburg. The proper paperwork (Form 321 0) did not accompany the shipment, so the employees
al Marlinsburg left the shipment untouchad until March 4, 24, when the IRSIT
Specialist  Sent the Form 3210 to ECC-MTB. Upon receipt of
the Form 3210, the midnight shift employees at Martinsburg degaussed {magnetlcally erased) the
backup tapes. The employees did not degauss the server hard drives that were shipped wilh tha
backup lapes bacause their interpretat on of the CTO's May 22, 2013, e-mall directive was that il was
meant to preserva hard drives only. This misinterprelation resulled in the continued destruction of
tape media until June 2014, when management realized the misinterpretalion and put a halt to the
destruction of all of the tape media. Although they exisled until March 4, 2014, the backup tapes
containing LERNER's e-malls were destroyed because the IRS employees who shipped the backup
tapes and server hasd drives did not understand their responsibllily to comply with the CTO's May
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2013 e-mail direclive to preserva electronic backup meadia and the Martinsburg employeas who
destroyed the backup tapes on March 4, 2014, misinterpreled the directive.

In addition to intervlewing the line and management employees Involved iIn the processing of the a-
mail backup tapes, the Investigation included inferviews of RS Seniar Executives, including The
Honorable John KOSKINEN, IRS Commissioner, Terence MILHOLLAND, IRS CTO, and Stephen
MANNIMG, former IRS Deputy Chief Informalion Officer, Stralegy and Modernization.

When Interviewed, MANNING stated that he was responsible for providing technical explanations to
IRS senior managemeant and Chief Counsel, as well as coordinaling the internal flow of data from RS
IT personnel during the process of gathering data for the IRS' produclion process to Congress for the
IRS EO matter. MANNING related thal although the issue of e-mall backup tapes came up almost
immadiately in May 2013, specifically with respect to how far back the IRS mainiained them, no e-

Server infrastructure retired in 2011, would st have been covered under the May 2013, CTO e-mail
directive requiring e-mail accounts be praserved,

On May 22, 2013, MILHOLLAND issued a palicy directive via e-mail that was titled “Information
Retention Policy Revision," changing the backup tape recycle policy from six months to an indefinite
retention period for all e-maii backup lapes. In this policy directive, MILHOLLAND also ordered that
"Given the current environment and ongoing investigalions, until further nolice, do not
destroy/wipe/reuse any of the existing backup lapes for email, or archiving of other information from
IRS personal computers. Further, do not reuse or refresh or wipe infermation from any personal
computer that is being reclaImedirelurned!refreshediupdaled from any emplayee or contractor of {he
IRS." MILHOLLAND added, *In other words, retain everylhing lo do with-envail or Information that
may have been stored locilly on a persanal computer,”

When interviewed, MILHOLLAND was asked if he knew that e-maii backup tapes from a

decommisj_lpned e:mail server had been degaussed in March 2014, M[LFLQL’[,ANQ sléiag that he
was nof aware of this, and he advised thalhe'wds "blown away” at the revelation.” He further staled
thal IRS [T senior management was ultimately responsible, MILHOLLAND also staled that his May
2013 e-mail directive would have applied lo preserving the NCFB backup tapes and that the

organization that sent them ta be destroyed would also be responsible for their destruclion.
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When interviewed, Mr. KOSKINEN testified ha was briefed by his senior advisors about the data loss
and the *disaslar racovery” tapes. Based on his briefing, he was under the Impression that retrieving
LERNER's missing e-mails from these tapes would not be feasible, Mr. KOSKINEN said he was not
aware lhat the 422 backup tapes thal most likely contained missing LERNER e-mails had been

production, he provided the Idea to search the additional 83 cuslodians for LERNER e-mails in an
effort io locate all of the pertinent e-mails  He also stated he was not directed to destroy, nor did he
direct the destruction of any e-mails. Mr, KOSKINEN stated that he advised his slaff to cooperale
fully in the investlgation and that abtaining any missing e-mails would be important.

The invastigalive synopsis is separated Into four primary calegories:

LERNER Hard Drive Fallure; Detalls the identification and the apparent ultimale resolution of
LERNER's falled computer hard drive.

Additlonal Custodian Hard Drive Failures: Details the hard drive fallures of other IRS employees
vho may have sent or recelved e-mails pertinent to the IRS EO Determinations process.

Other Patential Saurces of E-mall Messages: Details the efforis 1o identify, obtain, and analyze
IRS MS Exchange server drives, backup tapes, IRS loaner laplops. LERNER's BlackBerry, Offsite
Contractor Storage of Backup Tapes, and Network Transaction Logs.

Federal Records Management Act Compliance: Details the IRS' use and records retention of MS
Office Communicator Server {OCS) and the "instant messaging” funciion of OCS; and, describes the
IRS' compliance with the applicable IRS/Nalional Archives and Records Administration policies for
defining recards and explains records retention requiremenis

LERNER Hard Drive Failureg

On June 13, 2011, IRS Information Technolagy Assel Managerment System (ITAMS) ticket number
8455435 was entered indicaling LERNER's “computer screen is black and won't allow {the] employee
lolog in.* IRS employee an IT Specialist, was Identified as the IRS employes
assigned ta respand to LERNER's tickst was interviewed under oath and he confirmed he
responded to the June 13, 2011, helpdesk ticket associated with LERNER's failed hard drive.
iexplalned he was unable 1o recover any dala from the hard drive, and following normal
pratacol, he replaced the hard drive in LERNER's computer with a new hard drive. N placed
the damaged hard drive in a box with other damaged electronics awaiting to be dastroyed. An (TAMS

helpdesk ticket Indicated thal upon replacing the drive, determined that LERNER's faptop
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needed a new system fan and possibly 2 heatsink due lo overheating. Tharefore, a request was
made for technical support from Hewlelt-Packard {HP).

-slated that he did not observe any indicalions of tampering or physical damage to
LERNER's laptop.

The investigglion identified . 8 Compuler Techniclan for Managed Print
Servicesi 8s the outside expert who worked on LERNER's laptop lo replace the keyboard,
trackpad, heal sink, and fan due lo an overhealing issue per the ITAMS ticket input byh
was interviewed regarding his observations of the status of LERNER's laptop.
opined It was unusual for so many components {o fall at {he same lime, but did not recall,
or note in his records, any damags lo the laptop. Had any damage been observed,

advised another ticket would have been initiated to repair any newly identified problems.

slated that many different things, including the environment, could cause damage to a computer.
From his experience, keyboards and trackpads are usually damaged by liquid spilling on them,
although this was not observed in this specific incldent. Excessive heal can cause damage to a hard
drive and it aiso depends whether the hard drive is located under the laplop or on the side; hard
drives lacated under the laptop tend lo overheal more eastly. drelated that there are
many causes for hard drive fallures, although overhealing causing a hard drive failure is not ofien
seen. If there was severe impact o a compuler or hard drive, it could internally damage the
mechanical components of the hard drive making il unusable. When asked what scenario could have
caused hard drive heads to Impacl tha platler of the disk, SN opined an impact to the laptop
or hard drive was the most fikely cause.

This investigation was unable to confirm specific tracking of LERNER's failed hard drive because the
IRS only tracked laplops and computers as singular enlities, and did nol track components, such as
hard drives by serial numbers. The lacalion and possession of LERNER's falled hard drive was
established via reviews of documents, interviews, and the review of e-mail conversalions between
IRS employees

Following nommal protocaol, _stored LERNER's failed hard drive with other failed IRS hard
drives until SN was conlacted by RS Program Manager. . advised
she was contacted by farmer IRS Associale Chief Information Ofiicer, who asked
fier 1o make an effort al recovering information off LERNER's hard drive because LERNER had made
a special request clalming the hard drive contained LERNER's personal files.

On July 20, 2011, directed (MR to ship the hard drive out for a more extensive data
recovery efforl. Following s Instructions, retrieved the hard drive he believed to
be LERNER's and he senl i, in name to the IRS Washington, DC IT Depot located at

1111 Constitulion Avenue, NW, Washingtan, OC Subsequently, LERNER's failed hard drive was
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hand deliverad to J MR Senior Analyst, IRS-Criminal Investigation Division (IRS-CI). In
Alexandria, Virginia.

When Interviewed, @l stated he received LERNER's hard drive on July 22, 2011, and
attempted to recover data from it but was unsuccesstul despife using diagnostic tools and subslituting
knawn good parts from two donor hard drives. noted concenlric scoring of the hard drive
plalters, opining that the drive had falled bacause the drive heads had impacled {he plalters while {n
operation QEEMERdI not photograph the damage). returned LERNER's failed hard drive
ta the IRS Washingtan, DC, IT Depot on August 5, 2011, and advised data could st potentially be
recovered using a third donor hard drive or hiring an outside vendor. NI confrmed dala may
have been recoverable by an outside vendor, but she decided the expense was not
justified due to financial constralnts, as well as the facl that LERNER hag calegorlzed the data
present on the drive as being personal in nalure.

The hard drive believed 1o 3 failed drive was signed for and recaived on August B, 2011,
by IRS Program Analyst in Washington, DC. An interview with revealed
he cauld not recall specifically the delivery of the hard drive, bul advised he would have followed
standard precedure for & failed hard drive » Which Involved placing it in a container with other failed
hard drlves o begin the process ta being excessed and deslroyad. Once the boxes of failed hard

drives and other equipment become full at the IT Dapot, Ihe boxes are shipped to NGFB to be picked
up for destruction by a vendor.

The Federal Prison Industries, Incorporated, (also known as UNICOR) is a Federal Bureau of
Prisons, DOJ program that was operaling under a Memorandum of Understanding (MOU) with the
IRS to destroy electronic media, and periodically picked up falled media from the Washington, DC
area at lhe NCFB. The next known UNICOR pickup after August 2011 {the last reference available o
the location of LERNER's failed hard drive) was April 13, 2012, According to a *Department of
Justice, UNICOR, Certificate of Destruction” dated April 16, 2012, this shipment, which contained
“hard drives” and other computer equipment (belleved lo include LERNER's failed hard drive) was
deslroyed at the UNICOR Recycling Facility in Marianna, FL, on April 18, 2012.

preven! the disclosure of data, all hard drives, flash drives, tape drives, magnetlic tapes, floppy disks
compact disks, and other eleclronic media slorage components contalning sensitive r|ata i'eceivecl

from the IRS mus! be oblileraled, not reconditionad and reassigned, by UNICOR. was
provided the hard drive serial nuiber for LERNER's failed hard drive to determine if UNICOR had

any recard of the hard drive. advised that under the MOU wilh the IRS, UNICOR did not
Irack the IRS drives by serial humber: so he had no specific record of the hard drive. also
explained thal his staff disposes of the shipments shortly after arriving identified the AMERI-
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SHRED AMS-750HD, Serial Number 2308103-A, as the only hard drive shredder the UNICOR
Recycling Facility has that would have been used to shred the 300 pounds of hard drives received
from the IRS on April 16, 2012, TIGTA SAs viewed the remnants of hard drives that were processed
through this shredder. The end-result of the shredding process Is that pieces are cut into quarter-
sized pieces that are then sold as scrap,

On July 29, 2014, TIGTA SAs inspacled the UNICOR Recycling Facility and looked for any hard
drives that were not destroyed. The inspection revealed that when shipments are received they are
Mmaved and deg‘troyed. There was no holding area or bin of older shipmenls awalting destruction.

Given that LERNER's laptop hard drive was more than tikely destroyed and was not available for
forensic inspection and examinalion for this investigation, no definilive, first hand conclusion cou'd be
reached regarding the cause of the LERNER's taptop hard drive failure,

TIGTA secured LERNER's assigned IRS laptop from the IRS on June 10, 2013, LERNER's laptop,
which was placed Into TIGTA evidence, was pholographed by the TIGTA Forensic Sclence Lab to
document its condilion. There were no obvious signs of exlernal damage noted, although severa!
screws on the underside appeared 1o show signs of wear, consistent with what would oceur when
removing and replacing a hard drive or other intemat componenis.

Analysis of available IRS network logs associaled with LERNER's laptop was undertaken to
delemmine the status of the laptop immedialely prior to the hard drive failure. Tha IRS employs a
cuslom netwark query tool to gather information from devices connected to the IRS network in two-
hour Intervals. A review of these hislorical network logs indicated LERNER's laptop conlaining the
failed hard drive was powered on and connecled to the IRS network almost non-stop belwsan May
31 and June 11, 2011, with few exceptions reflacted in missed query responses. These logs also
revealed the laptop was assigned an Intemel Protocol (IP) address, which could only have been
assigned lo a davice residing inside an IRS facllily for the entire period of May 31 through June 11,
2011. This was consistent with infarmalion provided by* LERNER's Staff
Assistant who advised LERNER almost never took her laptop home or on trave),

The lasl query LERNER's laplop responded fo before it was reportedly discovered on June 13, 2011,
as having a failed hard drive, was on Salurday, June 11, 2011, at 5 PM Eastern Daylight Time (EDT).
The lapiop failed to respond 1o the subsequent network query at 7 PM EDT and every other query
between June 11 and June 20, 201 1, al which time the laplop had been repaired, a new hard drive
installed, and Ihe laplop was retumned to LERNER

A forensic analysis of LERNER's laptop revealed the first log in of the newly installed MS Windows
Operating Sysiem was in fact near the date and lime detecled in the network query lool logs on June
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20, 2011, validaling Ihat Ihls was the first time LERNER's laptop had been connecled to the IRS
netwark,

The lack of responses after 5 PM EDT, June 11, 2011, could have bean caused by a number of
factors, the most likely of which being thal, the hard drive falled, that it was disconnected from the
nelwork, or that a network disruption inlerfered with the query being sent or recelved. At TIGTA's
request, the IRS Computer Security Incident Response Center (CSIRC) researched the nelwork
segmenl for LERNER's laplop connection and the network query tool for any signs of irregular
aclivity, or lack of activity during the periad LERNER's |laptap failed lo respond. CSIRC advised the
network query tool was functioning normally and was receiving responses from other compulars on
the same nelwork segment as LERNER's faptop, Indicating the lack of responses was not likely due
to a network problem, or a network query ool problem,

A review of avallable IRS logs detailing new soflware sent lo client machines on or about June 11,
2011, revealed LERNER's laptop was one of 359 IRS compulers thal were scheduled 1o receive an
“uninstall” software package, which was being phased out on many clients across the IRS network.
The delivary window far the software package was between June 8 and June 11, 2011, at 3:57 PM
EDT. Interviews of IRS employees famniliar with the process stated the electronic package delivery,
which the logs Indicated was "successFul’ will) respect to LERNER's lapiop, wouid have likely
occurred as soon as the client machines were connected to the network during the window. Based
on the fact that LERNER's laplop was communicating on the network on June 8, 201 1, itfs probable
the software package was defivered on that date. It|s also possible, however, that this software
uninstall occurred s late as 3:57 PM EDT, June 11, 2011, which was one hour pricr Lo the (as)
documented network communicatian from LERNER's laptop. As background, Hummingbird Exceed
was utilized lo facilitale secure data communications between client systems and specialized IRS

servers. There is no indication thal lhe soflware uninstall would have caused LERNER's hard drive o
crash.

In order to determine if anyone entered LERNER's office prior to the hard drive crash to tamper with
or remove the laplop, attempts were made 1o recover security badge entry and exil logs to 1750
Pennsylvania Avenus NW, Washington DC, which housed LERNER's office at the time, TIGTA was
informed by Kastle Systems, the security company respansible for maintaining the lags, thai thosa
logs were na longer avallable, as they were only kept for ane year. A site survey of the building
revealed there were no other syslems or monitoring platforms thal would have caplured anyone
entering or exiting the building in June 2011. During this investigation, it was also determined the EQ
Division no longer occupies office space al the 1750 Pennsylvania Avenue location, as the EQ
Division moved from this location in appraximalely December 2011.

LERNER was interviewed regarding the circumstances of, and dala loss from, her failed laptop harcl
drive. LERNER described herself as having “rudimentary” knowledge with respect o computers.
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She advised she knew the basic operalions for the use of MS Outlook, the e-mall client used by the
IRS. When asked how she normally processed her [RS e-mail, LERNER advised she received 100
to 200 e-malls each day and frequently was unable to review all messages she received. She moved
e-mail lo various compartmentalized “folders” on her laplop representing different topics or programs
in the left panel of MS Outfook. LERNER has °no ldea” regarding the quantity of file falders, but it
was "more not less.” LERNER did not &now how Personal Storage Table {PST) files contalning her

a limit lo the amounl of e-mail It would hold. When the limit was reached, she would be unable to
send additional e-mall. To resolve the issue, she went lo the oldest e-mnalls and deleted ihem
LERNER did screen her e-mall to delemnine if each e-mail may be important before deleting the e-
maif.

LERNER remembered her hard drive failure in June 2011, which resulted in a significant amount of
data being lost. She described coming into office In the morning and seeing “the blue screen.”
LERMER advised there hadbeen no previous problems with the hard drive. Someone, whom
LERNER could not recall, told her the hard drive had failed, but that they might be able lo recover the
dala. Aithough LERNER bellzved this additional attempt lo racover data did cost an additional jee,
she believed the work would be performed within the IRS and would be a worthwhile use of funds
because all of her wark files were contained on the hard drive. LERNER recalled thal this hard drive
failure cost her "a lol of time” because so much of her current work was lost, LERNER was
“surprised” that IRS IT could not do more lo recover her e-mail. LERNER did not recall how long IRS
IT waited to inform her that her data was not recoverable or specifically whal steps or tools IRS IT
stalf used In order to recaver the data, LERNER denied hitting or damaging the hard drive
intentionally. LERNER stated that she typically lefl her faptop Inside of her locked office for fear that it
may be slofen. LERNER did not recal| any incklents that could have damagad her laptop LERNER
was nof aware of anyone who mighl want to desiroy the dala on her computer.

Thomas KANE, Deputy Associate Chiaf Counse!, IRS, Office of Chief Counsel, Procedure and
Administration (P&A), Washington, DC, was Interviewed indar oath. KANE slated that on February
4, 2014, the IRS Oifice of Chief Counsel, with assistance from IRS IT, determined LERNER

discovered after reviewing a list of LERNER e-mails already produced to Congressional commitiees,
and it was noled she had substantially more e-mails after 2011, KANE further stated the decjsion
was made 1o wait and develop the most complete and accurate picture before officially making
notification o Congress; this was the genesls of a "while paper* document fenerated by the IRS and
dated June 13, 2014, addressed to the SFC, which served as notification o Congress regarding
LERNER's failed hard drive. According lo KANE, Mr. KOSKINEN wanted to finish the production of
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complete, which was anlicipated at the end of June 2014. The "while paper” was released early, and
prior to the completion of the LERNER e-mail production, because two Congressicnal commitiees
anliclpated releasing their reports in June 2014 and wanted a fult explanation of what e-mails had
already been produced and whal was still expected.

KANE also stated Catherine DUVAL, former Cotnselor to the Commissiener, IRS, Office of Chief
Counsel, Washinglan, DC, was the RS point of contact for the Treasury Ofiice of General Counsel
(OGC) and likely had regularly scheduled meetings with Treasury. DUVAL briefed

, Allomey, Treasury OGC, Washington, DC, regarding the issue with the LERNER e-
mails, KANE explained that the IRS is justified in advising the Treasury OGC about the production of
records since the IRS is subordinate to the Treasury and because Congress issued subpoanas to
Treasury Secretary Jacob LEW, requesling IRS e-mails and documenis effectively holding him and
Treasury respansible for the responsive documents, including LERNER's e-mails.

When inlerviewad, DUVAL staled that she was working with IRS Counsal on the production when
they noticed they were missing e-malls. DUVAL stated thal the focus was on trying to recover the
missing e-mails from the other custodians who senl or received e-malls from LERNER. DUVAL
slated lhe team was also trying to determine if any of the custodians had alse suifered dala losses.
In approximalely April 204, she briefed the Treasury OGC and advised the OGC that the IRS was
looking into an issue regarding LERNER's missing e-maits,

Additional Custodian Hard Drive Failuras

On June 23, 2014, the SFC requesled TIGTA delermine if IRS employees LERNER, Nikole FLAX,
. m_ # and b
experienced a data loss because of nard drive fallures. On June 16, 2014, the [RS provided these
names fo the SFC and other Congressional committees as individuals with polential hard drive
failures and data loss,

In addltion to the aforementioned June 23, 2014, request, the SFC presented TIGTA with a list of
names of 119 iRS employees (which included the seven names listed in the prior paragraph) and
requesled that TIGTA delermine If any of the 119 IRS employees experienced a hard drive failure
and subsequent data loss. Through a review of IRS helpdesk tickets, and interviews of the IRS

employess themselves and IRS IT Specialists, TIGTA concluded that IRS amplm
hu—m and
G

experignced a dala loss because of hard drive fallures. was also able o conclude that
although Nikole FLAX, ;

hard drive failures, they did pot experience a data loss. Also Includ
employees

was the result of an aperating

nd experienced

ed on the list of 119 IRS
as identified as having data loss only; IRS IT believed the dala loss
syslem/software error, and was not a hard drive issve. IRS T
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generally did not have Information conceming the specific hard drive fallure incidents, but explained
that the sleps typically 1aken in an effort to recover data from g hard drive included running a
diagnostic lest and attempling to run the hard drive in 8 seéparate computer. RS IT further explained
there were no additional steps or resources available to recover dats from the hard drives.

A review of IRS helpdesk tickels ailso identiﬁed— Program Manager, IRS. EQ, TE/GE,

as having experienced a hard drive failure. When Interuleweddtated his
hard drive fallure occurred in September 2013 and his camputer data was praviously copied in June
2013, therefore, any data lost on the computer was previously copied and retained by IRS IT, IRSIT
confirmed the Imaging of computer in June 2013,

TIGTA did not identify a dala loss associaled with former IRS Tax Law Speclalist
because as interviewed by TIGTA and slaled he did not recall a data loss, The IRS was nol
aware of the data loss which TIGTA identified assoclaled with

or because the IRS only researched potantial hard drive fallures associated with the 82
cuslodians that represent the IRS employees identified with e-mails and decuments (relevant {0 IRS
EQ Detarminations) which were produced to Congressional commiltees. However, TIGTA
researched polential hard drive failures assoclated with the Indivi uals included on the list of 118 IRS
employzes presented by the SFC andh and were not
on the list of 82 custodians. None of their e-mail was provided ta Congrass end any data loss would
not have relevance to Congressional commitlees. The list of 119 names was generated by the IRS
and provided to Congressional commillees, but it was ultimately reduced to 82 cuslodians. The lisi of

118 names in lhe request from the SFC Includes IRS employees with no relevance to or impact on
the Congresslonal investigations,

iled hard drives for three of the custodians idenlified In this Invesligalion, including

and . v/ho had posts of duly in Ohio, would have been sent to
Martinsburg for destruction. Per a Cerlificate of Deslruction daled May 7. 2012, an autside vendor
destroyad 211,586 places of media, which most likely contalned hard drive as his
hard drive failed on September 8, 2011, TIGTA was able to locate and take possession of

s falled hard drive, but was unable to recover any information from the drive using

standard forensic tools. TIGTA wiil contracl with a vendor to delermine if in fact any Informalion can
ultimately be recovered. The remalning custodian hard drive fallures occurred afler May 7, 2012,

Other Potential Sources of E-mall Messages

The IRS utilizes MS Exchange to provide enterprise e-mail accounts lo employees. IRS IT reporled
that backups are perormed incramentally on a daily basis {meaning only changes since the lasl
Incremental backup are recorded), while a full backup is performed weekly of all MS Exchange Server
databases. On average, the IRS uses 27 tapes per week for full backups and four tapes per day for
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incremental backups. Up until April 2013, the IRS was reusing and recycling {pulling tapes back into

circulation to be written over with new backup dala) backup tapas every six months as a cost saving
meaasure,

This process was changed on May 22, 2013, when the GTO Issued a policy directive via e-mait titled
“Informalion Retention Policy Revision " changing the backup lape recycle policy to an indefinile
retenlion period for all e-mal) backup lapes In this policy directive, the CTO also ordered that *Given
the current environment and angoing Investigations, until further nolice, do not destroyhwipe/reuse
any of the existing backup lapes for email, or archiving of other information from IRS personal
computars. Further, do nof reuse or refresh or wipe Informalion from any personal computer thal is
belng recIaimedlreturnedlrefreshedlupdaled from any employee or contractor of the IRS" and "In

other words, retain everything to do with emal or information Ihal may have been stored lecally on a
personal compuler,”

Interviews of IRS IT personnel revealed that LERNER's e-mall account would have been housed on
Exchange Servers located at iwo diffarenl locations during the period-of-lime in guestion; first al
NCFB, then at Martinsburg. On or around May 2011, the IRS e-mail server at NCFB was migrated
from an Exchange 2003 Server lo & new Exchange 2010 Server at Marlinsburg, The migration was
part of an IRS effort ta consolidate from 11 e-mall data centers down {g three, as a part of the
Treasury driven Federal Data Center Consolidation Initlative (FDCC), and was an allempt to
enhance the stahility of IRS e-mail servers. The server room at the NGF8 was repurposed in

accordance with the FDCC, into an Enlerprise Networks Command Centler, which was appraved on
June 22, 2011,

The NCFB Exchange 2003 Server was connected to a large Storage Area Netwark (SAN) array
collectively made up of hundreds of hard drives Whern the NCF8 Exchange 2003 Server was laken
out ef service, it was left in place because approximately 12 other servers were connecled {a the
same SAN. Due (o the shared architecture, those servers had lo be decommissioned before the
Exchange 2003 Server could be disassembled. Interviews and e-maii analysls indicate the NCFB
Exchange 2003 Server was fikely disassembled in Ihe spring of 2012. Initial reparting to TIGTA

old equipment in NCFB were destroyed,”

Active Microsoft Exchange Server Backup Tapes
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look possession of these tapes on July 1, 2014, Puring a subsequent review of tape archive
information related to those tapes, DMSS identified a subse! of 13 tepes which were believed o

identified, DMSS indicaled it was “likely” the backup tapss fram the NCF8 Exchange 2003 Server
decommissioned In 2011, “would have been deslroyed or recycled™ and, that they were "collecting the
appropriate documents to prave lhat the formal procedures were followed with Bppropriale approval
for the destruction of tapes,” indicating an updale would follow,

During the process of idenlifying and recovering the 744 tapes, DMSS ideniified nine tapes in the
autornated e-mall archiving infrastructure known as the “robot” which they did not expecl to find
bacause they did not have a corresponding record in the electronic index responsible for tracking the
tapes. These lapes were believed to be “expired in November of 2012," meaning they wouid have
been marked for re-use under the policy in effect in November 2012. At the time they were provided,
DMSS could nol say when the lasl time these nine tapes had actually been writien to, but it was
posslbie they could contain the oldest copy of LERNER's e-malls. Due fo the age of the technology
and the unigueness of the backup lapes, TIGTA provided these nine tapes to the Federal Bureau of
Investipation (FBI) for forenslc analysis. The FBI analysis revealed the nine backup {apes contained
no logical Information. A secondary analysis by Kroll Ontrack (Krolt), a well-estabiished, third-party
data recovery service provider, also revealed ths ni pes conlained no logical (active) or
forensically relrlevable inrormalion.ﬂ IT Speciallst, IRS, Enterprise Operations
(EOPS), DMSS, advised this finding was not enlirely unexpected, as these nine tapes had fikely been
identified as "scratch,” or bad, by the syslem, and thus, were likely never wrilten to by the tape robot

Recovery and extractlon of the data residing on the 13 backup tapes by Krofi ylelded nearly 15.1 TB
af data conslsting of approximately 83 million e-mall messages in addition to five MS Exchange
database files containing five incremental backups of LERNER's e-mail boxes. The fve e-mail boxes
yielded approximalely 80,000 e-mail messages, which, after removing duplicates, yielded
approximately 32,000 e-mail messages, which ranged from the years 2001 to 2013. Due to the
manner In which the IRS produced information to Cangress, off- the- shelf sofiwara was not useful in
conducting the comparison of the e-malls that TIGTA recovered lo the e-malls the IRS had already
provided to the Congress. Cuslom scripling compiled by TIGTA's Electronic Crimes and Intelligence
Division personnel yielded the identification of approximalely 6,400 e-mall iterns, which may not hava
been previousty pravided by'the IRS Lo Congress. This custom program based these CoOmpansons
on technical features of the e-mall themselves, and did not make a judgmenl on the relative newness
of the concepls relayed by their authors,

To assist In the expedilious completion of the various engalng investigations being conductad by
committees of the Congress, the DOJ and TIGTA, the 6,400 e-malls were provided o the reqguesting
Congressional committees of Congress with authority to receive them, to DOJ, and to the IRS,
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TIGTA reviewed all of the e-malls for information or evidence that may be pertinent to the
investigation. In addilion, TIGTA manually reviewed all of the e-mails and determined that after
individual manual inspection and the remaval of spam e-mails, approximalely 1,007 e-mails were
actually new e-mails that were not previously provided by the IRS to the Congress, DOJ or to TIGTA
It must be noted that TIGTA is in the process of separately reviewing the entire 15.1 TB of data again
to ensure all of the pertinen! e-mails have been Identified. This process will take as many as iwo
additional months to complete. However, If new e-mails or information is Identified, the new e-mails
will be evalualed, a supplemental report will be written, and the new material will be provided fo the
investigating committees, the DOJ and the IRS.

Decommissioned Microsoft Exchange Server Hard Drives and Associated Backup Tapes

Continuing the search for backup tapes and hard drives, on July 11, 2014, awmanager advised
TIGTA tha! they had identified 760 hard drives, which they believed, wers part of the
decommissioned Exchange 2003 e-mall server from NCFB. These drives had been located In a
storage facilily at Martinsburg and had not been destroyed as previously thought, however,

stated they belleved the data on the hard drives would have been overwritien {in order lo make data
on lhem unrecoverable) prior to their shipment from the NCFB {o Martinsburg per the standard
procedure. There are discrepancies In IRS employes testimony and documentation concerning the

actual number of hard drives. The Document Transmillal (Form 3210} that ssocigtad with the
server drives from the NCFB reporied the number of drives as 300, | IRS
Supervisory Computer Asslstanl, the responsibleﬂonsite manager, reported that he personally

counted 764 hard drives; two additional employees were directed to count the hard drives and
reported their counts as 850 hard drives. This discrepancy remains of investigative interest, and is
stll under investigation. On July 11, 2014, TIGTA took passession of the 780 hard drives identified
and provided byb subsequently placing them Inlo evidence. During the exchange of
information ragarding these hard drives, stated that the backup tapes assoclated vith this
server had been degaussed. The IRS defines the process of degaussing in accordance with the
internal Revenue Manual {IRM) section 27454, Degaussing Methodology Summary, which states
the following:

An alternating current (AC) bulk eraser (degausser) is used for complete erasure of
data and other signals on magnelic media. Degaussing is a process where
magnelic media Is expossd to a powerful alternating magnetic fiald. Degaussing
removeas any previously written data, Isaving the media in a magnelically
randomized (blank) slate. The dagausser must subject the media lo an alternating
magnelic field of sufficient intensity to saturate the media &nd then by sfowly
withdrawing or reducing the field, the magnelic media is laft in a magnetically neutral

stale.
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Over the course of the investigation, interviews routinely revealed that the IRS did not have a process
thal tracked Individual hard drives that had been ramoved from a computer or server. Foliow-up
interviews with IRS EOPS personnel were conducted In February 2015, lo datermine what precess
was used by the IRS to track the 760 hard drives from the Exchange 2003 Server that was
decommissloned at NCFB in May 2011, to Martinsburg, where, pursuant to the TIGTA demand for
media they were found on July 11, 2014. IRS EOPS Media Management Midnight Unit personnal,
were aware of the hard drives only because they had arrived on an unexpected shipmenl on January
29, 2014, and the disposition took several monlhs o resolve, The hard drives were not degaussed
upon receipt at Martinsburg because the Form 3210, which Is required 1o destroy the media, was nol
presenl with the shipment, A copy of the Form 3210 was oblained by TIGTA on February 13, 2015,
from IRS Supervisory Program Manaaer which Indicated it had been completed and
signed by the requeslor, on March 4, 2014, Along with the 300 harg trives, the Form
3210 also lisled “600 NEW In the box LTO tape media” and *600 LTQ backup tape media — PII."

staff and QRIS were questioned about the presence of 300 backup lapes
containing “PII" with the shipment to Martinsburg, which were subsequently described as an
approximate count of tapes used to back up the decommissioned NCFB Exc a 2003 Server, as
viell as IRS user network storage. The counl was approximate because ﬂﬂlled foutin
March 2014, several months after the shipmenl had been loaded onlo pallets, and he could nol recall
specific numbers. The exislence of these hard drives came to the attention of TIGTA because, in

response to TIGTA's demand for tapes on June 30, 2014, had been asked by DMSS to
look Into this shipment and determine if the tapes had been degaussed. ubsequently
ﬂlhal the hard drives In the shipment were likely fram a server array and may

advised
have been relatad to the backup tapes.

Martinsburg is one of three cenlers designatad by the IRS as an acceplable alternate desiruction site
for IRS locations that are nat able to deslroy media themselves. Failedfinoperable hard drives
assoclaled with IRS employees located in the Cincinnali, OH, area were senl to Martinshurg for
destruction. Similarly, the hard drives associated with the Exchange 2003 Server decommissioned in
May 2011, and associated backup tapes were senl lo Maitinsburg for destruction, Prior to May 2013,
when the CTQ changed the policy on destruction of media, Martinsburg degaussed media, and then
collected it in a large, secure storage room until a significant volume had been accumulated. IRS
Agency-Wide Shared Services then bid oul contracts to outside vendors for the destruction of the
media. According lo the interviews of IRS managersﬂand . Ihis occurred
every year or year and a half prior o May 2013, when the policy was changed. Inlerviews of the [RS
employees at Martinsburg and review of e-malils between employees revealed econfusian relating to
the CTO policy led lo a staggered implementation of the degaussing of backup tapes and hard drives
until June 2014, when both ceased at Martinsburg.
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the former Direclor of the IRS' DMSS Division, was Interviewed regarding the
handling and decisions o degauss tapes and slaled that he was not aware of a specific policy in
DMSS on excessing or destroying tapes thay utilizad. slated DMSS followed the guidance
provided In the Internal Revenue Manual {IRM) sectlon 2.7.4, Information Technology (IT)
Operalions, Magnetic Media Management, with regard to the process for disposing of alectronic
media once it had been decommissioned or determined io be no longer useable.

The backup lapes containing “PH" were degaussed b
personnel at Martinsburg, likely on, or shortly after,
was received, At the time, the Media Management
Lead Computer Assislant: and Computer Clerk
nd indicaled thal when these backup tapes were
likely created, which was on or before May 2011, they were foliowing the established policy, which
was to preserve weekly backups for a six-month period. This means that these tapes likely conlained
full, weekly backups of the e-mall account for LERNER dating back to fate November or December
2010. The practice of degaussing lapes at ECC-MTB continued until approximately June 2014, when
8 moralorlum was pul in place by local managers fn an attampt to prevent accidental deslruction of
data In accordance with the CTO's May 2013 prohibitions relating to degaussing media containing e-
mail information, The hard drives, however, were not degaussed hecause the IRS EQPS personnel
had ceased degaussing hard drives In February 2014, as was lheir understanding of the CTO's May
2013 directive, which predated the receipt of the signed Form 3210.

y IRS EOPS Media Management
arch 4, 2014, when the compleled Form 321
was slalfed by:

interviews and e-mail examinations revealed tha (IR did not submit a timely Form 3210
with the shipment in January 29, 2014, because when the material was shipped from NCFE 1o

Martinsburg, was oul of the office on leave for an extended period. Whenq
returned to duty on or around February 17, 2014, he was asked by Martinsburg for the Form 321 B
which he prepared and provided to Martinsburg in March 2014.

Interviews of, and e-mail traffic between, the IRS EOPS employees and other IRS employeas
indicated there was confusion about the status and requirements of the CTO's prohibitions,
Interviews revealed thal varying inlerpretations of the CTO's prohibitlons led first lo the cessation of
degaussing all hard drives in February 2014 ai Martinsburg, and subsequently the cessetlon of
degaussing all backup tepes in June 2014 dslaﬂ, including the Media Management
consisienlly advised Ihat the media was sent to them was for destruction, and because

they wauld have no knowledge of what was conlained on the media, the responsibility for preserving
that information would have resided with the individuals who senl the media to them.

was asked by TIGTA to attempt to find the degaussed tapes from the January 29, 2014,
shipment He slated that once items have been degaussed, they are placed In a slorage area for
eventual physical destruction. At the time of this request, he estimated that Martinsburg contained
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around 600,000 pieces of elecironic media awailing deslruction, which included many thousands of
tapes. Based on the physical description of what the old tapes looked like, IRS EOPS located the
media In storage, and secured 424 lapes which wers turned-over to TIGTA on February 20, 2015,
On March 3, 2015, [RS EOPS personnel found an additional 49 tapes underneath brand new tapes,
which were slill stacked on the original pallets delivered on January 29, 2014.

In May 2011, the NCFB's Exchange 2003 Server's decommissioning process bzgan and lasled
approximately two years and ten months. Interviews Indicated that although the Exchange 2003

Server was no longer operational, it remalned powered nd funch backup, in case the
new servers became unreliable. On October 11, 2011 a Supervisory
Management and Program Analyst, | e-malled
d an IRS IT Speclalist, who was the representalive from the IRS business unil responsiale for

lhe e-mail server, asking if the process for excessing the ‘Exchange SAN [Storage Area Network]”
could begin; and, she responded in the alfirmative. IRS Server Share Support
Unit, whose group was also responsible for equipment in the server room input an ITAMS ticket,

which resulled in the server being powered off on November 1 , 2011, advised that he
believed thal ail of the servers were remaved from the NCFB's server room In [ale 2043,

Interviews of IRS employeas Involved in the search for the tapes and hard drives as well as those
Invoived in the decommissloning process for the NCFB Exchange 2003 Server provided no evidence
that the IRS employees involved intended 1o destroy data on the lapes or the hard drives in order to
keep this Information from Congress, the DOJ or TIGTA. No evldence was uncovered that any IRS
employees had been direcled lo destroy or hide Information from Cengress, the DQJ, or TIGTA.
However, the Investigation revealed thal the IRS did not put forth an efforl to uncover additional,
responsive e-malls. None of the IRS employees involved had been asked, prior lo the June 30, 2014
request from TIGTA, to find any backup tapes, or the server hard drives assaciated with the NCFB
Exchange 2003 Server, which would have contained responsive LERNER e-mails. The investigation
delermined that if the IRS would hava conducted a search for the existence of backup tapes, they
waould have found the necessary backup tapes that contained LERNER's missing e-mails prior to
when those backup tapes were degaussed in March 2014,

As a result of the technical challenges posed by the complexity of reassembling an unknown number
of polentially damaged disk arrays, as wall as the sheer volume of the data It representad, Kroll was
contracted to recover any readable data from the 760 hard drives. As 3 result, approximately 12.578
of data were recovered from the hard drives. After a review of tha listings of recovared files,
approximalely 2.67TB of data In the form of MS Exchange dalabase files were delemined o be
potentially relevant and subsequently further extracted for processing. From this additional data, five

specific e-mail boxes bel g IRS employees Nikole FLAX, _
“and were racovered and fillered, resulling in 731 e-mall items sent
0, copied to, or received from LERNER. A manual comparison to de-duplicale these ilams against
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the IRS production lo Congress resulled in the discovery of 58 new e-mails that had not been
previously provided to the Congress, the DOJ or fo TIGTA,

The 424 lapes from the NCFB MS Exchange Server and the 49 other miscellaneous lapes that were
discovered on the same shipment pallet were provided fo Kroll for analysis; two lapes oul of the 424
had recoverable data. One appeared as though it was damaged or may have been encrypted,
According to IRS EOPS, the capability fo encrypt Exchange backup tapes was not avallable during
the lime this tape would have been in use. This would indicale the tape would have belonged to
analher IRS group. Since the Idenlifying labels were removed prior to degaussing, TIGTA was
uhable ta determine ihe actual source of business unit owner of the tape or the possible location of lts
encryptlon keys. The other readable 1ape contained e-mall backup files crealed in January 2011, but
were for IRS employees oulside of the scope of this investigalion. The 49 miscellaneous tapes were
2lso analyzed and contained data from no later than 2603, which is also oulside the scope of this
invesligalion.

BlackBerrys

TIGTA took possession of LERNER's BlackBerry on June 10, 2013, after she lefl the IRS. This
BlackBerry was assigned to LERNER on February 17, 2012. Forensic examination of the BlackBerry
provided 2,872 readable e-mails. A manual comparison lo de-duplicale these iterns against the IRS
praduclion ta Congress resulted in the discovery of 190 new e-mails that had not been previously
provided to the Congress, the DOJ or to TIGTA; 169 of the e-malls are from after 8:30 AM on May 16
2013; six of the e-malls mentioned EO matlers, but nothing rasponsive to Congress' request, TIGTA
identified the BlackBerrys assigned lo LERNER prior to the one TIGTA oblalned on June 10, 2013,
The Investigation datermined that the prior BlackBerrys issued lo LERNER were more than iikely
destroyed when LERNER was Issued a new one on February 17, 2012,

fnterviews were conducted to determine [f any e-malls could possibly reside on the BlackBerry server.
The Investigation determined that the BlackBerry server did nol retain coples of e-mail traffic; rather it
served as a router and conduit for e-mails getling to and from he device only. No e-malls were
recoverable from this source.

Loaner Laptops

Interviaws indicated a possibility LERNER had been assigned a *loanes” laptop while her iaptop was
being serviced. Nine Computers, which were used by the IRS as Joaner systems for employees who
had sufferad significant malfunctions ware selzed and forensically analyzed. A tenth loaner laptop
had since been refurbished, and in doling s0, the hard drive had been sanitized according to RS
policy and therefare forensic examination was no! beneficial. Forensic analysis of the nine laplops
found no indication LERNER herself had ever used them, although 137 e-mail items from other
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temporary users relating to e-mail communications and meeling notices involving LERNER ware
recovered and raviewed. A manual comparison to de-duplicate these items against the IRS
production to Congress resulted in the discavery of 75 new e-mails that had not been previously
provided to the Congress, the DOJ or to TIGTA.

Offsite Contractor Storage of Backup Tapes

During the course of this investigatian, interviews also revealed the IRS utilized contractor lron
Mountain for ofisite slorage of backup media possibly from the late 19905 through 2012 or 2013,
under numerous contracls for different locations and different business units. During some of lhis
period, Iron Mountain was used to store backy p lapes from the NCFB MS Exchange Server,
Allhouthhought it was a possibifily that some backup tapes pertinent to the
investigation were mainiained by Iron Mountain, the Invastigation determinad this was rot the case

Network Transaction Logs

TIGTA was also able to identify the exislence of e-mail header transaction logs in the possession of
both the GSOC and Treasury contracior, ATAT. These logs were routinely coliected by network
operatians personnel for the purpose of canducting nelwork security moniloring aclivities, such as tha
detection of maliclous e-mail aclivity. These transactional lags included the From, To, Date/Time and
Sublec! line fields of all e-mail messages that come in and out of the IRS enterpiise network. Mo
message body, conlent or e-mail attachments were collecled by lhe logs. Afler a technical
comparison of these logs againsi the IRS production 1o Congress and of the e-mails obtained by
TIGTA from the backup tapes, exchangs server hard drives, LERNER's BlackBerry and the IRS
ioaner laplops, TIGTA estimates that the lacation of belween 23,000 and 24,000 e-mails sent or
received by LERNER could siill be missing. Of those e-mails siill not recovered, 4,274 wera from
2010; 11,560 were from 2011; 7,952 were from 2012; one was from 2013

Federal Records Management Act Compliance
Microsoft Office Communications Server

As an addilional araa of investigative interest, the online communlcations or OCS "chal” software
ulilized by IRS was Invesligated to identify any data that could be recovered from online
communicalions associated with LERNER or other RS employees. In addition, the investigation
reviewed if the IRS had a duly ta record and preserve as records OCS chal dialogue between IRS
employees. IRS IT and the IRS Oifice of Chief Counse! confirmed LERNER, like most employees,
had access to OCS, but slaled OCS conversations and the usage history ara nol recorded by the
IRS.
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An MOU belween the IRS and the National Treasury Employees Unlon regarding the implementalion
of OCS, was executad on July 30, 2010, and wen! Into effect later in 2010. OCS was an office
collaboration software suite that integrated with exisling MS Office praducls already in use within the
IRS, such as MS Qutlook for e-mail and MS Office for document creation and editing. Included within
the features provided by OCS were an instant messaging funclion and the ability to engage In "live”
online meetings and document sharing and collaboration. The lerms of the MOU dictaled that the
IRS would not log or record the contents of 0CS instant messages, would not record any online
meetings withaut prior warning to all participants, and would not use OCS to track employee
avallability or productivity.

The investigation revealed the OCS sesslons were not writlen to a server and the only way
information from an OCS session belween employees would be recoverable is if one of the
participants cut and pasted the sesslon Into an e-mall o other documnent or if it was wrilten to one of
the employee's hard drives. The Investigalion was unable to recover any of the OCS sessions that
may have accurred belween LERNER and olher employees.

Policy Regarding Records and Records Retention

p former Supervisory Managemant and Program Analyst, IRS, Records and
nfomation Managament, stated the National Archives and Records Administralion {NARA) considers
e-mall as a *format or mechanism to automate messaging information,” and therefore does not
consider e-mail &s a serfes of records unless it has been categorized as a record.
explained NARA guldance regarding e-mail retention Is based on applications outlined in Departmant
of Defense (DoD) directive 5015.2. The direclive indicales agencles shauld categorize e-mails inlo
“subject files” and link these fi'es to & traditional record series found in the Record Control Schadules
(RCS). NARA considers e-mall as a *formal or mechanism to autormnate messaging information,” and
therefore, does nat conslder e-mail as a serfes of fecords unless placed inlo such *subject files.”
When agencies cannot meat the paramelers oullined in DoD 5015.2, NARA recommends thai end-
users “print and fite” long-term records, to include the metadata contained in the e-mall, and dispose
of them in compliance with their agency's RCSs. NARA also recommends that end-users “drag and

drop” e-mails lhey wish to relain and then dispose of them when no longer needed for current
business,

Paul WESTER, Chief Records Officer, NARA, was inlerviewed and he opined the IRS did nothing
wrong as far as safeguarding records. WESTER stated the only thing the IRS did not do was to
report the loss of data lo NARA, but there is no timeframe for agencies to report the loss,” NARA
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direction to *prinl and file or click and fila" was the prescribed method of records retantion, WESTER
stated this falls within NARA's guidance.

The fact that the IRS utilizes OCS for instant messaging and does not log or record H, is not
necessarily a violation of NARA's guidance. NARA does not issue specific guidance or policy la
dictate what or how much should be saved electronically. NARA provides guidance as il refates 1o
fecords management, which applies to OCS. Whether OCS is being used according to NARA's
guidance, depends on how OCS end-users are ulilizing the program. Itis difficult to say definltively if
the IRS s violating NARA's guidance by not togging or recording OCS, bul it is nacessary for the IRS
lo manage OCS to meet Federal Records Managemen! Act requirements,
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MEMORANDUM OF UNDERSTANDING
REGARDING THE IMPACT AND IMPLEMENTATION OF THE
MICROSOFT OFFICE COMMUNICATIONS SERVER (OCS) INITIATIVE
Between The
Internal Revenue Service
And
National Treasury Employees Union

This constitutes the agreement of the partias (the National Treasury
Employees Union (NTEU) and the Internal Revenue Service (IRS or Agency)
concerning the implementation of the Microsoft Office Communications Server
(OCS) Initiative.

The IRS will provide improved communication and collaboration
capabilities to IRS employees with the use of OCS. The capabilities will enhance
employee work environments and allow employees to more effectively and
efficiently collaborate with their colleagues. The OCS software integrates with
software currently used by employees such as Microsoft Outlook and Microsoft
Office Suite. The OCS software has various capabilities for using the computer
to share and make changes to documents, conduct conference calls, instant
message, chat with multiple employees at the same time, and display the
availability of the employee for participation in real time discussions and
collabaration.

The OCS software will be available to all IRS desktop and faptop
computers in a phased rollout. Phase 1 of OCS will include the ability ta;

= Conduct online meetings using Live Meeting to collaborate in real-time,
host presentations, whiteboard and share documents;

+ Initiate secure one-to-one or group text-based conversations using instant
messaging;

» See at-a-glance if someone is available and contact them using instant
messaging or audio (voluntary feature};

+ Conduct PC-to-PC self-hosted audio calls and conferences from any
location; and

+ Integrate seamlessly (using drag-and-drop) with Microsoft Office
applications - including Outlook, Word, Excel, PowerPoint and
SharePoint.

OCS is only intended to ba utilized as a communications and collaboration
tool. Itis not the Employer's intention to use OCS as a method by which to
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monitor/irack employees, measure employee productivity, or act as a time and
attendance tool.

OCS has the capability to record data on an employee's computer in some
of its functions. With regard to Live Meetings, a Live Meeting may be recorded.
Prior to the recordation of a Live Meeting, the recorder will notify all participating
empioyees that the Live Meetinp is to be recorded. With regard to the Instant
Message function, no log or message content will be saved at the server oron a
desktop. At the employee’s election, an employee may choose to change the
desktop option and save his/her instant message conversations 1o his/her
computer. With regard to PC Phone Calls, a log of outgoing and incoming phone
calls will be saved automatically in Qutlook in the Conversation History folder.
The record will show who was called or who called the employee, and the date,
time, and duration of the call.

The OCS capability is an extension of the current emall, office products
(e.g., Word, Excel, Powerpoint), and conferencing tools used by authorized
employees through their computers. As such, this additional capability will be
available to all employees currently authorized to use Microsofl Outlook,
Microsoft Office, and/or Net Meeting. Use of OCS and access to the software
will be determined by business needs. Access will be requested and approved
by management using the OnLine 5081 Application process.

The OCS product has been certified as compliant with Section 508 of the
Rehabilitation Act and compatible with the Job Access with Speech (JAWS) and
ZoomText software that visually-impaired employees use at IRS.

Training has been developed and delivered to the MITS Enterprise
Service Desk and selecied Desktop Support employees who will receive tickets
for OCS during implementation.

In order to implement the above described inftiative, the Parties hereby
agree to the following provisions:

1. Communications Packet: No less than five (5) workdays before
implementation of the OCS software, all impacted employees will be provided
with a communications packet containing the signed agreement,
implementation steps and a timetable for implementation. The
Communications Packel will include guidance that cutlines the initial set-up or
installation of the new applications, security policies with regard to the
applications, if applicable, as well as other information. The Packet will also
include relevant website links and contact information. See the
Communications Packet attached as Exhibit 1. The Packet may be delivered
in either a paper or electronic format. Employaes will be provided with up to
one (1) hour of administrative time to review the Communications Packst;
engage in self-directed learning {pursuant to paragraph 2 below); and obtain

2
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additional information on the intranet site and post questions/review answers
to questions on the dedicated intranet site (pursuant to paragraph 3 below).
The one (1) hour of administrative time for review of the Communications
Packet and activities listed in paragraphs 2 and 3 shall not be reduced by
time spent by employees in training pursuant to paragraph 8, below. In the
event employees have any questions with regard to the changes
implemented as a result of the OCS Initiative, and consistent with Article 8,
Section 1.D of the 2009 National Agreement |, employees may request
administrative time to go to the Union office and meet with a Union
representative to discuss the initiative (or conduet such communications
telephonically if no steward is available at that site). NTEU may include a
prepared statement in the communications packet that may include contact
information.

. On-ling “Tool Kit”: The Employer shall establish a “Tool Kit" that offers selj-
directed leaming by accessing links containing relevant information about the
OCS software and a contact to whom the employees may discuss questions
about the OCS software.

. Intranet Website: The Employer shall establish a dedicated intranet site that
bargaining unit employees may visit to obtain Information concerning the OCS
Initiative. The website will permit employees to submit questions. The
Employer shall post answers to any questions on this site. Bargaining unit
employees may also opt to send questions directly to a designated NTEU
representative. NTEU may include a statement regarding the initiative on the
intranet website.

. -Presence’ and “Instant Message" Functions: The Employer has determined
that the utilization by bargaining unit employees of the *Presence” and/or
“Instant Message” functions of OCS is voluntary. Bargaining unit employees
wlill use their professional judgment as to whether, when and how to utilize the
“Presence” and “Instant Message” functions.

. Recordings: The Employer has determined that it will not use any written or
audio data generated by OCS to monitor and/or track employees. In the
avent the Employer determines to use OCS to monitor and/or track
employees, it shall notify NTEU pursuant to Article 47 of the 2009 Nationa)
Agreement |l and negotiate to the extent required by law. The Employer
recognizes that communications between NTEU and an employee(s) is
private and will not retain and/or utilize any recorded messages or calls
between the Union and an employee(s).

. Training: Pursuant to Article 30 of the 2009 Naticnal Agreement Il, the IRS
will, as funds permit, make available to all impacted employees the training
it deems necessary for the performance of the employees' presently

assigned duties or proposed assignments. The Employer shall provide the

3
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impacted employees with the time necessary to complete training during the
employees’ ours of duty.

Pursuant to Article 30, Section 8 of the 2009 National Agreement Il, an
employee will have the right to raise lack of necessary training as a defense
to a disciplinary, adverse or unacceptable performance action or any action
by the Employer that has a negative impact on performancs.

Rehabilitation Act: If it is found that OCS is not compliant with Section 508 of
the Rehabilitation Act, the IRS will make every reasonable effort to work with
the software developer to make the software compliant with Section 508 of
the Rehabilitation Act and compatible with the Job Access with Speech
(JAWS) and ZoomText software that visually impaired employees use at IRS,
If itis found that OCS is not compliant with Section 508 of the Rehabilitation
Act, the IRS will follow the law to mitigate the impact on visually impaired
employees.

Internal Revenue Manual (IRM): The IRS is currently developing IRM

pravisions to discuss OCS. In the avent the IRS seeks 1o implement new or
modified IRM provisions concerning OCS and such provisions change
conditions of employment for bargaining unit employees, the Employer shall
provide notice to, and an opportunity to bargain with, NTEU as required

by the 2009 National Agreement |l and federa! law, rule, and regulation.

Feedback: The Employer has determined that no later than nine months
following the implementation of the OCS Initiative, the Employer will conduct
a “Lessons Learmned” teleconference; four (4) bargaining unit employees from
each impacted Business Operating Division will participate in the
teleconference and the bargaining unit employees will be selected by NTEU.
The IRS and NTEU bargaining teams will be invited to participate in the
teleconference. During the "Lessons Leamed” teleconference, the
participants in the tefeconference will discuss how the OCS implementation
was conducted, best practices, and the employees’ experiences with OCS.
The IRS and NTEU may mest to discuss any and all feedback and the
“Lessons Learmed” teleconference.

10. Significant Problems: The Parties agree that should significant problems

1.

occur during implementation of the Office Communications Server {OCS)
Iniliative, NTEU National and the Employer will discuss these problems as
soon as practicable.

Unanticipated Impact: The Employer has addressed this [nitiative’s changes
to working conditions during the briefing with NTEU and the anticipated
Impact of the changes have been negotiated, as specified in this MOU. In
the event that the Employer becomes aware of additional changes or
unanticipated adverse impact to conditions of employment as a direct resuit

4
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of implementing the OCS Initiative, it will provide notice to, and bargain with,
NTEU as required by the 2009 National Agreement Il and federal law, rule,
and regulation,

12. Expansion or Modification: In the event the Employer seeks to expand or
modify the utilization of OCS, it will provide nofice to, and bargain with,
NTEU as required by the 2009 National Agreement |l and federal law, nile,
and regulation.

13. opener. The parties may jointly open this agreement at any time and
either party may independenily reopen it twelve (12) months after the date
of execution.

14. Effective and Termination Date; This MOU becomes effective thirty-one
(31) calendar days from this Agreement's execution date or upon Agency
Head approval, whichever oceurs first. This MOU will terminate three (3)
years from the date on which it becomes effective.

(AP

Christina Ballance £&r David Krieg

Assistant Counsel for Negotiations Director, Workforce Relations
National Treasury Employees Union Human Capital Office
Hlfc\m -7/'2'? /'wfo
Date Date
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A Message from the NTEU National President

Colleen M, Kelley

OCS Initiative

The IRS will soon implement new software called the Microsoft Office Communications Server (“OCS™), which
will provide improved communication and collaboration capabilities to IRS bargaining unit employees. The
capebilities will enhance employee work environments and allow bargaining unit employees to more effectively
and efficiently collaborate with their colleagues. The OCS software has various capabilities for using the
computer to share and make changes to documents, conduct conference calls, instant message, chat with multiple
employees at the same time, and display the availability of an employee for participation in real time discussions
and collaboration.

NTEU spent several months negotiating with the IRS about the OCS Initiative to provide protections
to bargaining unit employees concerning how this technology can be used. NTEU negotiated with the IRS to
ensure that OCS is not used to monitor or track employees, measure employee productivity or act as a time
and attendance tool. NTEU bargained with the IRS 10 make the use of the “Instant Message™ and “Presence”
functions remain voluntary for bargaining unit employees.

Bargaining unit employees should be aware that some of the functions within OCS can be recorded,
such as “Live Meetings,” “Instant Message,” and “PC-to-PC Phone Calls." With regard to “Live Meetings,”
the recorder must nolify all participating employees that the Live Meeling is to be recorded. With regard to the
“Instant Message” function, no Jog or message content will be recorded, unless the employee elects to save the
content on his or her computer. As to “PC-lo-PC Phone Calls,” a log of outgoing and incoming phone calls will
be saved in the Outlook Conversation History folder; the record will show who was called or whe called the
employee, and the date, time, and duration of the call. (OFf course employees should be aware that it is pessible
that electronic records can be recovered in the event of litigation or other such action.)

The OCS software will enable bargaining unit employees to better communicate with each other on
an individual basis and as a group and, thus, OCS may make employees’ jobs easier to perform. NTEU will
continue to make the case that bargaining unit employees need and deserve the up-to-date technology that will
enable them to perform their work eficiently end effectively. This initiative is a positive step in that direction.

You should have received the NTEU-IRS Memorandum of Understanding (MOU) as a part of the
Communications Packet. The MOU will provide you with the details of implementation of the OCS. 1If you
have any questions about the OCS Initiative or its implementation, please contact a chapter representative.

(s 5. ey

Colleen M. Kelley
National President
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Quick Start with Office Communication Server and Live Meeting

Gefting Access to OCS

a. Do not load software or request accesses via the OL5081 until you receive
specific notification to do so. Deployment will occur in phases.

b. Complete an Online 5081 request for the Office Communication Server
application (search for and request access to: PRIV-DS APP OCS STANDARD)

c. You'll get an e-mail in a few days, after your 5081 is approved, with instructions
and information.

Ingtallin

a. Install it yourselfl The file should be on your system at D:\InstallenOCS_Install.
Click on the file: P_Office_ Communicator R2 2007 Toolkit1.0.EXE.

b. If you do not have the installer, you can get it here;

httg:lleoe.antemrise.irs.govmggtjigtggDgwnloadiCOEISoﬂwareLibralePlP Offi
ce_Communicator R2 2007 Toolkit1.0.EXE

Jraining for OCS and Live Meeting
Reference: OCS SharePoint site hiip://ss ds.irsnet. gov/sites/OCSHelp/default.aspx

Office Communication Server (OCS) is a platform the IRS will use for instant
messaging, voice calls over the computer and live conference calls in a secure and
compliant communications environment. You will need an approved OL5081 for
OCS and installation to use it. Here is a quick overview of the three main parts
(instant Message, Voice Call over Computer Line and Live Meeting) with links to
training materials for each one.

1. INSTANT MESSAGE (IM) - Using your computer, you may send a message to
anyone on the IRS network (as long as OCS is installed on the workstation).

2. VOICE CALL OVER COMPUTER LINE (VOIP) - Make a phone call using your
computer to someone on the IRS network (as long as OCS is installed on the
workstation).

FINDIT is @ great resource. Important - First Time User will walk you through the
steps for testing the connection to the Office Communication Server.

On the OGS Share Point site, there are short video sessions on:

** How to Use Instant Messaging **VOIP using OCS

** Adding Contacts and Creating Contact Groups ** How to Send a File in
acs

** Sharing Your Desktop Within OCS ** Setting MIC and Video

Related Topics in FindIT

QOffice Communicator Qverview  Adding Contacts and Contact Groups Tagging
Contacts




Case 1:16-cv-00969 Document 1-2 Filed 05/23/16 Page 16 of 20

3. LIVE MEETING (LM) - Conference in a group and share a presentation.
FINDIT: All custorers who plan to use Live Meeting for an event should read
When to Use Live Meeting to ensure they are using the cormrect tool for the job.

On the OCS Share Point site, there are short video sessions on:
** Starting Live Meeting and Recording a Sessions with OCS

** How to Bring Someone into the Conversation
** Conversation History

Other Related Topics in FindIT

When to Use Live Meeting Attendees — What You Need to Know
Presenters — What You Need to Know Tri-folds for Live Mesting
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Sample Email of OCS invitation to Participate

From: {*BOD Deployment Group}

Sent: Date

To: {BOD Employee email}

Subject: Microsoft Office Communications Server (OCS) Deployment

As an employee of {BOD} you have been identified to participate in the
deployment of the Microsoft Office Communications Server (OCS) 2007
deployment. Please do not forward this email to other employees as this is
targeted for individual employees.

Office Communications Server (OCS) will provide improved compmupication and
collaboration capabilities to IRS employees. The gabilities if enhance

employee work enviranments and allow employ ore e
efficiently collaborate with their colleagues. The OCS'sbftware'|
software currently used by employees such as Microsoﬁ@ ok
Office Suite. The OCS software has various capabilities foraising
to share and make changes to documents, condugticonference lls, instant
afie trepland display the

availability of the employee for participation igitgal time ik

collaboration. N

Depioyment will begin on {date} for U}L‘f\s‘gﬁ @il need to submit an
QL5081 request for the Office Commi nrcaua‘ﬁ@ licatignto participate in the
OCS and Live Meeting community. ¥y can ﬁmﬁﬁi‘e’ application in OL5081
under PRIV-DS APP OCS STAN .@nce your OL5081 has been approved
by your manager and verified byiMITS, yolrwill receive a communication from
MITS regarding steps fof,participaion. The'steps will include OL5081
requirements, training'a dﬁgg_tallatfdg instructions.

£
How Do | Use Office Co'mmﬂ‘ni‘caltlons Server (OCS)?

Before you getstarted, yctiliibeed to know a little bit about the software. Multiple
:g%@va}fa hie to prepare you for OCS use. Those resources include:

resouees

1.

hitpiflss<s, p/d .85DX )

2. An Intranet Website containing more on OCS: briefing information,
training, user help tools, videos on how to use OCS features, and
additional resources.

hitp://ss.ds.irsnet.gov/sites/ Help/default.aspx )

3. "FindIT" Website with OCS Topics (http:/findit-mits.web. Irs.gov/ and
hito:/fss.ds.irsnet.aov/sites/OCSHelp/default. aspx)

4. Quick Start Guide for OCS

http:/ss.ds.irsn visites/OCSHelp/default.aspx )

For additional assistance:
finsert BOD Deplayment Team contact here as appropriate... }
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Sample Email of OCS invitation to Participate

For Problems:

Conlact the IRS Enterprise Service Desk on 1-866-7HELP4U (1-866-743-5748,
or TDD/TTY on 1-866-435-7486 (1-866-HELP4UB).
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Sample Email for OL5081 Response

From: mits.ocs.communications@irs.gov

Sent: {Date}

To: {Employee}

Subject: You have been set up to use Microsoft Office Communications Server
(ocs)

Your OL5081 request has been approved and you are now added as a user to
the Office Communications Server (OCS) and Live Meeting applications. If you
have not previously installed the OCS client software, please reference the
installation Instructions, the OCS Production Installation Guide, as well as user
guides and other appllcahon information which are listed below. . Ygt!
to print out the OCS Production Installation Guide prior to begigr
installation as you will be required to save any opeg
applications. The installation will require a reboot of yo

Please click or copy and paste the below link into your bro field for
the Installation Guide and other application gundqsf"

Offi mmuynications Servar rm“}! \\1

User guides and application informationifor. bom“aﬁs and twe Meeting can also
be accessed through the following resgurces: .

e b T R |
L E * - .

1. OCS and Live M ting Introduat__n_g'n

re on OCS.: briefing information,
§ on how to use OCS features, and

3 .'_ CS Topm (hggjfﬁndit-msts web irs.qov/ and
etidp

/sites/OCSHelp/default.aspx }
- @UiEk Star uide for OCS
htip://ss.ds Jesnet.qovisites/ | it.aspx )

If you encouﬁtéraﬁ?goblems during your installation or in the use of the
applications, please call the IRS Enterprise Service Desk: 1-866-7HELP4U or 1-
866-743-5748 or {BOD Deployment Team).
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Office Communicators Server (OCS)
Security and Policy Guidelines

Office Communicators Server (OCS) is a communication too! that will enhance
the work environment and allow employees to more effectively and efficiently
collaborate with their colleagues. The OCS sofiware integrates with software
currently used by employees such as Microsoft Outiook and Microsoft Offics
Suite. Although this is a new communication tool, OCS will be followed in
accordance with ail existing communication policies, guidelines and IRM's. Below
are references that reiterate proper protocol when using Government IT
resources and communication tools.

Information Technology (IT) Security, Intemal Revenue Service Policy on Limited
Personal Use of Govemment information Technology Resource (IRM 10.8.27,

dtd 4/1/2010) - htip://core. publish.no. irs.gov/irm/p10/pdf/50851d 10.pdf

Standards for Using Emails (IRM 1.10.3, dtd 2/20/2009) -
http:/firm .web.irs.gov/Part1/Chapter10/Section3/IRM1.10.3.pd

Electronic Mall and Secure Messaging (IRM 11.3.1.13.2, Disclosure of Official
Information, dtd 3/7/2008) -

hitp/firm.web.irs.gov/Part11/Chapter3/Section1/IRM11.3.1.09f#11.3.1.13.2 -

Information Technology (IT) Security, Policy and Guidance and Electronic Mail
(E-mall) Security (IRM10.8.1 and IRM 10.8.1.4.6.3, dtd 7/31/2009) -

http.//irm.web.irs.qov/Part10/Chapter8/Section 1/IRM1 0.8.1.pdf
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(UECAUSE
\ “ACTION

Advocstas for Guvernment Accountablity
A sonfel(3) Nonprofit Corparation

November 14, 2014
VIA CERTIFIED MAJL

Mr. Bertrand Tzeng
IRS FOIA Request
HQFOlA

Stop 211

PO Box 621506
Chamblee, GA 30341

Re: Freedom of Information Act Reguest
Dear Mr. Tzenp:

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552 (“F OIA™), Cause of Action
hereby requests access to the text messages, Blackberry messenger chats, and SMS messages scnt or
received by the following employees (and/or the person currently holding the named position);

John A. Koskinen, Commissioner of the Internal Revenue Service
Crystal K. Philcox, Chief of Staff, Acting

Terry L. Lemons, Chief, Communications and Liaison

Leonard Qursler, Director, Office of Legislative Affairs
Catherine Duval, Counselor to the Commissioner

The time period for this request is November 2, 2014 to November 8, 2014,

Reguest for News Media Status

For fee status purposes, Cause of Action qualifies as a “representative of the news media”
under 5 U.S.C. § 552(a){4)(AXii)(lI). Specifically, Cause of Action gathers information of potential
interest to a segment of the public, uses its editorial skills to turn the raw materials into a distinct
work, and distributes that work to an audience.

Cause of Action gathers the news it regularly publishes from a variety of sources, including
FOIA requests, whistleblowers/insiders, and scholarly works. Cause of Action does not merely
make raw information available to the public, but rather distributes distinct work products, including
articles, blog posts, investigative reports, and newsletters.! These distinct works are distributed to

! See, e.g., Cause of Actlon Launches Onfine Resonrce: ExecutiveBranchEarmarks.com, CAUSE OF ACTION (Sept. 8,
2014), bup://causeofaction.otg/causc-action-launches-online-resource-executivebranchearmarks-com/; Legal and
FPolitical fssues Raised by the Loss of Emails at the IRS, CAUSE OF ACTION (July 8, 2014), hitp:/icauseofaction.org/tegal-

1919 Pennsylvania Ave, NW
Suite 650 ;
L CauseOfAction (i Washington, DC 20006 171:202.499.4232
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November 14, 2014
Page 2

the public through various media, including Cause of Action’s website, which has been viewed just
under 100,000 times in the past year alone.? Cause of Action also disseminates news ta the public
via Twitter and Facebook, and it provides news updates to subscribers via e-mail.

The statutory definition of a “representative of the news media™ unequivocally contemplates
that organizations such as Cause of Action, which electronically disseminate information and
publications via “alternative media[,] shall be considered to be news-media entities.” 5 U.S.C.

§ 552(a)(4)AXii)(L). In light of the foregoing, federal agencies have appropriately recognized
Cause of Aclion’s news media status in connection with its FOIA requests.?

rd Pr tipp and Contact Information

In an effort 1o facilitate document review, please provide the responsive documents in
electronic form in lieu of a paper production. [f readily reproducible, the production should consist
of load files that are compatible with Concordance® Evaolution. If a certain portion of responsive
records can be produced more readily, Cause of Action requests that those records be produced first
and that the remaining records be produced on a rolling basis as circumstances permit.

If you have any questions about this request, please contact Kevin Schmidt at
kevin.schmidi@causeofaction.org or by telephone at (202) 499-4232, Thank you for your attention

to this matter.

KevmN ScHMIDT
INVESTIGATIVE ANALYST

political-issues-ralsed-loss-emails-irs/; CAUSE OF ACTION, GRADING THE GOVERNMENT: HOW THE WHITE HOUSE
TARGETS DOCUMENT REQUESTERS (Mar. 18, 2014), available at hitp: /lcauseofaction.org/grading-government-white-
house-targets-document-requesters/; see alse CAUSE OF ACTION, GREENTECH AUTOMOTIVE: A VENTURE CAPITALIZED
BY CRONYISM (Sept. 23, 2013), available at hup:/icauseofaction.org/2013/09/23 Igreentech-putomotive-a-venture-
capitalized-by-cranyism-2/; CAUSE OF ACTION, POLITICAL PROFITEERING: HOW FOREST CiTY ENTERPRISES MAKES
PRIVATE PROFITS AT THE EXPENSE OF AMERICAN TAXPAYERS PART [ (Aug, 2, 2013), available ar
hitp:/‘causeofaction,org/2013/08:02/political-prafiteering- how-Ii arest-city-enterprises-makes-private-profits-at-the-
cxpense-of-americas-taxpayers/.

* Google Analytics for hitp./fwww.causcofaction.org (on file with Cause of Action).

2 See, e.g, FOIA Request CFPB-2014-303-F, Consumer Fin. Prot. Bureay (Sept. 15,2014); FOIA Request GO-14-307,
Dep’t of Energy (Nat'l Reneweble Energy Lab.) (Aug. 28, 2014); FOIA Request HQ-2014-01580-F, Dep't of Energy
{Nat'l Headquarters) {Aug. 14, 2014); FO1A Request LR-20140441, Na¢'l Labor Relations Bd. (June 4, 2014); FOIA
Request 14-01095, Sec. & Exch. Comm'n (May 7, 2014}, FOIA Request 2014.4QF0-D0236, Dep'tof Homeland Sec.
{Iun, 8, 2014), FOIA Request DOC-0S-2014-0060304, Dep't of Commerce (Dec. 30, 2013), FOIA Request 14F-036,
Health Res. & Serv. Admin. (Dec. 6, 2013); FOIA Request CFPB-2014-010-F, Cansumer Fin. Prot. Bureau (Oce. 7,
2013); FOLA Request 2013-01234-F, Dep't of Energy (July 1, 2013), FOIA Request 2013-073, Dep't of Homeland See,
{Apr. 5,2013); FOIA Request 2012-RMA-02563F, Dep't of Agric. (May 3, 2012); FOIA Request 2012-60270, Dep't of
Interior (Feb. 17, 2012); FOIA Request 12-00455-F, Dep't of Educ, (Jan. 20, 2012).
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From: Higley Denise

Sent: Tuesday, December 02, 2014 9:14 AM
To: "kevin.schmidt@causecfaction.org’
Subject: Freedom of Information Act Request

Kavin,

This is to confirm our phone conversation taday regarding your FOIA request dated
November 14, 2014, seeking text messages of five specific employees cited in your
request. The time frame for the request is November 2, 2014 to November 8, 2014.

As | explained to you, the relention period for text messages is the most recent 14
days and then the messages are deleted. Therefore, there are no text messages
that can be retrieved for the time period November 2, 2014 to November 8, 2014,
However, you agreed to accept the mast racent 14 days of text messages that can
be retrieved in response to your FOIA request. Therefore, | will pursue processing
your FOIA request obtaining the most recent 14 days of text messaging that can be
retrieved. Keeping in mind the 14 day time period will begin when the [T function
actually takes the action to retrieve the requested information.

Please confirm the above is the correct action you would like taken with regards to
your FOIA request dated November 14, 2014, received November 21, 2014.

Thank you very much Kevin

Denise %y@

Policy Analyst

HQ Disclosure Qffice FOIA
M/S 7000

1973 N Rulon White Blvd
Ogpden, UT 84404
801-620-7638
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DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, DC 20224

PRIVALY, GOVERNMEINTAL
LisIEoN AND DISCLOSURE

May 7, 2015

Kevin Schmidt

Cause of Action

1919 Pennsylvania Ave., NW
Suite 650

Washington, DC 20006

Dear Kevin Schmidt:

This is our final response to your Freedom of information Act {(FOIA) request dated
November 14, 2014, that we received on Novemnber 21, 2014.

You asked for access to the text messages, Blackberry (BB) messenger chats, and
SMS messages sent or received by the following employees (and/or the person
currently holding the named position):

» John A, Koskinen, Commissioner of the Internal Revenue Service
» Crystal K. Philcox, Chief of Staff, Acting

» Temy L. Lemons, Chief, Communications and Liaison

« Leonard Oursler, Director, Office of Legislative Affairs

« Catherine Duval, Counselor to the Commissioner

The time period for this request is November 2, 2014 to November 8, 2014.

On December 2, 2014, Denise Higley, a member of my staff, contacted you to inform
you that text messages are only retained for 14 days and therefare there would not be
any documents pertaining to the time period cited in your request. On December 3,
2014, you spoke to Denise Higley and asked if she could provide you with the retention
guidelines for text messaging.

We are enclosing a one page document most responsive to your request. The Intemal
Revenue Service is not a big user of Blackbemry messaging. Deleting log files is part of
the routine system housekeeping to ensure peak performance.,
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If you have any questions please call Paolicy Analyst Denise Higley, ID# 0142331, at
801-620-7638 or write to: Internal Revenue Service, HQ Disclosure, PO Box 621506,
PO Box 211, Chamblee, GA 30341. Please refer to case number F15328-0070.

Sincerely,

dhn H. Davis Jr.
aputy Associate ctar
Disclosure HQ

Enclosuse
Responsive Document
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BES Site Checks

Background

BlackBerry Enterprise Server (BES) site checks are performed dally by the BES team which
consists of approximately 8-10 enlerprise level administrators (ELAs). These important health
checks are performed on a daily basis to ensure proper BES site operation across the
enterprise.

BES Site Check Process Overview

This daily process consists of a review of failed to start (FTS) user accounts (if any); a review of
services and drive space availability; and steps to troubleshoot, when necessary.

Additional Drive Space Availability Detail

During the daily site check for space availabiilty, the total drive space of the D: drive is checked
for each server. Only when the free space is less than 10GB, the BES log files iocated at
D:\Program Files (x86)\Research in Motiom\BlackBerry Enterprise Server\Logs, are purged. At
a minimum, 14 days of the mosl current log files are retained in the event BlackBerry Technical
Support requires them for troubleshooting purpeses. The log files are struciured by date (i.e.
folder name is YYYYMMODD) and when a dated folder greater than 14 days is purged all of the
log files located in that folder for that specific date are purged. This is currently a manual
process performed by SEMS administrators. In rare instances, the log files may be retained for
longer than 14 days if space on a given server is not an issue,

Additional Notes

BES log files are not currently backed up. The 14 days of log flies is not a palicy, best practice,
or a default setling. it was determined that matnlaining approximately 14 days of log files, due
to spacing constraints, helped to ensure a more stable BES enviranment in the IRS,
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(TIRCAUSE
\ “"ACTION

Advocates for Governmant Kecountabibity
A sonfe](3) Nanprofit Corperation

July 28, 2015
VIA CERTIFIED MAIL

M. Bertrand Tzeng

IRS FOIA Request

HQ FOIA

Stop 211

PO Box 621506

Atlanta, GA 30362-3006

Re:  Freedom of Informatign Act Request

Dear Mr. Tzeng:

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552 ("FOIA™), Cause of Action
requests access to the following records:

All records related to the Internal Revenue Service's processing of Cause of Action’s FOIA
request dated November 14, 2014, which was assigned FOIA Request #F15328-0070,
including but not limited to the “search and case history.™

Request for News Media Status

For fee status purposes, Cause of Action qualifies as g “representative of the news media”
under 5 U.S.C. § 552(a)(4)(AXii)II). Specifically, Cause of Action gathers information of potential
interest to a segment of the public, uses its editorial skills to turn the raw materials into a distinct
work, and distributes that work to an audience.

Cause of Action gathers the news it regularly publishes from a variety of sources, including
FOIA requests, whistleblowers/finsiders, and scholarly works. Cause of Action does not merely
make raw information available to the public, but rather distributes distinct work products, including
articles, blog posts, investigative reports, and newsletters.? These distinct works are distributed to

! Letter from N. Laub, Appeals Team Mansger, Appeals Office, Intemal Revenue Service to CoA, et 2 (July 13, 2015)
(attached as Ex. 1).
18See, e.g., Cause of Action Testifies Before Congress on Questionable White House Detoil Frogram, CAUSE OF ACTION
{May 19, 2015), available at hitp:/‘gon.gl/Byditl; CAUSE OF ACTION, 2015 ORADING THE GOVERNMENT REPORT CARD
(Mar. 16, 2015), available ar hp:/'goo.gl/MqObwV; Cause of Action Launches Online Resource:
ExecutiveBranchEarmarks.com, CAUSE OF ACTION (Sept. 8, 2014), hrp: //causeofuction.org/cause-action-launches-
online-resource-executivebranchearmarks-conV/; Legal and Political Issues Roised by the Loss of Emails at the [RS,
CAUSE OF ACTION (July 8, 2014}, hetpz ‘causeofaction.org/legal-political-issues-raised-loss-emails-irs/; CAUSE OF
ACTION, GRADING THE GOVERNMENT; HOW THE WHITE HOUSE TARGETS DOCUMENT REQUESTERS (Mar, 18, 2014),
available ar hitp. -'causeofnctiun.orgfmding—gnvemmem-whiu-hnuse-m-g:ts—document-requsters!; see also CAUSE OF
e s ST o -‘_-_-_-_""__"1"" R =
B e —— .
I _--_--_-_\_"""‘H -
11919 Pen rslsslr;vg gj,,ah;’A\_fé’:s NW-
. L L  Sulteso E J
ViicauseOfActionfel | Washington,DG20006,  [l1202.499.4233
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Mr. Bertrand Tzeng
July 28, 2015
Pege 2

the public through various medis, including Cause of Action’s website, which has been viewed just
under 100,000 times in the past year alone.? Cause of Action also disseminates news 1o the public
via Twitter and Facebook, and it provides news updates to subscribers via e-mail.

The statutory definition of a “representative of the news media” unequivocally contemplates
that organizations such as Cause of Action, which clectronically disseminate information and
publications via “alternative media[,] shall be considered to be news-media entities.” 5 U.S.C.

§ 552(a)(4)(A)G)(D). In light of the foregoing, federal agencies have appropriately recognized
Cause of Action's news media status in connection with its FOIA requests.’

Record Production and Cantact Information

In an effort to facilitate document review, please provide the responsive documents in
electronic form in lieu of a paper production. If readily reproducible, the production should consist
of load files that are compatible with Concordance® Evolution. If a certain portion of responsive
records can be produced more reedily, Cause of Action requests that those records be produced first
end that the remaining records be produced on a rolling basis as circumstances permit.

If you have any questions about this request, please contact Aram Gavoor at

aram.gavoor@causeofaction.org or by telephone at (202) 499-2427, Thank you for your attention to
this matter,

4

ARAM A, GAVOOR
SENIOR COUNSEL

ACTION, GREENTECH AUTOMOTIVE: A YENTURE CAPITALIZED BY CRONYISM (Sept. 23, 2013), available at
hip2/‘causeofaction.org/2013/09/23 /greentech-automotive-g-venture-capitalized-by-cronyism-2/; CAUSE OF ACTION,
POLITICAL PROFITEERING: HOW FOREST CITY ENTERPRISES MAKES PRIVATE PROFITS AT THE EXPENSE OF AMERICAN
TAXPAYERS PART [ (Aug. 2, 2013), availabie at hitp:! ‘causeofaction.org/2013/08 02/paliticel-profiteering-how-forest.
city—enterprises-makes-privnle-proﬁts-nl-the-expcnse-of-mncﬁcas-mxpayers !

3 Google Analyties for hup://www.causeofaction.org (an file with Cause of Action).

4 See, eg., FOIA Request No. 15-05002, Sec. & Exch. Comm'n (July 23, 2015); FOIA Request No. 145-FOI-13785,
Dep’t of Justice (Jun. 16, 2015); FOIA Request 15-00326-F, Dep't of Educ. (Apr. 8, 2015); FOIA Request 2015-26, Fed.
Energy Regulatory Comm'n (Feb, 13, 2015); FOIA Request HQ-2015-00248, Dep't of Energy (Nat'| Headquanars)
(Dec. 15, 2014); FOIA Request F-2015-106, Fed. Comme’n Comm’n (Dec. 12, 2014); FOIA Request HQ-2015-00245-
F, Dep't of Energy (Dec. 4, 2014); Dep'r of State, F-2014-21360 (Dec. 3, 2014): Nat'| Labor Relations Bd. (Dec. 1,
2014); FOIA Request 201500009F, Exp.-Imp. Bank {Nov. 21, 2014); FOIA Request 2015.05EC-00771-F, U.S. Dep't
of Agric. (OCIO) (Nov. 21, 2014); FOIA Request 05-2015-00068, U.S Dep't of Interior (Office of Sec'y) (Nov. 20,
2014); FOIA Request CFPB-2015-049-F, Consumer Fin. Prot. Bureau (Nov. 19, 2014); FOIA Request GO-14-307,
Dep't of Energy (Nat'l Renewable Energy Lab.) (Aug,. 28, 2014); FOIA Request 2014-4QF0-00236, Dep't of Homeland
Sec. (Jan. 8, 2014); FOIA Request DOC-0S-2014-000304, Dep't of Commerce (Dec. 30, 2013); FOIA Reguest 14F-
036, Health Res. & Serv. Admin. (Dec. 6, 2013); FOIA Request 2012-RMA-02563 F, Dep't of Agric. (May 3, 2012);
FOIA Request 2012-00270, Dep’t of Interior (Feb. 17, 2012).
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Internal Revenue Sarvice Department of the Treasury
Appeals Office

P.O. Box 24018 Person to Contact:

Frasno, CA 93779-4018 Theresa Carrillo

Employee ID Number: 1000157528
Tel: (559) 500-7088

Date: JUL 13 205 Fax: (855) 223-7117
Refer Reply to:
AP.CO:FRC.TC
CAUSE OF ACTION In Re:
ERIC R. BOLINDER Freedom of Information Act
1819 PENNSYVANIA AVE. NW FOJA Case Number;
SUITE 850 F1532B-0070

WASHINGTON DC 20008
Dear Mr. Eric R, Bolinder.

This letter is in response to your Freedom of Informatlon Act (FOIA) appeal dated June
11, 2015, in which you sought review of the Disclosure Specialist's May 7, 2015
respanse to your FOIA request dated November 14, 2014.

You requested access ta the text messages, Blackberry messenger chals and SMS
message sent or received by 5 IRS employees or the person currently holding the
named position; John A. Koskinen, Commissioner of the IRS; Crystal K. Philcox, Chief
of Staff, acting; Terry L. Lemons, Chief communications and Liaison; Leonard Ourster,
Director Office of Leglslative Affalrs; Catherine Duval, Counselor of the Commissianer,
for the period of November 2, 2014 through November 8, 2014

The Disclosure Specialist stated thal on December 2, 2014, they contacled you to
Inform you that the text messages are only retained for 14 days and therefore there
would not be any documents pertaining the time period cited in the request. After
discussing the issue with the Disclosure Specialist on December 3, 2014 you requested
that a copy of the retantion guidellnes for text messaging. The Disclosure Specialist
provided one page most responsive to the request which was the IRS BES (Blackberry
Enterprise Server) guidelines. The Disclosure Specialist stated that the IRS is not a big
user of Blackberry messaging and deleting log files is part of the routine system
housekeeping.

Your appeal stated that they beliave that the IRS did not meet its burden of a
reasonable search for the documents requested. The appeal stated that the IRS did not
conduct an adequate search because upon recelpt of the request on November 21,
2014 the IRS would be in possession of the requested records and should have been
located and preserved and later produced. The appeal stated that IRS regulations
stated that no records should be destroyed while subject to pending request, therefore
upon a reasanable search those responsive records that existed should have been
located.

The appeal stated that the IRS did not Indicate whether it contacted the wireless carrier
of the employees respective to the moblie devices to search for the responsive records
including logs and metadata that are part of the electronically stored medium. The
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appeal stated the IRS response did not indicate what process was used in an attempt to
recaver deleted text messages and whether individual devices were checked for
messages. The Requester ststed that given the deficiencies of the IRS response, the
IRS bears the burden to prove that it search was reasanable there are ample grounds to
guestion the adequacy of the agency search and the IRS violate 5 USC §706(2)(A).

The IRS should conduct a reascnable search and produce all responsive records within
20 days,

Please be aware that Appeals respansibility conceming the appeal of FOIA cases is
limited to a de novo review to ensure the documents withheld or redactad for the
specific requester and documents requested fall within the FOIA exemplion(s) cited.
Appeals only has jurisdiction over the denial of documents in response to a FOIA
request. We address the adequacy of the search, the appropriateness of the redactions
and documents withheld. Our written notice is your detarmination that a proper,
reasonable, and adequate search was performed under the FOIA.,

Since the Disclosure Specialist did not deny your requesl, as a couriesy, we reviewed
the Disclosure Speclallst search and case history. Although your request was received
on Friday November 21, 2014, the request was in process of assignment, therefare no
search could have been accomplished until a Disclosure Specialist was assigned and
worked.

FOIA allows access to records and documents in the IRS system and/or accounts. The
Disclosure Specialist reviews the account/or sysiem of record and pulls the necessary
files, copies and provides the documents i appiicable, The FOIA does not require an
agency to analyze the files far the documents requested nor prepare documents in
response to your request. The FOIA provisions do nat require an agency to pursue
records not in their system. A search for records from the other agency (the wireless
pravider) is not a requirement of the FOIA 1o fuifiil your request.

We believe that the Disclosure Specialist performed an adequate search for the
documents requested. Although, the initial burden certainly rests with an agency to
demanstrate the adequacy of its search, once that cbligation is satisfied, the agency's
position can be rebutted "only by showing that the agency's search was not made in
goad faith,” Maynard, 986 F.2d at 580 (citing Miller, 779 F.2d at 1383); see, e.q., Carney
v, United States Dep't of Justice, 18 F.3d 807, 812 (2d Cir. 1884); Weisberg, 705 F.2d
at 1351-52; Triestman v. United States Dep't of Justice, 878 F. Supp. 667, 672
(S.D.N.Y. 1895); Tota v. United Stales, No. B9-0445E, 2000 WL 1180477, at *2
(W.D.N.Y. 2000) (explalning that to avold summary judgment in favor of agency, plaintiff
must show "bad faith,” by "presenting specific facts showing that documents exist” that
were not produced); ¢f. Harvey v. United States Dep't of Justice, No. B2-176, slip op. at
10(D. Mant. Jan. 8, 1896) ("Tha purported bad faith of government agents in separate
criminal proceedings is imelavant to [the] question of the adequate, good faith search for
documents responsive to a FOIA request.”), aff'd on other grounds, 116 F.3d 484 (Bth
Cir. 1897} (unpublished table decision) because agency declarations are "entitled to a
presumption of goed faith. Consequently, a requestar's "[mjere speculation that as yet
uncovered documents may exist does nat undermine the finding that the agency
conducted a reascnable search for them.™
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Since you did not receive a danlal of records and your lefter does not represent a proper
administrative appeal wihin the purview of the FOIA, there Is no jurisdiction for an
acllminlstrative appeal under these circumstances; we are closing our file in regard to
this matiar,

Sincerely,

N. Laub
Appeals Team Manager
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BLASUE
L@ DEPARTMENT OF THE TREASURY
__ . B INTERNAL REVENUE SERVICE
\1 ""““jr WASHINGTON, DC 20224

PRIVACY, GOVERNMENTAL
LIAISON AND DISCLOSURE

October 14, 2015

Aram A. Gavoor

Cause of Action

1919 Pennsylvania Ave., NW
Suite 650

Washington, DC 2006

Dear Ms. Gavoor:

This is our final response to your Freedom of Information Act (FOIA) request dated
July 28, 2015, that we received on August 3, 2015.

You asked for a copy of all records to the Internal Revenue Service's processing of
Cause of Action’s FOIA request dated November 14, 2014, which was assigned FOIA
Request #F15328-0070, including but not limited to the “search and case history”.

Of the 71 pages located in response to your request, we are enclosing 71 pages. We
are withholding 29 pages in pages in part under FOIA Exemptions 3, 5 and 8.

FOIA Exemption 3, supported by Internal Revenue Code Section 6103(e)(7) exempts
this information from release.

FOIA Exemption 5 exempts from disclosure material which would not be available by
law to a party other than an agency in litigation with the agency. The specific privilege
covered by this exemption is the deliberative process privilege which protects
documents that reflect the pre-decisional opinions and deliberations that play a direct
part in the process of making recommendations on legal or policy matters.

FOIA Exemption 6 exempts from disclosure files that, if released, would clearly be an
unwarranted invasion of personal privacy. We base the determination to withhold on a
balancing of interests between the protection of an individual’s right to privacy and the
public’s right to access government information.

The redacted portions of each page are marked by the applicable FOIA exemptions.

This constitutes a partial denial of your request. You have a right to appeal our
response. We have enclosed Notice 393 explaining your appeal rights.



Case 1:16-cv-00969 Document 1-7 Filed 05/23/16 Page 3 of 4

If you have any questions please call Tax Law Specialist Denise Higley ID #0142331 at
801-620-7638 or write to: Internal Revenue Service, HQ Disclosure, Stop 211, PO Box
6215086, Atlanta, GA 30362-3006. Please refer to case number F135215-0089.

Sincerely,
Z i 0 :
Rhonda O'Reilly

Acting Disclosure Manager
Headquarters (HQ) FOIA

Enclosures
Responsive Documents
Notice 393
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From: Higley Denisa

To: Keilv Martin 1

Subjects RE: New Search Memo F15328-0070
Date: Monday, December 29, 2014 10:40:00 AM
Hi Martin,

I'm sorry to be such a pain but | know Counsel would want me to obtain the pages that show the 14
day old guidelines provided. | tried to locate the Computer Operators Handbook but the IRM states |
have to contact the Enterprise Computer Center — not sure where/who that is. Can you let me know
who | can contact to get access to this handbook or can you provide the page that deals with
deleting messages over 14 days old, please?

For FOIA processing purposes, | need to make sure we have a thorough search conducted, any
documents that pertain to the request located, and denied accordingly.

Thanks again for your help Martinli]

Denise ﬁf;fey

Policy Analyst

HQ Disclosure Office FOLA
M/S 7000

1973 N Rulon White Blvd
Ogden, UT 84404
801-620-7638

From: Kelly Martin J

Sent: Monday, December 29, 2014 9:00 AM
To: Higley Denise

Subject: RE: New Search Memo F15328-0070

Not sure what we can give you.... | don’t believe we actually have a policy statement
anywhere, this is done due to lack of space available to store any more information. |
believe the System Administrators are told to delete messages over 14 days old in
the Computer Operators Handbook (COH) which as you know we have not provided
in the past as providing access to this information externally could jeopardize the
security of our internal systems.

Martin

Martin J. Kelly
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240-271-4925 (Cell)

From: Higley Denise

Sent: Saturday, December 27, 2014 10:22 AM
Ta: Kelly Martin 3

Subject: New Search Memo F15328-0070
Importance: High

Hi Martin,
I hope you had a nice holiday and a great time off.

Attached is a search memao pertaining to the FOIA request where Cause of Action is
seeking copies of text messages. | have also attached a copy of their email stating
since | have not provide the retention guidelines stating text messages are only
maintained for the most recent 14 days, they want their original FOIA request
processed.

Since the requester has reverted back to their original request and there are no
responsive documents to that request, | am issuing the search memo for the actual
retention guidelines to support the no responsive document response. | asked the
requester to revise his request asking for the retention guidelines and | am
considering his email his revised request for these guidelines.

Counsel has requested we have supporting information in our cases when we provide
a no responsive document response to a FOIA requester. Therefore, if the retention
guidelines are located and are denied under an applicable FOIA exemption, we can
address both issues.

If you have any questions, please let me know.

Thanks so much Martin{!

Dewise ﬁ;;'/ey

Policy Analyst

HQ Disclosure Office FOLA
M/S 7000

1973 N Rulon White Blvd
Ogden, UT 84404
801-620-7638
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tCAUSE
O(;ACTION

Kdvocstus for Government Recountability
A son(ci{a) Nonprofit Corporation

September 21, 2015

VIA Certified Mail and Facsiynile

Ms. Rhonda O'Reilly
IRS FOIA Request

HQ FOlA

Stop 211

PO Box 621506

Allanta, GA 30362-3006
877-807-9215 (fax)

Re: m of Infor uest
Dear Ms. O'Reilly:

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552 (“FOIA"), Cause of Acticn
hereby requests access to the following:

L. All records, including those records preserved through electronic filing, printing and
filing of hard copy records or any other method of retention, of cne-to-one or group text-
based conversations using the instant message function of IRS's Microsoft Office
Communications Server ("OCS™) sent from, or received by, Lois Lemer or Nikole Flax.

2. All records, including those records preserved through electronic filing, printing and
filing of hard capy records or any other method of retention, of one-to-one or group text-
based conversations using the instant message function of IRS’s OCS mentioning the
words “Lois™ or “Lerner™.

The time period for this request is February 1, 2010 to the present.
for public interest fee waiver

Cause of Action requests a waiver of any and all applicable fees pursuant to 5 U.S.C.
§352(a)(4)(A)(iii). This provision provides that requested records shall be fumished without or at
reduced charge if “disclosure of the information is in the public interest because it is likely to
contribute significantly to public understanding of the operations or activities of the govemnment and

1919 Pennsylvania Ave, NW/
| ~~Suitebsol
11117 CauseOfActionceli:; Washington, DC20006 | TﬂLﬁZOZAQQAl_}Z
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Ms. Rhonda O'Reilly
September 21, 2015
Page 2

is not primarily in the commercial interest of the requester.”' The requested records would
unquestionably shed light on the “operations or activities of the government,”? here regarding the
communications of Ms. Lemer, Ms. Flax and other IRS officials during a highly sensitive time
period. Moreover, disclosure would “contribute significantly” to the public's understanding of IRS's
operations.® Cause of Action has both the intent and ability 1o make the results of this request
available to a reasanably broad public audience through various media. Cause of Action's staff has
a wealth of experience and expentise in government oversight, investigative reporting, and fedecal
public interest litigation. These professionals will analyze the information responsive to this request,
use their editorial skills to tum raw materials into a distinct work, and share the resulting analysis
with the public, whether through Cause of Action's regularly published online newsletter,
memoranda, reports, or press releases.*

Further, Cause of Action, a non-profit organization as defined under Section 501(c)(3) of the
Iniernal Revenue Code, does not have a commercial interest in making this request. The requested
information will be used solely to educate the general public regarding the communications of Ms.
Lerner, Ms. Flax and other IRS officials.

Reguest for news media status

Cause of Action also qualifies as a “represcntative of the news media” as defined by statute.
5U.5.C. § 552(a)(4)AXii)(IT). Asthe D.C. Circuit recently held, the “representative of the news
media” test is properly focused on the requestor, not the specific FO1A request at issue.’
Specifically, Cause of Action gathers information of potential interest to a segment of the public,
uses its editorial skills to tum the raw materials into a distinct worlk, and distributes that work (o an
audience.

Cause of Action gathers news that it regularly publishes from a variety of sources, including
FOIA requests, whislleblowers/insiders, and scholarly works. Cause of Action does not merely
muke raw information available to the public, but rather distributes distinct work products, including
articles, blog posts, investigative reports, newsletters, Congressionu! testimony and statements for
the record.® These distinct works are distribuied to the general public through various media,
including Cause of Action’s website, which has been viewed just under 100.000 times in the past

V5 U.8.C § 552(aN4 ) ANiii) 26 C.F.R. § 601.T02(NW2Xi); See olse Couse of Action v, Fed, Trade Comm 'n. No 13
5335,2015 U.S. App. LEXIS 14934, a1 *15-24 (D.C. Cir. Aug. 25, 2015) {discussing praper application of public-
interest fee waiver lest),

; 5 US.C. § 552(aH4 M ANili).

1d.

* See hup:/iwww.causeofaction.org: Cause of Action, 2015 U.S. App. LEXIS 14934, at *15-24 (halding public interest
advocacy organizations may partner with others to disseminate their works).

$ Cause of Action, 2015 U.S. App. LEXIS 14934, pt *31.

b See, e.p., Couse of Action Testifies Before Congress an Questionable White House Deail Program, CAUSE OF ACTION
(May 19, 2015}, available at htip:/igoa,gl/Bydill; CAUSE OF ACTION, 2015 GRADING THE GOVERNMENT REPORT CARD
(Mar. 16, 2015), available ar hup:/goo.glMgObwV; Canse of Action Lainches Online Resource:
ExecutiveBranchEarmarks.com. CAUSE OF ACTION (Sept. 8, 2014), hutp:/igoo.al/935qAi; Legal and Political Issues
Raised by the Loss of Emails at the IRS. CAUSE OF AcTion (July 8. 2014), hupicavseofaction.orp/lepal-political-issucs
raised-loss-emails-irs/; CAUSE OF ACTION, GRADING THE GOVERNMENT: HOW THE WHITE HOUSE TARGETS DOCUMENT
REQUESTERS (Mar, 1B, 2014), available at hup:/igoo.gU/BiaEaH; CAUSE OF ACTION, GREENTECH AUTOMOTIVE: A
VENTURE CAPITALIZED BY CRONYISM (Sepi. 23, 2013), available at hiip:ifpoo.gl/NOxSvs; CAUSE OF ACTION, POLITICAL
PROFTTEERING: HOW FOREST Crry ENTERPRISES MAKES PRIVATE PROFITS AT THE EXPENSE OF AMERICAN TAXPAYERS
PART I (Aug. 2, 2013}, avuilable at hup:/igoo.gUGpP I wR.
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year alone.” Cause of Action also disseminates news (o the public directly via Twitter, Facebook,
and news updates ta subscribers via email and through partnerships with other members of the news
media.

The statutory definition of a “representative of the news media™ unequivocally commands
that organizations such as Cause of Action that electronically disseminate information and
publications via “allernative media shall be considered 10 be news-media entities.” 5 U.5.C. §
552(a)(4)(AXiixT). Inlight of the foregoing, numerous federal agencies have appropriately
recognized Cause of Action's news media status in connection with its FOIA requests.®

Record Preservation Reguirement

Cause of Action requests that the disclosure officer responsible for the processing of this
request issue an immediate hold on any ond all records responsive, or potentially responsive, to this
request, so as to prevent their disposal until such time as a final determination has been issued on
Cause of Action's request and any possible administrative remedies for appeal have been exhausted.”

Litigation Hold

In the event IRS disagrees with the Record Preservation Requirement above, Cause of Action
requests that the disclosure officer issuc an immediate hold on any and all records responsive lo or
potentially responsive lo this request as Cause of Action anticipates litigation arising under FOIA,
the Administrative Procedure Act, or the Federal Records Act.'?

7 Google Analytics fur hip:/iwww,causeofaction org (un file with Cause of Actian),

tSee. e.g.. FOIA Request F-2015-01254, Fed. Trade Camm'n (Sepu. 2, 2015); FORA Request F.2015-12930, Dept. of
State (Sept. 2. 2015), FOIA Request 14-401-F, Dep'tof Educ (Aug. 13, 2015); FOIA Request HQ-2015-01689-F, Dep't
ol Energy (Aug 7, 2015), FOIA Request 2615-05EC.04996.F, Dep'tof Agric (Aug. 6. 2015); FOIA Ruquest OS-
2015-0419, LLS. Dep'cof Imerior {Aug. 3, 2015), FOIA Request No. [5.05002, Sec. & Exch. Comm'n (July 23, 2015);
FOIA Request No. 145-FOI-13785, Dep'tof Justice (June 16, 2015); FOIA Request 15-00326-F, Dep't of Educ. (Apr.
08, 2015). FOIA Requcst 2015-26, Fed, Energy Reguluiory Comm'n (Feb, 13, 2015); FORA Requuest HQ-2015.00248,
Dep't of Energy (Nat'l Headquarters) {Dec. 15, 2014); FOIA Request F-2015-106, Fed. Comme’n Comm'n {Dee, 12,
2014}, FOIA Reguest HQ-2015-00245.F, Dep’t of Encrgy (Drc. 4, 2014); Dup't of State. F-2014-21360 (Dec, 3, 2014);
Nat'l Labor Relations Bd, (Dec. 1, 2014); FOIA Request 201 5000095, Exp.-Imp Bank (Nov. 21, 2014); FOIA Request
2015 OSEC-0N771-F, U.S. Dep't af Agric. (OCIO) (Nov 21, 2014); FOIA Request 05-2015-00068, U.S. Dep't of
Interior (OfTice of See’y) (Nov, 20, 2014); FOIA Request CFPB-2015-049-F, Consumer Fin. Prol, Bureau (Nov. 19,
2014); FOIA Request GO-14-307, Dep't of Encrgy (Nat'l Renewahle Encrgy Lab.) (Aug. 28, 2014); FOIA Request HQ-
2014-M580-F, Dep’r of Encryy (Nat'l Headquasters) (Aup. 14, 2014); FOIA Request LR-20140441, Nat'l Labor
Retations Bd. (June 4, 2014), FOIA Requess 1401095, Sec, & Exch, Comm'n (May 7, 2014); FOIA Request 2014-
4QFQ-00236, Dep't of Hameland Sec (Jup, 8, 2014); FOIA Reguest DOC-0S-2014-000304, Dep't of Commerce (Dec.,
30, 2011); FOIA Reguest [4F-016, Health Res, & Serv. Admin (Pcc. 6, 2013): FOtA Request 2013.073, Dep'iof
Homeland Sec (Apr. 5, 2013); FOIA Request 2012.RMA-02563F, Dep't of Agric. (May 3, 2012); FOIA Request 2012-
00270, Dep't of Inicrior (Feb 17, 2012); FOIA Reyuest 12.00455.F, Dep't of Educ. (Jan, 20, 2012).

'26 C.ER. § 601.702(cX 14) (“Under no circumslances shall recards be destroyed while shey are the subjeet of a pending
requust, appeal, or lawsuit under § U.S.C. 552."); 36 CF.R. § £230.3(b) (stating “Unlawfi! or accidental destruction
(also called unauthorized destruction) means disposal of an uascheduled or permancnt fecond; disposal prios 1o the end
of the NARA -approved retention period of o lemporary record . . 2 ond dispasal of o record subject 1o 3 FOIA request,
higation hold, or any other hold requirement to resain the records.™); Charbers +. Dep 't of the Interior, 568 F.3 998,
1004-05 (D.C. Cir. 2009) (“[A)n ngency is aol shiclded from liabiliy iT i intentionall y transfers or desiroys o documenl
afier it has been requesied under the FOLA or the Pnivacy Act.”): see also Judicial Warch, Inc, v, Dep 't of Contmerce, 34
F, Supp. 2d 28,4143 (D D C. 1998),

ViSee,ep 44 USC §2911,36 CFR. 51236 {Elecironic Recards Management); see generally 44 U.5.C. §§ 2904,
3101, 1102, & 1105; OMB Circular A-130 {Management of Fedural Information Resourcus).
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Ms. Rhonda O'Retlly
September 21, 2015
Page 4

Record production and contact information

In order to facilitate record review, please provide the responsive records in electronic
format. If a certain set of responsive records can be produced more readily, Cause of Action
respectfully requests that these records be produced first and that the remaining records be produced
on a rolling basis as circumstances permit.

If you have any questions about this request, please contact Joshua Schopf at
Jjosh.schopf@causeofaction.org or by telephone at£202) 499-4232. Thank you for your attention to
this matter.
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Exhibit 10
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i DEPARTMENT OF THE TREASURY
E INTERNAL REVENUE SERVICE
o WASHINGTON, DC 20224

.I‘
g LY
PRIVACY, GOVEANMENTAL
LI1AIsoN AND DISCLOGURE

O

Oclober 26, 2015

Joshua N. Schopf

Cause of Action

1819 Pennsyivania Ave NW, Ste 650
Washington, DC 20006

Dear Mr. Schopf:

This is the final response to your Freedom of Information Act (FOIA) request dated
September 21, 2015 that we received on Seplember 25, 2015.

You requested for the time period February 1, 2010 to the present:

1. All records, including those records preserved through
electronic filing, printing and filing of hard copy records or
any other method of retention, of one-to-one or group
text- based conversations using the instant message
function of IRS's Microsoft Office Communications
Server ("OCS") sent from, or received by, Lois Lerner or
Nikole Flax.

2. All records, including those records preserved through
electronic filing, printing and fiting of hard copy records or
any cther method of retention, of one-to-one or group
text- based conversations using the instant message
function of IRS's OCS mentioning the words “Lois" or
"Lernar”,

The Internal Revenue Service does not capture or maintain OCS messages.
Nevertheless, a search was conducled and no documents were located.

| have enclosed Notice 393 explaining your appeal rights.
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If you have any questions please call Tax Law Specialist Michael A, Riccio, ID #
1001402908, at (267) 941-6282 or write to: Intemnal Revenue Service, Disclosure Office
7, PO Box 621506, Stop 211, Atlanta, GA 30362. Please refer to case number
F15268-0079.

Sincerely,

Jason Angelotti

Disclosure Manager
Disclosure Office 7

Enclosure



