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I want to thank all of you for coming this afternoon. The temptation to skip this talk and 
hike up to the Maroon Bells must have been nearly overwhelming. I am glad that you did not 
succumb, though I would have understood. As Oscar Wilde once quipped, "I can resist anything 
except temptation." 

My topic today is ''big data" and the privacy challenges it may pose to consumers. I want 
to explore how we can reap the benefits of big data without falling prey to possible pitfalls. 

There is little doubt that the skyrocketing ability of business to store and analyze vast 
quantities of data will bring about seismic changes in ways that may be unimaginable today. 
Unlocking the potential ofbig data can, for instance, improve the quality of health care while 
cutting costs. It can enable forecasters to make increasingly precise predictions about weather, 
crop yields, and spikes in the consumption of electricity. And big data can improve industrial 
efficiency, helping to deliver better products and services to consumers at lower costs. 

But one might ask: Can the Federal Trade Commission or any governmental entity 
safeguard consumer privacy given the breakneck pace of technological innovation? In my view, 
the answer is ''yes." The fact that "big data" may be transformative does not mean that the 
challenges it poses are, as some claim, novel or beyond the ability of our legal institutions to 
respond. Take the beautiful leaves of the Aspen trees. In late summer, they turn from green to 
bright yellow and the forest takes on a golden glow. That transformation is a breathtaking one; it 
is one of the wonders of the West. But not everything breathtaking is new. The transformation of 
the Aspen trees happens every year. 

The emergence of big data is similarly breathtaking and potentially game changing. But 
the challenges it poses to consumer privacy are familiar, even though they may be of a magnitude 
we have yet to see. The solutions are also familiar. And, with the advent of big data, they are 
now more important than ever. Addressing the privacy challenges of big data is first and 
foremost the responsibility of those collecting and using consumer information. The time has 
come for businesses to move their data collection and use practices out of the shadows and into 
the sunlight. But the FTC has a critical role to play as well. This afternoon, I will address both 
how businesses should approach big data to protect consumer privacy and how the FTC will work 
to ensure companies live up to that obligation. 



I. THE FTC'S ROLE IN BIG DATA 

Let me begin with my vision of the FTC and its role in light of the emergence ofbig data. 
I grew up in a beach town in Southern California. To me, the FTC is like the lifeguard on a 
beach. Like a vigilant lifeguard, the FTC's job is not to spoil anyone's fun but to make sure that 
no one gets hurt. With big data, the FTC's job is to get out of the way of innovation while 
making sure that consumer privacy is respected. 

Congress gave us several tools to do just that. Under the FTC Act, it tasked the 
Commission with preventing unfair or deceptive acts or practices that may affect interstate 
commerce. This mandate gives the FTC authority over deceptive claims about matters that are 
important to consumers, including privacy and data security. For instance, in the FTC's actions 
against Google, Facebook, Myspace and others, we alleged that each of these companies deceived 
consumers by breaching commitments to keep their data confidential.1 That isn't OK, and it is the 
FTC's responsibility to make sure that companies live up to their commitments. 

Congress also assigned the FTC the responsibility to prevent ''unfair" commercial 
practices - that is, conduct that substantially harms consumers, or threatens to substantially harm 
consumers, which consumers cannot reasonably avoid, and where the harm outweighs the 
benefits. The FTC has used its unfairness authority against companies that fail to provide 
reasonable data security. Take one example: Last year, we sued the Wyndham hotel chain for 
poor data security practices that led to three data breaches in an 18-month period.2 Over a half
million credit card files ended up in the hands of an identity-theft ring operating through domains 
registered in Russia. All told, the FTC has brought over 40 data security cases under our 
unfairness and deception authority, manr against very large data companies, including 
LexisNexis,3 ChoicePoint,4 and Twitter, for failing to provide reasonable security safeguards. 

1 United States v. Google, Inc., No. 5:12-cv-04177 (N.D. Cal. filed Aug. 8, 2012), available at 
htto://www.ftc.gov/os/caselist/c43361120809googlecmptexhibits.pdf; Google, Inc., No. C-4336 (F.T.C. Oct. 24 
2011), available at http://www.ftc.gov/os/caselist/1023136/111024googlebuzzcmpt.pdf; Facebook, Inc., No. C-
4365 (F.T.C. Aug. 10, 2012), available at http://www.ftc.gov/os/caselist/09231841120810facebookcmpt.pdf; 
Myspace, Inc., No. C-4369 (F.T.C. Sept. 11, 2012), available at 
http://ftc.gov/os/caselist/1023058/120911myspacecmpt.pdf. 
2 FTC v. Wyndham Worldwide Corp., No. CV 12-1365 (D. Ariz. filed Jun 26, 2012), available at 
http://www.ftc.gov/os/caselist/1 023142/120809wyndhamcmpt.pdf. 
3 Reed Elseveir, Inc., No. C-4226 (F.T.C. Aug. 1, 2008), available at 
http://www.ftc.gov/os/caselist/0523094/080801reedcomplaint.pdf. 
4 United States v. ChoicePoint, Inc., No. 1:06-cv-0198 (N.D. Ga. Feb. 15, 2006), available at 
http://www.ftc.gov/os/caselist/choice.point/0523069complaint.pdf .. 
5 Twitter, Inc., No. C-4316 (F.T.C. Mar. 11, 2011), available at 
http://www.ftc.gov/os/caselist/0923093/11 0311 twitterdo.pdf. 

2 



Congress has also charged the FTC with enforcing a number of sector-specific privacy 
laws, including the Fair Credit Reporting Act or "FCRA," which can be seen as the first "big 
data" privacy law. Congress enacted the FCRA because it was worried that growing databases -
the "big data" of the 1970s - could be used in ways that were invisible and harmful to 
consumers. 

The FCRA sets out rules for companies that use data to determine creditworthiness, 
insurance eligibility, suitability for employment, and to screen tenants. When companies obtain 
this data from a credit bureau or other consumer reporting agency, they must notify consumers 
when the information contributed to decisions that adversely affect them- for example, denying 
them access to credit or giving them less-than-favorable credit terms, or turning them down for a 
job or insurance. 

Another statute the FTC enforces is the Children's Online Privacy Protection Act, or 
"COPPA," which requires companies to get a parent's consent before collecting personal 
information from kids under 13. We recently updated our rule implementing COPPA to respond 
to collection practices made possible by new technology, namely, data-gathering tools like social 
media and mobile applications. 

So let's turn to the key big data questions. The term "big data" refers to datasets whose 
size is beyond the ability of typical database software tools to capture, store, manage and analyze. 6 

And it's no surprise that datasets are expanding exponentially. Under "Moore's Law," the ability 
to store, aggregate and combine data and conduct deep analyses has skyrocketed. 7 McKinsey 
reports that in 20 II, a consumer could purchase a disk to store all of the world's music for under 
$600.8 If Moore is right, the cost today would be less than $300. 

This phenomenal growth in storage and analytic power means that big data is no longer 
the province of a few giant companies, like large data brokers, banks, insurers, and health care 
providers. Big data is now, or soon will become, a tool available to all sectors of the economy. 

Of course, many uses of big data bring tangible benefits to consumers and businesses 
alike. And many uses ofbig data raise no threats to consumer privacy. For example, many firms 
use big data analytics for purposes that have nothing to do with individuals - forecasting weather 
and stock and commodity prices; upgrading network security systems; and improving 
manufacturing supply chains. 

6 See MCKINSEY & Co., BIG DATA: THE NEXT FRONTIER FOR INNOVATION, COMPETITION AND PRODUCTIVITY 

1 (June 2011), available at 
htt,p://www.mckinsey.com/insightslbusiness technology/big data the next frontier for innovation. 
7 See id. at 2 & n.3. 
8 !d. at2. 
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On the other hand, many firms use big data in ways that implicate individual privacy. 
That data may reflect an individual's health concerns, browsing history, purchasing habits, social, 
religious and political preferences, fmancial data and more. They may do so in the service of 
innovation and efficiencies that confer substantial benefits on consumers. As I have said, the 
FTC's role isn't to stand in the way of innovation; it is to ensure that these advances are 
accompanied by sufficiently rigorous privacy safeguards. 

II. ADDRESSING THE RISKS OF BIG DATA 

Earlier I mentioned the possible pitfalls associated with big data. Let me address the 
hazards we must avoid: 

A. Indiscriminate collection of data 

One risk is that the lure of "big data" leads to the indiscriminate collection of personal 
information. Some big data proponents argue that data is now the raw material of innovation, and 
therefore more data is always better. We are told that during the Industrial Revolution, there was 
no such thing as too much coal and iron ore. The resulting steel sparked the innovation that 
transformed the world- skyscrapers, high speed trains, and so on. Today's raw material, the 
argument goes, is data, and we need as much of it as we can collect. 

That's a bridge- maybe even a steel bridge- I wouldn't buy. The indiscriminate 
collection of data violates the First Commandment of data hygiene: Thou shall not collect and 
hold onto personal information unnecessary to an identified purpose. Keeping data on the off
chance that it might prove useful is not consistent with privacy best practices. And remember, not 
all data is created equally. Just as there is low quality iron ore and coal, there is low quality, 
unreliable data. And old data is of little value. Is there really any worth to my law school search 
history when I was struggling to understand the rule against perpetuities? Should that data be 
held in perpetuity? 

B. The Need to Ensure Meaningful Consumer Choice 

A related concern is that some big data advocates insist that, because more data is always 
better, and because providing consumer choice may be especially challenging when it comes to 
big data, the time has come to reconsider limits on data collection. They contend that, to the 
extent that privacy protection is needed, the focus should be on after-the-fact use restrictions, not 
on limiting collection. 

That argument stands privacy protection on its head. Let's go back to basics. Big data 
doesn't start as big data. Rather it is assembled, bit-by-bit, from little data and becomes "big" 
only when compiled into enormous databases. The little data often reflects deeply personal 
information about individuals: the medical treatment they receive; the products and services they 
buy; their physical location; the websites they surf; their intimate communications with family 
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