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Overview

During the 2012 January 1st to June 30th funding cycle, the Maine State Police
Computer Crimes Unit (MSP CCU) achieved its goals to increase public safety by
increasing the number of technologically-assisted child exploitation investigations and
related prosecutions. By recruiting and training two additional Computer Forensic
Analyst and a Forensic Technician we should be able to meet the goal.

Forensics

Computer Forensic Analyst continued his work with the MSP CCU. In this b?
6 month funding cycle, completed twelve (12) cases involving a total of 1
twenty-four (24) computer hard drives, forty-five (45) cell phones, and five (5)
“removable media”. The cases included solicitation of a minor, possession of child
pornography, unlawful sexual contact and homicide.

also provided instruction to the Basic Law Enforcement Training Program of
the Maine Criminal Justice Academy (120 students in total)

Computer Forensic Analyst-continued his work with the MSP CCU. In
this 6 month funding cycle, completed twelve (12) cases involving a total
of twenty-two (22) computer hard drives, eleven (1 1) cell phones, seventeen (17) digital
cameras, and ten (10) “removable media’. The breakdown of the cases was one (1)
peer-to-peer generated child pornography possession cases, six (6) child pornography

(non-P2P) cases, two (2) gross sexual assault cases, two (2) exploitation of a minor
cases and one (1) “sexting” case.

also performed four (4) Peer-to-Peer/Child Pornography field
investigations during this period.

also performed four (4) community outreach/training sessions during this
rating period.

* Stated expectations for Computer Forensic Analysts are an average of 2 cases/month.

In May 2012, the Maine State Police Computer Crimes Unit hired as
Forensic Technician assigned to the Vassalboro facility. completed In-

house training on computer previewing and imaging. She has assisted the Unit's
Computer Forensic Analysts in five (5) cases during this funding cycle involving

seventeen (17) computer hard drives, five (5) CD Rom, two (2) digital cameras, one (1)

cell phone and five (5) “removable media”. \
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-also assisted with 2 field preview assignments during this period. é(o

In the first 6 months of 2012, this lab processed 62 ICAC Forensic cases with an
additional 8 cases awaiting judicial action and 78 Technical support requests.

Related Articles:
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lawmakers-to-consider-ban-on-computer-generated-child-porn.htm
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Maine Compter Crimes Unit Seeks Funds for More Manpower.htm
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Maine-sports-Hall-of-Famer-indicted-for-child-porn.htm

Overview of Performance Measures for the ME ICAC
January 1, 2012 through June 30, 2012

Arrests/Indictments: 59

Cases Referrals:
Federal: 3
State: 25
Out of State: 1
Local: 4

Agency Assists: 58
Citizen Assists: 9

CyberTipline Reports: 125
Peer to Peer Referrals: 31
Technical Support: 78
Forensic Exams: 62
Subpoenas or Court Orders:

Federal: 4
State: 83
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Search Warrants:

State: 15

ME ICAC Task Force Major Affiliates (as of December 2012)

Bangor PD
Portland PD.
UMaine Orono
Saco PD
Lewiston PD
Damariscotta PD
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Fiscal Year 2011 Desk Review Report

Grant Number: 2010-MC-CX-K027

Program Manager Name:

Gersh, Jeffrey Office: 0JJDP

Grantee Information: Grantee Name: Maine State Police

City: Augusta State: ME Vendor ID: 16003001
Grant Information: Program: JJ FY11 ICAC CONT Award Amount: $464,438.00

Grant Number: 2010-MC-CX-K027 Award Start Date: 4/1/2010

Grant Type: Cooperative Agreement Award End Date: 9/30/2012

) Spec. Cat Grant: Non-Special Cat. Grant B

Monitoring Summary: Monitoring Priority: Low Monitoring Assessment Rating: 9

To Be Monitored in FY 2011 ? (]

Justification Comment: Per program office policy or rotation

Justification Notes:

Other Awards with higher risk priorities were selected for
monitoring; this award is not selected.

Planned Monitoring Quarter:  Not Selected

Summary Note:
Assessment Summary: Date Completed: 9/29/2010
Grantee Organization No state agency
Matching Funds, Program income, or No no match
Interest
New Purpose Area, Program, or Grantee No continuation
American Recovery and Reinvestment Act ~ No
(ARRA)
High Profile/ Sensitive Grants Yes high profile
Complexity of the Award Yes multiple subawards
Non-Compliant Closeout No no noncompliant closeouts
Special Conditions Indicators Low compliant with special conditions
Performance Measures Low compliant with performance measures
Concerns from Prior Desk Reviews and/or Low no concerns noted
Monitoring Visits
Nonresponsive Grantee Low responsive
Financial Status Report Indicators Low compliant with financial indicators
Programmatic Report Indicators Low compliant with program requirements
High Risk Grantee Low
Implementation Issues Low no issues noted
Grantees Requiring Training and/or Low no TA requested or required
Technical Assistance
Grantees with Multiple Active OJJDP Medium

Awards

ARRA Only - Noncompliant with
FederalReporting.gov

ARRA Only - Inaccurate Job
Creation/Retention Figures

Thursday, July 19, 2012
2:17:28 PM
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Fiscal Year 2011 Desk Review Report

Grant Number: 2010-MC-CX-K027

Not Applicable -

Thursday, July 18, 2012
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Fiscal Year 2012 Desk Review Report

Grant Number: 2010-MC-CX-K027

Maine State Police

2010-MC-CX-K027 16003001 Augusta ME $464,438.00
Award Number Grantee Name Vendor Number City State Award Amount
0JJoP JJFY11ICAC CONT 4/1/2010 9/30/2012 Cooperative Agreement N/A
Program Office Program Start Date End Date Grant Type Special Category
Jeffrey Gersh No 3 9
Program Manager High Risk Grantee No. of Active Awards in No. of Active Date of Last OCFO Visit Date of Last
Program Office Awards in OJP Programmatic Visit
Assessment Summary: Date Completed: 5/21/2012
Award Documentation Yes Information is complete
FFR Compliance and Accuracy Yes FFR's are accurate
Progress Report Compliance and Accuracy  Yes Progress reports are accurate
Active Withholding Conditions No No withholding conditions
Special Conditions Yes Grantee has special conditions that require follow-
up
Subrecipient Information N/A State grant - all recipients work for the state
FFATA Reporting Compliance N/A N/A
Drawdown Activity Yes Rate of expenditures proportionate to the level of
program activity
DOJ High Risk Grantee No Grantee is not on the high risk list
OIG Audit No Grantee does not have any outstanding issues
from an OIG audit
Conference Cost Review Yes Grant includes funds for conference
Conference Cost Reporting Yes Grantee is in compliance with reporting
requirements
Issues from Past Desk Reviews and/or Site  No No outstanding issues from past desk reviews or
Visits audits
Issues from Past Financial Monitoring No No issues from past financial monitoring issues
Performance Measurement Reporting Yes Grantee is current with performance measurement
Compliance data submission
Performance Measurement Reporting No Grantee has submitted complete performance
Accuracy measurement data
Activities/ Deliverables Yes Grantee activities and deliverables support their
goals and objectives
Implementation Issues No No implementation issues noted
Deliverable Quality No Delverables are of high quality
Grant Adjustment Notices No Grantee has note requested frequent GAN's
Training and Technical Assistance No TTA provided n the past

Thursday, July 19, 2012
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Fiscal Year 2012 Desk Review Report

Grant Number: 2010-MC-CX-K027
1612(c) Reporting Compliance -

15612(c) Reporting Accuracy -

Summation/Notes - The grantee is performing at a high level The
grantee is high profile and is frequently cited in the
media. In addition the grantee receives a large
annual grant. As a result a yearly site visit is
performed.

Thursday, July 19, 2012
2:19:07 PM Page 2



Narratives

https://grants.ojp.usdoj.gov/gmsinternal/getProgressNarrativePrintView.do

U.S. Department of Justice
Office of Justice Programs

07/24/2012 06:40:49 AM

iAward Number: 2010-MC-CX-K027

The purpose and goals of this grant are to continue the employment of an ICAC grant funded Computer
Forensic Analyst for the Maine State Police Computer Crimes Unit and the hiring of an additional Computer

Forensic Analyst and a Forensic Technician. There is also some funding for ICAC commanders meetings and
some samll amounts for equipment/software.

The one current analyst is still working under funds from the 07/09 ICAC continutation grant and his activities
are being reported under the 07/09 grants. We are also using the 07/09 funds to support current ICAC
commanders meetings. We have not had to use the '10 ICAC funds yet for that position or the meetings.

We have taken significant steps to hire the two additional positions under this 2010 grant, but they are not in
place yet. We predicted that the hiring process would take three months to complete. It is taking slightly
longer than that so far, but should be completed very soon. Whereas the start date of this grant was made
retroactive to April of 2010 we have already asked for an extension of this grant.

Grant Report Narratives
Report Number: 1

1ofl

7/24/2012 6:40 AM



Narratives https://grants.ojp.usdoj.gov/gmsinternal/getProgressNarrativePrintView.do

U.S. Department of Justice
Office of Justice Programs

07/24/2012 06:41:46 AM

Grant Report Narratives
IAward Number: 2010-MC-CX-K027 Report Number: 2

The purpose and goals of this grant are to continue the employment of an ICAC grant funded Computer
Forensic Analyst for the Maine State Police Computer Crimes Unit and the hiring of an additional Computer
Forensic Analyst and a Forensic Technician. There is also some funding for ICAC commanders meetings and
some samll amounts for equipment/software.

4/1-12/31, 2010

The one current analyst is still working under funds from the 07/09 ICAC continutation grant and his activities
are being reported under the 07/09 grants. We are also using the 07/09 funds to support current ICAC
commanders meetings. We have not had to use the '10 ICAC funds yet for that position or the meetings.

We have taken significant steps to hire the two additional positions under this 2010 grant, but they are not in
place yet. We predicted that the hiring process would take three months to complete. It is taking slightly
longer than that so far, but should be completed very soon. Whereas the start date of this grant was made
retroactive to April of 2010 we have already asked for an extension of this grant.

1/1-6/30

We did not access these grant funds until 2/20/11 whereas we were still using personnel expenses under the
2007/2009 ICAC.

On 2/20/11 we began using this grant to continue employment of a computer forensic analyst in our lab.
During this period, in addition to doing forensics in the office, he went out on the road assisting detectives
serving warrants and conducting knock and talks. He worked with NOAA, NCMEC, the FBI, ICE, and the Secret
Service. He was also an instructor for the 20th Basic Law Enforcement Training Program on the topic of
computer crimes. He does most of the iPhones/iPads for the lab. In addition to the field previews and the
above tasks, he completed 12 forensic cases.

We have hired the additional forensic analyst under this grant. He will start with us in August after he finishes
his current assignment. No funds will be accessed for this position until August.

We have sent all of the paperwork and the posting for the forensic technician position to our State Human
Resources department and are waiting for permission to advertise for this position.

1 ofl 7/24/2012 6:41 AM



Maine State Police Computer Crimes Unit
Julyl — December 31, 2011

Submitted to the Department of Justice
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Overview

During the 2011 July 1st to December 31st funding cycle, the Maine State Police
Computer Crimes Unit (MSP CCU) achieved its goals to increase public safety by
increasing the number of technologically-assisted child exploitation investigations and
related prosecutions. By recruiting and training two additional Computer Forensic
Analyst and a Forensic Technician we should be able to meet the goal.

Forensics

Computer Forensic Analyst (il continued his work with the MSP CCU. In this LE
6 month funding cycle, R completed thirteen (13) cases involving a total of
fifty-seven (57) computer hard drives . The breakdown of the cases was one (1) peer-
to-peer generated child pornography possession cases, ten (10) child pornography
(non-P2P) cases, one (1) solicitation of a minor case, and one (1) computer hacking
case.

S - (so performed five (5) field previews (15 HDDs) during this reporting
period.

In August 2011, the Maine State Police Computer Crimes Unit hired (NP of
the Lewiston Police Department as a Computer Forensic Analyst. (ENED
completed his EnCase training, Online Social Networking training, and basic cyber
crime investigations training in October 2011 and began casework. He has completed
five (5) cases : two (2) peer-to-peer generated child pornography possession cases;
one (1) child pornography (non-P2P) case; one (1) sexual exploitation of a minor case;
and one (1) computer hacking case.

G - so performed three (3) field previews during this reporting period and
made one (1) arrest in his capacity of a Lewiston Detective in a child pornography case.

" Stated expectations for Computer Forensic Analysts are an average of 2 cases/month.

On November 7, 2012 the Maine State Police Computer Crimes Unit hired{illlll

@ - Forensic Technician assigned to the Vassalboro facility. (NN
primary focus during this project period was the re-organizing of the Unit's property
rooms and the in-take of evidence. This relieved that burden from the Unit's detectives
and Computer Forensic Analysts. [Nl also began researching electronic
evidence tracking software programs during this period.
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In 2011, this lab processed over 132 ICAC Forensic cases with an additional 11
cases awaiting judicial action and 91 Technical support requests.

Related Articles:
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we-cannot-turn-our-backs-on-victims-of-child-sex-abuse_2011-11-16.htm

ellsworth-man-pleads-not-guilty-to-filming-child-in-bathroom.htm

Overview of Performance Measures for the ME ICAC
July 1, 2011 through December 31, 2011

Arrests:; 7

Cases Referrals:
Federal: 11
State: 25
Out of State: 1
Local. 4

Agency Assists: 36

Portland Police Department 14
Cumberland County Court 13
Cumberland County Sheriff
State of Maine agencies
Presque Isle Police Department
Veazie Police Department
Waterville Police Department
U. S. Secret Service

L L WL UL U . G §

Citizen Assists: 25

CyberTipline Reports: 163
Peer to Peer Referrals: 132
Technical Support: 91

Forensic Exams: 74

Subpoenas or Court Orders:
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Federal: 4
State: 134

Search Warrants:

State: 15

ME ICAC Task Force Major Affiliates (as of December 2011)

Bangor PD
Portland PD.
Umaine orono
Saco PD
Lewiston PD
Damariscotta PD
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Fiscal Year 2011 Assessment Report

Grant Number; 2007-DD-BX-K007

Program Manager Name: Bronson, Willie Office: OJJDP
Grantee Information: Grantee Name: MAINE STATE POLICE
City: Augusta State: ME Vendor ID: 16003001
Grant Information: Program: JJ FY09 ICAC Cont Award Amount: $454,986.00
Grant Number: 2007-DD-BX-K007 Award Start Date: 9/1/2007
Grant Type: Discretionary Award End Date: 6/30/2011

Spec. Cat Grant: Non-Special Cat. Grant

Monitoring Summary: Monitoring Priority: Low Monitoring Assessment Rating 12
To Be Monitored in FY 2011 ? [ ] Justification Comment: Per program office policy

Planned Monitoring Quarter:  Not Selected or rotation
Summary Note:

Assessment Summary:

Grantee Organization No state agency

Matching Funds, Program Income, or No none

Interest

New Purpose Area, Program, or Grantee No continuation

American Recovery and Reinvestment Act Yes

(ARRA)

High Profile/ Sensitive Grants Yes ICAC

Complexity of the Award Yes multile subawards

Non-Compliant Closeout No no non-compliant closeout

Special Conditions Indicators Low in compliance

Performance Measures Low in compliance

Concerns from Prior Desk Reviews andlor ~ LOW no prior concerns noted

Monitoring Visits Low grantee is responsive

Nonresponsive Grantee

Financial Status Report Indicators Low meeting all financial requirements for this award

Programmatic Report Indicators Low grantee is meeting all programmatic requirements

High Risk Grantee Low

Implementation Issues Low no imp,emnttion concerns with this grantee

Grantees Requiring Training and/or Low no TA required or requested

Technical Assistance

Grantees with Multiple Active OJJDP Medium

Awards

ARRA Only - Noncompliant with -
FederalReporting.gov

ARRA Only - Inaccurate Job -
Creation/Retention Figures

Friday, November 19, 2010

9:19:10 AM Page 1



Fiscal Year 2011 Assessment Report

Grant Number: 2007-DD-BX-K007

Not Applicable -

Friday, November 19, 2010

9:19:10 AM Page 2



Department of Justice
Office of Justice Programs
Graq(s Accounﬁng Moduie

Grant Number: 2010MCCXK027
Grantee: MAINE STATE POLICE

Grantee ID: 016003001

State Grant Awarded: ME

Last Financial Status Report: 09/30/2012

Report by Grant #

08:14:33 AM

Obligation Payment
Last Trn Doc Type  Amount Amount
06/30/2010 CM $.00 $.00
07/06/2010 OB $231,415.00 $.00
03/15/2011  EX $.00 $3,505.06
04/08/2011 EX $.00 $7,049.00
05/02/2011  EX $.00 $6,597.00
06/01/2011  EX $.00 $5,466.00
07/08/2011  EX $.00 $5,925.00
08/17/2011  EX $.00 $6,511.00
08/29/2011 CM $.00 $.00
09/07/2011 OB $233,023.00 $.00
09/20/2011  EX $.00  $10,000.00
11/01/2011  EX $.00  $12,500.00
11/18/2011  EX $.00  $12,500.00
12/09/2011  EX $.00 $8,324.00
12/15/2011 EX $.00 $6,269.00
01/19/2012  EX $.00  $27,428.00
02/24/2012  EX $.00  $10,000.00
03/22/2012  EX $.00  $12,000.00
04/05/2012  EX $.00  $13,775.00
05/01/2012  EX $.00  $13,000.00
05/22/2012  EX $.00  $12,000.00
06/20/2012  EX $.00  $14,000.00
07/19/2012  EX $.00  $12,000.00
08/01/2012  EX $.00  $12,000.00
08/22/2012  EX $.00  $13,000.00
09/26/2012 CM $.00 $.00
09/27/2012 OB $227,522.00 $.00
10/02/2012  EX $.00 $6,237.28
10/12/2012  EX $.00 $1,328.66
EX $.00 $8,671.34
11/09/2012  EX $.00  $12,000.00
12/03/2012  EX $.00  $13,000.00
12/26/2012  EX $.00  $14,000.00
Totals: '$691,960.00 ' $279]086.34
Run on: Wednesday, January 9, 2013  at 08:14:33 AM

Balance

$.00
$231,415.00
$227,909.94
$220,860.94
$214,263.94
$208,797.94
$202,872.94
$196,361.94
$196,361.94
$429,384.94
$419,384.94
$406,884.94
$394,384.94
$386,060.94
$379,791.94
$352,363.94
$342,363.94
$330,363.94
$316,588.94
$303,588.94
$291,588.94
$277,588.94
$265,588.94
$253,588.94
$240,588.94
$240,588.94
$468,110.94
$461,873.66
$460,545.00
$451,873.66
$439,873.66
$426,873.66
$412,873.66

SATEETERE T
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FEDERAL FINANCIAL REPORT

(Follow form instruction)

1. Federal Agency end Organizational Element 2. Faderal Grant or Other idenlfying Numbar Assigned by Federal Agancy Page of
lo Which Report is Submitted {To report multiple grants, uss FFR Atlachment)
U.S. Depariment of Justice 2010-MC-CX-K027 | 1 |

3. Reciplent Organization (Nsme and complets addrass Including Zip code)

Malne State Police
45 Commerce Drive State House Stalion 42Augusta, ME 04333-0042

4a. DUNS Numbar 4b. EIN 5. Reclplent Account Number or identifying Number 6. Rapor Type 7. Basis of Accounting
(To report multiple grants, use FFR Attachmant) Quartely

809045958 01-6000001 B :z:::::"nual
O Final 0 cash B Accual

8. Project/Grant Pericd 9. Reporling Period End Dale

From: (Month, Day, Yaar) To: (Month, Day, Year)
04/01/2010 06/30/12013 09/30/2012
10. Transactions Cumulative
{Usa fines a-c for single or muiliple grant reporiing)
Faderal Cash {To report multiple grants also use FFR Attachment):
a. Cash Recsipls
b. Cash Disbursements
¢. Cash on Hand (iine a minus b)
(Use linas d-o for single grant reporting)
Fedaral Expenditures and Unobligated Balance:
d. Tolsl Fedaral funds authorized $ 691,960.00
a. Federel share of expendituras $ 228,460.08
{. Federal share of uniiquidated obligalions $ 31,932.98
g. Tols Federal share (sum of lines e and f) $ 260,383.07
h. Unohligated batance of Federal funds (line d minus g) $ 431,566.93
Reciplent Share:
i. Total reciplent share raquired $ 0.00
}. Reclpient share of ex. $ 0.00
k. Remaining recipient shere to be pravided (line | minus j) $ 0.00
Program |
1. Total Federal program incoms samed $ 0.00
. Prograntincome”exk in with-the 18 f
n. Program income expended in accordance with the addition altemative $ 0.00
0. Unexpendsd program incoma (line | minus line m or line n) $ 0.00
11, Indirect a. Type b. Rale ¢. Period Fram Period To d. Bass 6. Amount Cherged f. Federal Share
’ Not Applicable
ST A AT g. Totals:
12 R ks: Allach any exp! yor jon required by Federal sponsonng agency In with g ing leg
13. Certification: By signing this report, | certify that it is true, complete, and accurate to the best of my knowledge. 1 am aware that
any false, fictitious, or fraudutent informatlon may subject me to criminal, civll, or administrative penalities. (U.S. Code Title 18, Section 1001)
a..Typed or Printad Name and Tille of Authorized Certifying Officiel c. Telephane {Area code, number and axtension) b (a
G . St-f Accountant b
d. Email address ‘
b. Signature of Authorized Certlfying Offilcial 8. Date Report Submitted (Month, Day, Year)
10/31/2012
“14.-Agency use only. : -
'QJP Vandor Numbar. 016003001 S5 Ay
Standard Form 425 OMB
Approvai Number: 0348-0061
Expliration Date: 10/31/2011
Paperwark Burden Statement
A g to the Pap rk R Act, as ded, no persons Bra requirad to respond lo a coliection of information unless if displeys a valid OMB Control Numbar. The valld OMB conlrol
numbsr lur this information coliection Is 0348-0061. Public reporting burden for this ion of is o ge 1.5 hours per including time for ravi g
g dals . g g and malniaining (he data needed, and end ravi g the collection of ion. Send g the burden ar any olher
Bspect uf this liactlon of Including suggastons for reducing this burden, to the office of Manngemanl Brg Budpel Paparwork Reduction Prnlecl (03445-0080) Vvashington, DC 20503

Printed by GMS on 01/09/2013 08:20 AM



FEDERAL FINANCIAL REPORT

(Foliow form instruction)

1. Faderal Agency and Organizational Elemsnt 2. Federal Granl or Other Identifying Number Assigned by Federal Agancy
to Which Report is Submitted (To report multiple grants, use FFR Attachment}

U.S. Department of Justice 2010-MC-CX-K027 Il

Page of

3. Recipient Organization {Name and complets address inciuding Zip cade)
Maine State Palice
45 Commerce Drive State House Station 42Augusta, ME 04333-0042

4a. DUNS Number 4b. EIN 5. Raclipient Account Number or |dentifying Number 6. Report Type 7. Basis of Accounting
{To report multiple grants, use FFR Atlachment) Quartely

809045958 01-6000001 8 i:rT:a?mual
0O Final 0 Cesh & Accrual

B. ProjecVGrant Period 8. Reporling Pariod End Date
From: {(Month, Day, Year) Ta: {(Month, Day, Year)

04/01/2010 06/30/2013 06/30/2012
10, Transactions

Cumuiative

{Use lines a-c for single or multipie grant reporiing)

Federal Cash {To repart multiple grants also use FFR Attachment):
a, Cash Recslpls

b. Cash Disburseaments

¢. Cash on Hand (line a minus b)

{Usa lines d-o for single grant reporting)

Federal Expenditures and Unobligated Balance:

d. Tolal Federal funds authorized $ 691,960.00

§ 184,207.02

$ 0.00
$ 184,207.02
§ 507,752.98

8. Federal share of expenditures

{. Fedsral share of unliquidaied abligations

g. Total Federal share (sum of fines e and 1)

h. Unobligated balance of Federal funds (tine d minus g)
Reclplent Share:

i. Total recipient share required $ 0.00

$ 0.00
§ 0.00

). Racipl

t share of ditures

p

k. Remalning reclplent share to be provided (Iine i minus ))

Program Income:

|. Total Federal progrem income samad |

$ 0.00

m~Program-incoms ded in with.the.deduction allemaliv

P

n. Program income expended In accordance with ihe addition allemalive $ 0.00

0. Unexpended program income (fine | minus line m or kine n) $ 0.00

{, Federal Share

11. Indirect a. Typs b. Rate c. Period From Period To d. Base e. Amount Charged
Expense
Not Appilcable

| g. Totals:

12. R ks: Allach any exp! o y or

on required by Federal sponsoring agency in compliznce wilh governing legislation:

43. Certification: By signing this report, | cestlfy that it Is true, complete, and sccurate to the best of my knowiedge, 1am aware that
any false, fictitious, or t inf may subjact me to criminal, civli, or administrative penallties. (U.S. Code Titte 18, Section 1001)

a. Typed or Priniad Name and Title of Authorized Cerlifying Official

SR . st:if Accountant é&

¢. Telophone (Araa code, number and extenslon)

d. Emall eddress /

e. Data Report Submitied (Month, Day, Yesar)
07/20/12012

\-14, Agency use only:

b. Signature of Authorized Certlfying Offilcial

'0JP Vendor Niimber: 016003001
Standard Form 425 OMB

Approval Number: 0348-0061

Explration Data: 10/31/2011

Paperwork Burden Statement

According to the Paparwork Reduction Act, as amendad, no p sra required lo raspond to a of unless If displays 2 valid OMB Control Number. The valid OMB control
for this is 0348-0061. Public reporting burden for this colleclion of is d lo g8 1.5 hours per resp Including lime for g
searching exisling data sources, gathering and malntaining the data d, and F and g the of inf lion. Send o

the burden esiimate or any other

aspact of this coflection of Information. Including suggestons for raducing this burden, to the office of Managemant and Budgst. Paperwork Redu
- S S — S e — T e

ction Pruls;l {03448-0060). Washinpion, DC 20503
A e B T S

Printed by GMS on 01/09/2013 08:38 AM



FEDERAL FINANCIAL REPORT

({Follow form instruction)

1. Federzl Agency end Organizalional Element 2. Federal Grant or Other ldenlifying Number Assigned by Fedaral Agancy
to Which Raport is Submittad {To reporl mulliple grants, use FFR Attachment)

U.8. Depariment of Justice 2010-MC-CX-K027 |

Page of

3. Reclpient Organization {Name and complete address Including Zip code)

Maine State Police

45 Commerce Drive State House Station 42Augusta, ME 04333-0042
4a. DUNS Numbar 4b. EIN

5. Raciplent Account Number or ldentifying Numbar 6. Rapor Typa 7. Basis ol Accounting
(To report multlple grants, use FFR Altachment) Quarlaly

809045958 01-6000001 g SembAnnusl

O Final 0 cesh K Accrual

8. Project/Grant Period 9. Reporting Period End Dale
From: (Month, Day, Year) To: (Month, Day. Year)

04/01/2010 | 06/30/12013 03/31/2012
10. Transactions

Cumulative

(Use lines a-c lor single or multipla grant reporiing)

Federal Cash {To report multiple grants also use FFR Attachment):
a. Cash Recaipts

b. Cash Disbursemsnis

c. Cash on Hand (line 8 minus b)

{Use lines d-o for single grant raporling)

Federal Expenditures and Unobligated Balance:

d. Total Federal funds authorized $ 691,960.00

$ 132,730.83

$ 0.00
$ 132,730.83
$ 559,229.17

e. Faderal share of expendiures

f. Federa! share of unliquidaled obligations

g. Totel Federal share (sum of lines e and f)

h. Unobligated halance of Fedarsl funds (line d minus g)
Reclpient Share:

I. Total recipient share required $ 0.00

$ 0.00
$ 0.00

]. Recipient share of

k. Remaining recipient share to he provided {line | minus J)

Program Income:

I. Total Faderal program Income earned $ 0.00

m.-Rrog income. ']

in d with. the. 1.8jternative

n. Program Incoma expended in accordance with the addlifon sltemalive $ 0.00

$ 0.00
e. Amount Charged {. Federal Share

0. Unexpended program income {line § minus fine m or line i)

11. Indlrect a. Type b. Rate c. Perlod From Period To d. Bass
i Not Applicable

g. Totals:

12. R Altach any

p deemsd y or n required by Federat sp ring agency in compliance with goveming iegistation:

13. Certification: By signing this report, | carﬂfy that It Is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitious, or fr may subject me to criminal, civil, or adminlstrative penallties. (U.S. Code Title 18, Section 1001)

a. Typed or Printed Narme and Tille of Authorized Certifying Officlal

— Staff Accountant .é b

c. Talaphone (Area cods, number and exlenslr:Z é

d. Emall addrass /

| em— e oo

e. Date Report Submitted {Month, Day, Yaar}

04/23/2012

14; Agancyuseonly‘ ; BTN T _
-0JP Vendor Number: 016003001 1T T

b. Signalure of Authorized Cerlifying Offiicial

Standerd Form 425 OMB
Approval Number: 0348-0061
Expiration Dats: 10/31/2011

Paperwork Burden Statament

According o tha Papsrwork Reduction Act, as amended, no persons are requlred to respond lo a collection of information unless If displays & valid OMB Control Numher. The valid GMB conlrol
number for this information collaction is 0348-0081. Public reporting burden for this collection of Informaﬁcm is estimated to average 1.5 hours per resp ineluding lime for ing instructions,
searching existing data ing and g the data naeded, and pieting and ravi g the collection of inf }

Send Iha burden ealImals or any other
aspect of this collection of Inlurmalion Indudlnp suggeslons for raducing {his burdan, to the office of Manausmenl and Budgsl. Papserwork Reduclion Pmlecl (03448-0050) Washington, DC 20503

Printed by GMS on 01/09/2013 08:03 AM




FEDERAL FINANCIAL REPORT

(Fottow form instruction)

1. Federal Agancy and Organizaliona! Element 2. Faderal Grant or Other |denlifying Numbar Assignad by Federa! Agancy
o Which Report is Submitted (To report mulliple grants, use FFR Attachment)

U.S. Department of Justice 2010-MC-CX-K027 |

Page

of

3. Recipiant Org {Name and

Maine State Police
45 Commerce Drive State House Station 42Augusta, ME 04333-0042

p address ing Zip cods)

48, DUNS Number 4b. EIN §. Recipiant Account Number or ldentifying Number

(To rapart multipte grants, use FFR Altachment) Quartely

809045958 01-6000001 5 SembAnnual

6. Repori Typs 7. Basis of Accounling

O Final 0 cash & Accrual

8. ProjectGrant Period 9. Reporting Period End Date
From: {Month, Day, Year) To: {(Month, Day, Year) poring

04/01/2010 06/30/2013 12/31/2011

10, Transactions Cumulative

{Use lines a-c for single or mulllple grant reporting)

Federal Cash (To report multiple grants also use FFR Attachment):

a. Cash Receipts

b. Cesh Disbursements

c. Cash on Hand {line a minus b)

{Use lines d-o for single grant raporting)

Federal Expenditures and Unobiigated Balance:

d. Tolal Federal funds authorized

$ 691,980.00

e. Federal share of expendiiures

$ 79,787.77

{. Federal share of unfiquidated obllgations

$

0.00

g. Total Federal share {(sum of fines e and I}

$ 79,787.77

h. Unobligated balance of Federal funds {line d minus g)

$ 612,172.23

Reciplent Share:

|. Tolal reciplent shera regquired

0.00

). Reciplent share of dilures

p

0.00

k. Remaining recipienl share to be provided (line i minus J)

0.00

Program Income:

1. Totei Federal program income samed

|_____m. Program income expendsd in accordance with the deduction allemative

n. Program income expendead in accordance wilh the addition allemative

$

0.00

0. Unexpended program income {line | minus line m or tine n)

$

0.00

11. indirect a. Type b. Rate c. Panod From Pariod To d. Base 8. Amount Charged {. Federal Share

i Not Applicable

1L ] g Totals:

12. R Attach any )t d y or inf i

P

required by Fedaral sp ring agency in pliance with g

13. Cerilfication: By slgnlng !hls raport. 1 canlfy that it is true, compiete, and accurate to the best of my knowledge. | am aware that
any false, fictitious, or fr may me to criminal, civll, or administrative penalities. (U.S. Code Titie 18, Section 1001)

a. Typed or Printed Name and Title of Authorized Certifying Official

c. Telaphone (Arsa code, number and exiension)
SN . St=ff Accountant & (& _— bbb

d. Emal) address /

S @ ine gov

b. Signature of Authorized Cerlifying Offlicial ©. Dale Report Submitied (Manth, Day, Year)

01/13/12012

14, ‘Agency uge only: . i
:QJP Vendor Number: 016003001

Standard Form 426 OMB
Approval Numbar: 0348-0061
Expiralion Date: 10/31/2011

Paparwork Burden Statement
According 1o the Paperwork Reduclion Ac!, as amended, no persons are raquired to respond io a ion of

1 uniess If displays a valid OMB Control Nurnhar The valid OMB control
number for this informalion coliection |s 0348-0061. Public reporting burden for this lon of ian is ‘o ge 1.5 hours per g time for revi ion
g g data [+] g and maintalning the data needed, and pleling and reviewing the collection of lon. Send d lha burden estimate or any olhar
aspacl of this coliaction of jon. i suggss\nns for reducing this burden, io lhe office of Msnapsmenl and Budgel. Paperwork Reduclion Pmlecl (0344841050) Washinglon, DC 20503

Printed by GMS on 01/09/2013 08:29 AM




FEDERAL FINANCIAL REPORT

(Follow form instruction)

1. Federal Agency and Organizalional Element 2. Federal Grani or Other ldsnlifying Number Assigned by Federa! Agancy Page of
to Which Reporl is Submitied (To report multiple grants, use FFR Attachment)
U.S. Department of Justice 2010-MC-CX-K027 | 1 I 1
3. Recipient Organization {Name and complete address Including Zip code)
Malne State Police
45 Commerce Drive State House Station 42Augusta, ME 04333-0042
4a. DUNS Number 4b. EIN 5. Recipienl Account Number or |denlifying Number 6. Report Type 7. Basls ol Accounting
(To raport multiple grants, use FFR Attachmant) Quartaly
808045958 01-6000001 g i:::rlnnual
0O Final 0O cash X3 Accrual
8. Projecl/Grant Period 9. Reporting Pericd End Date
From: (Month, Day, Year) To: {(Month, Day, Year)
04/01/2010 06/30/2013 09/30/2011
10. Transactlons Cumulative
{Use lines a-c for single or multiple grant reporiing)
Federal Cash {To report multiple grants also use FFR Attachment):
a. Cash Recelpls
b. Cash Disbursements
c. Cash on Hand (iine 8 minus b)
{Use lines d-o for single grant reporling)
Federol Expenditures and Unobligated Balance:
d. Total Federal lunds authorized $ 6091,960.00
e. Federal share of expendiluras $ 4499242
{. Fedarai share of unliquldated obligalions $ 0.00
g. Tolal Federal share (sum of lines & and [) $ 4499242
h. Unobligated balance of Federal funds {line d minus g) $ 646,967.58
Reclipient Share:
i. Total reciplent share reguired $ 0.00
). Recipient share of S 0.00
k. Remaining recipiant share to be provided (line | minus )) 0.00
Program Income:
i. Total Fedsral program income eamed $ 0.00
m._Progrem.Income.expendad in accardance with the deduction sltemalive
n. Program income expended In accordance with the addllion alternative % 0.00
6. Unexpended program income (ine | minus line m or tine n) $ 0.00
11. Indirect a. Typs b. Rate c¢. Period From Period To d. Base e. Amount Charged {, Fedaral Share
Not Applicabie
+1 g. Tolals:
12. Ri Attach any exp i d y or Inf on required by Federal spc ing agency in i with g g ieg
13. Certification: By signing this n:port, i cerllfy that it Is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitlous, or fr may sub me to criminal, civll, or administrative penalities. (U.5. Code Title 18, Sectlon 1001)
. Typed or Printed Name end Tille of Authorized Cerilfying Official c. Telaphons (Area code, number and axtensltz
SRS . Staff Accountant
b é d. Email address /
E——C i 5o
b. Signalure of Authorized Cerllfying Offiicial 8. Date Reporl Submitted (Month, Day, Year)
10/26/2011
4.7 Agsncy use only; ARt ‘ 3
0JF Vendor Number: 016003001
Standard Form 425 OMB
Approval Numbsr: 0348-0061
Expiration Date: 10/31/2011
Pap k Burden
According io the Paperwork Reduction Acl, as amandad, no persons are required lo respond lo 8 ion of inft jion unless If displays a valld OMB Conlrul Nurnbsr Ths valld OMB conlml
number for this information collection is 0348-00641, Public reporting burden for this colieclion of Inlormnllon is eslimatad to averape 1. 5 hours par resp ir g Ums (or revi g
saarching existing dala sources, gnlhering and maintaining the date needed, end completing and revi g the of Inf lon. Send tha burden estimate or any olher
aspact of this colisction of inft suggeslons for reducing this burden, to the office of Manapsmanl and Budpe!l. Paperwork Reduclion Prulel:t (03448-0050) Washinpion, DC 20503

Printed by GMS on 01/09/2013 08:55 AM



FEDERAL FINANCIAL REPORT

(Fotlow form instruction)

Maine State Poiice
45 Commerce Drive State House Statlon 42Augusta, ME 04333-0042

1. Federal Agency and Organizational Element 2. Fadsral Grani or Other |deniifying Number Assignad by Federal Agancy Page of
to Which Report ts Submilted {To repori multiple grants, use FFR Attachment)

U.S. Department of Justice 2010-MC-CX-K027 |
3. Racipient Org {Name and pleta addrass Ir g Zip cods)

4a. DUNS Number 4b. EIN 5. Recipiant Account Number or Idenlifying Number 6. Report Type 7. Basls of Accounling
{To repart muitiple grants, use FFR Altachment) Quanaly
808045958 01-6000001 g o
O Final {1 cash B Accrusl
8. Projec/Gran! Period 8. Reporiing Period End Date
From: (Month, Day, Year) To! (Month, Day, Year)
04/01/2010 06/30/2013 06/30/2011
10. Transactions Cumuiative

{Use lines a-c for singte or multipte grant reporiing)

Federal Cash (To report multiple grants also use FFR Attachment):

a. Cash Raceipls

b. Cash Disbursements

c. Cash on Hand {line a minus b)

{Use lines d-o for single gran! reporting)

Federal Expsnditures and Unobligated Balance:

d. Tolal Federal funds authorized

§ 691,960.00

e. Federal shara of expendilures

§ 22,522.82
{. Federel share of unliquidaied obligations $ 0.00
g. Total Federal share (sum of lines e and 1) $ 22,522.82

h. Unaobigated balance of Federal funds (fina d minus g)

$ ©669,437.18

Reciplent Share:
{. Total reclplent share required $ 0.00
]. Reciplent share of expanditures 0.00
k. Remalning recipient share to be providad (line | minus J) $ 0.00
Program Income:
1. Total Federal progrem income earned $ 0.00
m._Program Incoms expended In accordance with the deducti I
n. Program income expended In accordance with the addliion allemnalive $ 0.00
o. Unexpended program incame (line | minus line m or line n) $ 0.00
11. Indlrect a. Type b. Rate c. Period From Period To d. Base e. Amount Chergad {. Federal Shara
i Not Applicable
- He s A e ! " | g. Totets:
12. Remarks: Altach any ex i d y or informalion reguired by Federal sponsonng agency in compliance with governing legistation:
13. Certification: By signing this repart, | certify that It Is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitious, or fraudulent Information may subject me to criminal, civll, or adm!nistrative penalitles, (U.S. Code Title 18, Section 1001)
a. Typed or Printed Name and Tille of Authorized Cerllfying Official c. Telephons {Area cods, number and exiension) é ¢
SRS, Stoff Accountant b b —h
d. Email address /
e o
b. Signalure of Authorized Certifying Ofiiicial a. Date Report Submitted {Month, Day, Year}
07/18/2011
Standard Form 426 OMB
Approval Number: 0348-0061
Expiration Date: 10/31/2011
Paperwork Burden Statement
According to the Pap: K F ion Acl, 8s nop ere requirad {o respond to a collection of inf unless If dispiays e valild OMB Control Number. The valld OMB contro!
ber for this inf } ion Is 0348-0061. Public reporting burden for this 1 of 115 lo ge 1.5 hours per r luding fime for revi i
g exisling data gathering and mainiaining the data ded, and leling and reviewing the of Send o the burdsn eslimate or any olhar
aspact of this collection of Iudi suggsslons for reducing this burden, lo the offEe of Menagemsnt and Budgel. Paperwork Reduction Project (03448-0060). Washington, DC 20503

Printed by GMS on 01/09/2013 08:12 AM




FEDERAL FINANCIAL REPORT

(Foliow form instruction)

Printed by GMS on 01/08/2013 08:18 AM

1. Faderal Agency end Organizallonal Element 2. Federal Grant or Other idenlifying Numbar Assigned by Federal Agancy Pags of
1o Which Report is Submitted (To report multipie grants, use FFR Attachmeant)
U.S. Department of Justice 2010-MC-CX-K027 |
3. Reciplent Organizalion (Name and comp!ste address Including Zip code)
Maine State Poiice
45 Commerce Drive State House Station 42Augusta, ME 04333-0042
4a, DUNS Number 4b, EIN §. Racipient Account Number or Identifying Numbar 6. Reporl Type 7. Basis of Accounting
(To raport mullipte grants, use FFR Attachment) Quartely
809045058 01-6000001 g Som-pnnil
O Firel {0 cesh K Accrual
8. Projac/Grant Period 9. Reporting Period End Dale
From: (Month, Day, Ysar) To: {Month, Day, Year)
04/01/2010 06/30/2013 03/31/2011
10. Transactions Cumulative
(Use lines a-c for single or multiple grant reporting)
Federal Cash {To report multiple grants also use FFR Attachment):
a. Cash Recelpls
b. Cash Disbursements
c¢. Cash on Hand {line a minus b)
{Uss lines d-o for single gran! reparting)
Federal Expenditures and Unabligated Balance:
d. Total Federal funds authorized $ 691,960.00
e. Federal share of expendilures $ 5,001.26
[. Federal shera of unliquidated obligalions $ 0.00
g. Total Faderal ehare (sumn of lines e and f) $ 5,001.26
h. Unobligaied batance of Fedearal funds (line d minus g) $ 6B6,958.74
Recipient Share:
1. Total recipient shera required $ 0.00
J. Recipient shera of expendituras $ 0.00
k. Remaining raciplani share to be provided {line i minus ]} $ 0.00
Program Income: :
|. Tola! Feders! progrem income eamad $ 0.00 :
m._Program income expendad in accordance with the deduclion |
n. Program income expended in accordance with the addillon alternalive $ 0.00
0. Unexpended program income {line | minus fine m or line n) $ 0.00
11, Indiract a. Typs b. Rale c. Period From Period To d. Base e. Amount Charged {. Federal Share
Not Appiicable
9. Totals:
12. Remerks: Altach any d y or information required by Federal sponsoring agency in compliance with goveming tegistation:
13. Certification: By signing this report, | certify that it Is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitious, or fr may subject me to criminal, civil, or administrative penalities. (U.S. Code Title 18, Section 1001)
. Typsd or Printed Name end Tiie of Authorized Certlfying Official c. Telsphone (Araa code, number and axlanzloz)
—. Staff Accountant b [
d. Emali address
CE—— e o
b. Signature of Authorized Cerlifying Offiicial e. Date Report Submitted (Month, Day, Year)
04/21/2011
Slandard Form 425 OMB
Approval Numbar: 0348-0061
Explration Date: 10/31/2011
Pap k Burden
According to the Pap k R 1 Act, 88 No persons ars req 1o respond lo a colleciion of Inf unless if displeys a valid OMB Control Number. The vaild OMB control
ber for this i liection is 0348-00641. Public reporting burden for this of ls to avaerage 1.5 hours per resp including time for reviewing instructt
hing data gathering and malnialning the data needed, end complsting end raviewing tha collection of Send g the burden estimale or any ulhar
aspact of this ion of suggestons for raducing this burden, {o the'office of Management and audgsl Paperwork Reduclion Pro]acl (03448—0060) Washington, DC 20503



FEDERAL FINANCIAL REPORT

(Follow form instruction)

1. Federal Agency and Organizational Element 2. Federal Grant or Other ldentifying Number Assigned by Federal Agancy Page of
o Which Raport is Submitted {To report muliiple grants, use FFR Attachment)
U.S. Department of Justice 2010-MC-CX-K027 I 1
3. Recipiant Organlzation (Name and complete address Inciuding Zip code)
Maine State Police
45 Commerce Drive State House Station 42Augusta, ME 04333-0042
4a, DUNS Number 4b. EIN 5. Raciplent Account Number or Identifying Number 6. Report Typa 7. Basis of Accounting
{To raport mulliple grants, use FFR Attachment) Quartely
809045958 01-6000001 g i:::ﬁmual
0O Final [0 cash [ Accrual
6. Projact/Grant Period 8. Raporting Period End Date
From: (Month, Day, Year) To: {(Month, Day, Year)
04/01/2010 06/30/2013 12/31/2010
10. Transactions Cumulative
{Use lines a-c for single or multiple grani raporling)
Federal Cash {To report multiple grants also use FFR Attachment):
a. Cash Recelpts .
b. Cash Dishursemenis
¢. Cash on Hand (line a minus b)
{Usa lines d-o for single grani reporting)
Feders| Expenditures and Unabligated Balance:
d. Tolal Federal funds aulhorized $ 691,960.00
8. Faderal share of expandiluras $ 0.00
{. Federal share of unliquidated obligations $ 0.00
g. Total Federal share (sum of lines e and ) $ 0.00
h. Unobligated balance of Federal funds {line d minus g) $ 691,960.00
Reclplent Share:
i. Total raclplent share reguired $ 0.00
). Recipient share of expendliures $ 0.00
k. Remaining recipient share to be providad (line i minus ) 0.00
Program Income:
|. Total Federal program income samed 3 0.00
m._Program Income expended In accordance wilh the deducil i
n. Program income expended In accordence with the addition allemalive $ 0.00
0. Unexpended program income (line | minus line m or line n) $ 0.00
11. indirect 8. Typs b. Rate c. Period From Period To d. Base e. Amounl Cherged {. Fedara! Share
" Not Appilcable
B g. Totals:
2. R Altach any axp | I{ i quirad by Fadersal sp ring agency in compliance with goveming legislation:
13. Certlfication: By signing this report, | canlfy that It is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitlous, or fr may Ject me to criminal, civil, or administrative penalities. (U1.S. Code Titie 48, Section 1001)
a. Typad or Printad Nama and Thie of Authorized Certifying Official c. Telephone (Area code, number and axlenslnr:)b 1‘
— Staff Accountant k) —_
d. Emall addrass /
- — Lo
b. Signature of Authorized Cerlifying Offiicial a. Date Report Submilied {(Month, Day, Year)
01/2412011
Standard Form 425 OMB
Approval Number: 0348-0061
Expiratlon Date: 10/31/2011
Paperwork Burden Statement *
According to the Paparwork Acl, as nop are required to respond 1o a ion of Inf unless if digplays e valid OMB Control Number. The valid OMB cantrol
numbar for this information collection is 0348-0061. Public reporiing burden for this of is esti dio ge 1 5 hours per resp including time for r g
g exi data , gathering and maintaining the dsta needsd, and pleling and raviewing the of Send ding the burden estimais or any olher
aspact of this calisction of ) sugpesluns for reducing this burden, 1o lha office of Management and Budge!. Paparwork Reduction Prulac! {0344B-0060). Washingion. DC 20503

Printed by GMS on 01/09/2013 08:46 AM




FEDERAL FINANCIAL REPORT

(Foliow form instruction)

1. Fadara! Agency and Qrganizallonal Elemant 2. Federal Grant or Other Idantifying Numbsr Asslgned by Federal Agancy
to Which Report is Submiltad {To rapori mulliple grants, usa FFR Attachmant)

U.S. Depariment of Justice 2010-MC-CX-K027 | J

Page of

3. Reciplent Org {Name and ] ing Zip coda)
Maine State Police
45 Commerce Drive State House Statlon 42Augusta, ME 04333-0042

4a. DUNS Number 4b. EIN 5. Reciplant Account Number or Identifying Number 8. Repori Type 7. Basls of Accounting

{To report multiple grants, use FFR Altachment) Queriely

809045958 01-6000001 g senina
O Finat [0 cesh & Accrual

8. Project/Grant Period 9. Reporling Period End Date
From: (Menth, Day, Year) To: (Month, Day, Year)

04/01/2010 06/30/2013 09/30/2010
10. Transactions

Cumutative

(Use fines a-c for single or multiple grant reporiing)

Federal Cash {To report muliiple grants also use FFR Attachment):
a. Cash Recelpls

b. Cash Dishursemenis

c. Cash on Hand (line a minus b)

{Usae lines d-o for single grant reporiing)

Federal Expenditures and Unobligated Balancu:

d. Tolal Federal funds suthorized % 691,960.00

$ 0.00
S 0.00
$ 0.00
. § 691,960.00

e. Faderal shara of expendilures

1. Federal share of unliquidated obligations

g. Total Federal share (sum of lines e and )

h. Unobligated balence af Federal lunds (line d minus g)

Reciplent Share:

I. Totzl raclpient share required s 0.00

$ 0.00
§ 0.00

). Recipient share of dituras

p

k. Remaining reciplent share to be provided {line i minus J)

Prograrm income:

|. Total Faderal program Income samad $ 0.00

m. Program | ded in 1ce with the deducti

n. Program § pended in with the addilion alternative $ 0.00

o. Unexpended program Income (line | minus line m or line n) [ 0.00

8. Amount Charged {. Federal Share

11. Indirect a. Type b. Rate c. Perind From Period To d. Base
Not Applicable

12. Remarks: Attach any exp i d yorir ion required by Federal ing agency in pli with g ing

13. Certlfication: By signing this report, | certlfy that It is true. complete, and accurate to the best of my knowledge. | am aware that
any faise, fictitious, or fr may me to criminal, clvil, or administrative penalities. (U.S. Code Titie 18, Section 1001)

a. Typed or Printed Name and Title of Authonzed Cerlifying Official c. Telephone (Area cade, ber and )

b4 Sl

. Staff Accountant —_

— d. Emall address ,
S e o

e. Date Report Submittag (Month, Day, Year)

10/19/2010

14, -Agency uss only: 2
0OJP Vendor-Number: 016003001

b. Signature of Authorized Cerlliying Offiicial

Standard Form 425 OMB
Approval Number: 0348-0061

Expiration Date: 10/31/2011
Paperwork Burden Statement
According o the Peparwork Reduclion Act, as ded, nop are required to respond fo 8 of inft unless if displays a vaild OMB Control Numbar. The vaiid OMB control
{or this is 0348-0061. Pubiic reporiing burden for this colk of is dio ge 1.5 hours per ding time for ravi
ing ext data galharing and g the data ded, and pleling and reviewing the of Send cc its ragarding the burden estimale or any olhsr
aspacl of this ion of ir Judi sugnsslons for reducing this burden, to Ihe office of Manngamunl and Budget. Paperwork Reduclion Projact (03448-0060). Washington, DC 20503

Printed by GMS on 01/09/2013 08:09 AM



FEDERAL FINANCIAL REPORT

(Foltow form instruction)

1. Federal Agency and Organizational Elsment 2. Fadaeral Grant or Olher denlifying Numbaer Assigned by Federsi Agancy Page of
to Which Report Is Submitied {To report muliiple grants, use FFR Attachment)
U.S. Department of Justice 2010-MC-CX-K027 : |
3. Recipient Org {Name and plele address Inciuding Zip code)
Maine State Police
45 Commerce Drive State House Statlon 42Augusta, ME 04333-0042
4a. DUNS Number 4b. EIN 5. Reciplant Account Number or Identifying Numbar 6. Repori Type 7. Basls of Accounting
(To rapon mulliple grants, use FFR Atlachment) Quertely
808045958 01-6000001 E i::::—:nnual
0 Final 0O cash &I Accrual
8. Project/Grant Period 8. Reporting Periad End Date
Fram: (Month, Day, Year) To: (Month, Day, Year) poring
04/01/2010 06/30/2013 09/30/2010
10. Transactlons Cumulative
{Use lines a-c for single or multlple grant reporting)
Federal Cash (To report multiple grants also use FFR Attachmant):
a. Cash Recaipts
b. Cash Dlsbursements
c. Cash on Hand (iine a minus b)
{Use iines d-o for single grant raporiing)
Federal Expenditures and Unobligated Balance:
d. Total Federal funds authorized $ 691,960.00
e. Federal share of expendilures $ 0.00
f. Federal share of unliquidatad obligations [ 0.00
g. Total Federal share (sum of lines e and f) % 0.00
h. Unobligated balence of Fedsral funds (line d minus g) $ 691,960.00
Reclpient Shara:
i. Total recipient share required S 0.00
). Reciplant share of d 0.00
k. Remalning reciplent shars to be providad {iine | minus J) 0.00
Program Income:
|. Tolal Fedaral program income aamed $ 0.00
m. Program Income exp In wilh the
n. Program Income expended In accordance with the addilion altarnalive % 0.00
0. Unexpanded program Incoma (line | minus line m or line n) $ 0.00
11. Indirect 8, Type b. Rate ¢. Period From Pariod To d. Base 8. Amount Charged {. Fedaral Share
. Not Applicabie
g. Tolals:
12. R : Altach any exp i d yor raquirad by Fedaral sponsoring apency in compliance with goveming legisiation:
13. Certification: By signing this report, | certify that it is truo, complete, and accurate to the best of my knowledge. | am aware that
any false, fictitious, or fr f ion may subject me to criminal, clvll, or administrative penalities. (U.S. Code Titie 18, Section 1001)
a. Typed or Printed Name and Tille of Authorized Cerllfying Official c. Telephone {Araa coda, number and axiepeiop)
SR St= Accountant b %
d. Emall address (
S e ooy
b. Signature of Authorized Certifying Offiicial e, Date Reporl Submilted (Month, Day, Year)
10/19/2010
7 — =
ok r
Standard Form 425 OMB
Approva! Number; 0348-0061
Explrstion Date: 10/31/2011
Paperwork Burden Statement
According 1o the Papsrwork Reduction Act, as smended, no parsons are reguirad to respond to & collection of ion uniess if dispiays & valid OMB Control Number. The vaiid OMB control
number for this information collaction is 0348-0061. Public reporting burden for this collection of inf lon s esti lo ge 1.5 hours per responss, including time for reviewing instructions,
saarching ing data g g and g the data needed, and I g and ing the of information. Send comments regarding the burden estimate or any other
espect of this collsction of inft i di suggestons for reducing this burden, to the office of Managament and Budgst. Paperwork Reduclion Projact (03448-0060). Washingion, BC 20503

Printed by GMS on 01/08/2013 08:38 AM



FEDERAL FINANCIAL REPORT

(Fallow form instruction)

1. Federal Agency and Organizaliona} Element 2. Federal Grant or Other Idenlifying Number Assignad by Federal Agancy Pags of
o Which Report is Submiited {To report mulliple grants, use FFR Attachment)

-U.S. Depariment of Justice 2010-MC-CX-K027 | 1
3. Raciplent Organi {Name and p Inciuding Zip cods)

Maine State Police
45 Commerce Drive State House Station 42Augusta, ME 04333-0042

4a, DUNS Number 4b. EIN 5. Recipient Account Number or identifying Number 6. Reporl Type 7. Basis of Accounling
{To report mulliple grants, use FFR Altachment) Quartsly
809045958 01-6000001 B Semhauus
O Final 0 Cesh DD Accual
8. ProjectGrant Period 8. Reporiing Period End Dale
From: {Monlh, Day, Year) To: {Month, Day, Year)
04/01/2010 06/30/2013 06/30/2010
10. Transactions Cumuiative

{Uss lines a-c for single or mulliple grant reporting)

Federal Cash (To raport muitiple grants also use FFR Attachment);
a. Cash Recelpls

b. Cash Disbursements
c. Cash on Hand {line a minus b)

{Use lines d-o for single grant reporting)

Federal Expanditures and Unobllgated Balance:

d. Totsl Federal funds authorized $ 691,960.00

e. Faderal share of sxpendiiures

$ 0.00
{. Fedsral share of unliquldated obligations ] 0,00
g. Total Faderal share (sum of lines e and f) $ 0.00
h. Unobligated balance of Fedsral funds (tine d minus g)

§ ©91,960.00

Reciplent Share:

I. Total racipleni share raquired

$ 0.00
). Reciplent share of expenditures 0.00
k. Rematning raciptent share o be provided (line | minus j) $ 0.00
Program Income:

I. Total Federal program income eamed $ 0.00

m. Program income ded in d with the deductl i

n. Program Income expended In accordancs with the addition altemalive % 0.00

0. Unexpended program income (fine | minus line m or line n) $ 0.00
41. indirect a. Type b. Rate €. Period From Pariod To d. Base &. Amount Charged {. Feders! Share

i Not Applicable
i ] 19 Totals:

12. R Allach any j yor ion raquired ;:y #adarsl Bponsoring agency in p with g ing lag

13, Certlfication: By signing lhls repnrt. | certify that It is true, complete, and accurate to the best of my knowledge. | am aware that
any false, fictltious, or f may subject me to criminal, clvil, or administrative penalities. (U.S. Code Title 18, Section 1001)

8. Typed or Printed Nams end Title of Authorized Carllfying Offictal

I S t=1 Accountant b’(ﬁ

¢. Telephone (Area cads, number and exlezsk:g)

d. Emall address /

b. Stgnaturs of Aulhorized Certifying Offiicial

e. Data Report Submiited (Monlh, Day, Year)
07/22/12010

Standard Form 425 OMB
Approval Number: 0348-0061
Explralion Date: 10/31/2011

Papsrwork Burden Statement

According to the Papsrwork Reduclion Act, a5 amended, no persons ara required 1o dioa ion of inft tion unless if displays a valid OMB Control Number. The valid OMB contro!
number for this information colleclion Is 0348-0061. Public reporting burden for this collecllnn of infarmation is eslimated lo average 1.5 hours per tuding time for r
isting data g ing and maintaining the dala nseded, and and g the

jon of information. Send comments regarding the burden estimate or any olher
aspecl of this collscuon of informatian. Includlng suppestons for reducing this burden, ‘1o the office of Manaqsmenl and Budgal. Panarwork Reduclion Projecl (03448-0060), Washington, DC 20503

Printed by GMS on 01/09/2013 08:18 AM




Department of Justice

Office of Justice Programs

] i PAGE | OF 3
Office of Juvenile Justice Cooperative Agreement

and Delinquency Prevention

1. RECIPIENT NAME AND ADDRESS (Including Zip Code) 4. AWARD NUMBER:  2007-DD-BX-K007
Maine State Police
45 Commerce Drive State House Station 42 5. PROJECT PERIOD: FROM 09/01/2007 TO  02/28/2009
Augusta, ME 04333-0042
BUDGET PERIOD: FROM 09/01/2007 TO  02/28/2009
6. AWARD DATE  09/26/2007 7. ACTION
1A. GRANTEE IRS/VENDOR NO. 8. SUPPLEMENT NUMBER Initial
016003001 00
9. PREVIOUS AWARD AMOUNT 50
3. PROJECT TITLE 10. AMOUNT OF THIS AWARD $ 250,000
Proactive Intemet Crimes Against Children Project
11. TOTAL AWARD $ 250,000

12. SPECIAL CONDITIONS

THE ABOVE GRANT PROJECT IS APPROVED SUBJECT TO SUCH CONDITIONS OR LIMITATIONS AS ARE SET FORTH
ON THE ATTACHED PAGE(S).

13. STATUTORY AUTHORITY FOR GRANT
This project is supported under Pub. L. No. 110-5, embedded secs. 101-104; Pub L. No. 109-108, 119 Stat. 2290, 2300; 42 U.S.C. 3760 - 3762a

15. METHOD OF PAYMENT
PAPRS

BN ooy rrrovas N | BE G+ AnTE: AccerTAncE

16. TYPED NAME AND TITLE OF APPROVING OFFICIAL 18. TYPED NAME AND TITLE OF AUTHORIZED GRANTEE OFFICIAL
Regina B. Schoficld Patrick J. Fleming
Colonel

Assistant Attomey General

17. SIGNATURE OF APPROVING OFFICIAL 19. SIGNATURE OF AUTHORIZED RECIPIENT OFFICIAL 19A. DATE

ﬁ?w Z. ,Q/%JJ

o e wr RN v - < v o e s s v T |

20. ACCOUNTING CLASSIFICATION CODES 21. D607T00024

FISCAL FUND BUD. DIV.
YEAR CODE ACT. OFC. REG. SUB. POMS AMOUNT

X B D6 70 00 00 250000

OJP FORM 4000/2 (REV. 5-87) PREVIOUS EDITIONS ARE OBSOLETE.

OJP FORM 4000/2 (REV. 4-88)



Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile SHEET PAGE 2 OF 3
Justice and Delinquency Cooperative Agreement
Prevention
PROJECT NUMBER  2007-DD-BX-K007 AWARD DATE  09/26/2007
SPECIAL CONDITIONS

1. The recipient agrees to comply with the financial and administrative requirements set forth in the current edition of the
Office of Justice Programs (OJP) Financial Guide.

2. The recipient acknowledges that failure to submit an acceptable Equal Employment Opportunity Plan (if recipient is
required to submit one pursuant to 28 C.F.R. Section 42.302), that is approved by the Office for Civil Rights, is a
violation of its Certified Assurances and may result in suspension or termination of funding, until such time as the
recipient is in compliance.

3. The recipient agrees to comply with the organizational audit requirements of OMB Circular A-133, Audits of States,
Local Governments, and Non-Profit Organizations, as further described in the current edition of the OJP Financial
Guide, Chapter 19.

4. Recipient understands and agrees that it cannot use any federal funds, either directly or indirectly, in support of the
enactment, repeal, modification or adoption of any law, regulation or policy, at any level of government, without the
express prior written approval of OJP.

5. The recipient shall submit semiannual progress reports. Progress reports shall be submitted within 30 days after the end
of the reporting periods, which are June 30 and December 31, for the life of the award. These reports will be submitted
to the Office of Justice Programs, on line-through the Internet at https://grants.ojp.usdoj.gov/.

6. The recipient agrees to submit quarterly financial status reports to the Office of Justice Programs using Standard Form
SF 269A on the Internet at https://grants.ojp.usdoj.gov . These reports shall be submitted on-line not later than 45 days
after the end of each calendar quarter. The final report shall be submitted not later than 90 days following the end of
the grant period.

7. The Project Director and key program personnel designated in the application shall be replaced only for compelling
reasons and with the concurrence of OJP. OJP will not unreasonably withhold concurrence. All successors to key
personnel must be approved, and such approval is contingent upon submission of appropriate information, including,
but not limited to, a resume. Changes in other program personnel require only notification to OJP and submission of
resumes, unless otherwise designated in the award document.

8. The Office of Juvenile Justice and Delinquency Prevention has elected to enter into a Cooperative Agreement rather
than a grant with the recipient. This decision reflects the mutual interest of the recipient and OJJDP in the operation of
the project as well as the anticipated level of Federal involvement in this project. OJJDP's participatory role in the
project is as follows:

a. Review and approve major work plans, including changes to such plans, and key decisions pertaining to project
operations.

b. Review and approve major project generated documents and materials used in the provision of project services.
Provide guidance in significant project planning meetings, and participate in project sponsored training events or
conferences.

9. The applicant budget is pending review or approval. The recipient may not obligate, expend or draw down any grant
funds until the Office of the Comptroller, Office of Justice Programs has issued clearance of the application budget, and
a Grant Adjustment Notice has been issued removing this special condition,

OJP FORM 4000/2 (REV. 4-88)




Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile SHEET PAGE 3 OF 3
Justice and Delinquency Cooperative Agreement
Prevention
PROJECT NUMBER  2007-DD-BX-K007 AWARD DATE 09/26/2007
SPECIAL CONDITIONS

10. Prior to the expenditure of confidential funds, the recipient and any subrecipients agree to sign a certification indicating
that he or she has read, understands, and agrees to abide by all of the conditions pertaining to confidential fund
expenditures as set forth in the OJP Financial Guide.

11. The recipient agrees to comply with the ICAC Task Force Program Standards as established by the ICAC Task Force
Advisory Board and approved by OJJDP.

12, The recipient agrees to forward reports of ICAC Task Force Program Monthly Performance Measures to the OJJDP-
designated site.

13.  The recipient agrees to designate one policy/command level staff as its representative to the ICAC Task Force Advisory
Board. This designation must be in writing and forwarded to OJJDP for approval within ninety days of award.

14, The recipient agrees to sign and return the MEMORANDUM OF UNDERSTANDING between OJJDP, the ICAC
Task Force, and the participating U.S. Attorney's Office, no later then 60 days after acceptance of the grant award.
Furthermore, the recipient agrees to submit quarterly reports detailing all cases presented for prosecution to
icaccasetracker@usdoj.gov.

OJP FORM 4000/2 (REV. 4-88)




Department of Justice
Office of Justice Programs

Office of Juvenile Justice and
Delinquency Prevention

GRANT MANAGER'S MEMORANDUM, PT. I:
PROJECT SUMMARY

Cooperative Agreement

PROJECT NUMBER

PAGE 1 OF |
2007-DD-BX-K007

This project is supporicd under Pub. L. No. 110-5, embedded secs. 101-104; Pub L. No. 109-108, 119 Stat. 2290, 2300; 42 U.S.C. 3760 - 3762a

1. STAFF CONTACT (Name & telephone number)

Christopher E. Holloway
(202) 305-9838

2. PROJECT DIRECTOR (Name, address & tclephone number)

Tracy J. Poulin

Contract/Grant Specialist

45 Commerce Drive, Suitc One
Augusta, ME 04330

(207) 624-7209

3a. TITLE OF THE PROGRAM
OJIDP FY 07 Internet Crimes Against Children Expansion (Phase II)

3b. POMS CODE (SEE INSTRUCTIONS
ON REVERSE)

4. TITLE OF PROJECT

Proactive Intemet Crimes Against Children Project

5.NAME & ADDRESS OF GRANTEE

Mainc Siate Police
45 Commerce Drive State House Station 42
Augusta, ME 04333-0042

6. NAME & ADRESS OF SUBGRANTEE

7. PROGRAM PERIOD

FROM: 09/01/2007 TO: 02/2812009

8. BUDGET PERIOD

FROM: 09/01/2007 TO: 02/28/2009

9. AMOUNT OF AWARD
$ 250,000

10. DATE OF AWARD
09/26/2007

11. SECOND YEAR'S BUDGET

12. SECOND YEAR'S BUDGET AMOUNT

13. THIRD YEAR'S BUDGET PERIOD

14. THIRD YEAR'S BUDGET AMOUNT

15. SUMMARY DESCRIPTION OF PROJECT (See instruction on reverse)

The FY 1998 Justice Appropriations Act Congress provided $2.4 million to OJJDP create the Intemet Crimes Against Children Program. In the
Conference report that year specific language provided that OJJDP stimulate the creation of "State and local law enforcement cyber units to
investigate childsexual exploitation” by offenders using the Internet or online communications technology.

OJP FORM 4000/2 (REV. 4-88)




OJJDP developed the ICAC Task Force Program to assist State and local law enforcement agencies to acquire the necessary knowledge,
equipment, and personnel resources to prevent, interdict, or investigate ICAC offenses. In FY 1998, ten agencies (st Tier) received ICAC Task
Force cooperative agreements. Subsequent annual funding has allowed for the expansion of the ICAC program to grow to 46 Task Forces. Under
this program, these agencies serve as regional sources of prevention, education, and investigative expertise to provide assistance to parents,
teachers, law enforccment, and other professionals working on child victimization issues.

With funding provided by the Fiscal Year 2007 Appropriations Act provided 1o OJJDP, the Maine State Police will develop a multi-agency,
multi- disciplinary response to ICAC offenses that is composed of federal, State, and local law enforcement agencics and child welfare
organizations 10: 1) conduct reactive and proactive ICAC investigations; 2) serve as a forensic resource; 3)effectively prosecute cases at the local,
state, and federal levels; 4)engage 1n law enforcement and community outreach activities to include: training, technical assistance, and prevention
and education activities; 5)serve as a resource for all communities and agencies within the geographic arca of responsibility; 6)effectively respond
in a timely manner 1o referrals from agencies (other 1ask forces, federal partners, Cybertipline, eic; 7)formalize law enforcement partnerships
through written agreements (for example, memorandums of understanding); 8)provide financial assistance to partner agencies; 9) require that
partner agencies adopt ICAC Task Force Investigative Standards as policy; 10) fully participate in nationally coordinated investigations (for
example, Peer Precision). CA/CF .




Department of Justice

Office of Justice Programs

Office of the Assistant Attorney General Washington, D.C. 20531
September 26, 2007

Colonel Patrick J. Fleming
Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333-0042

Dear Colonel Fleming:
On behalf of the Attorney General, it is my pleasure to inform you that the Office of Justice Programs has approved your

application for funding under the OJJDP FY 07 Internet Crime Against Children Expansion (Phase 1I)
in the amount of $250,000 for Maine State Police.

Enclosed you will find the Grant Award and Special Conditions documents. This award is subject to all administrative and
financial requirements, including the timely submission of all financial and programmatic reports, resolution of all interim
audit findings, and the maintenance of a minimum level of cash-on-hand. Should you not adhere to these requirements, you
will be in violation of the terms of this agreement and the award will be subject to termination for cause or other administrative
action as appropriate.
1f you have questions regarding this award, please contact:

- Program Questions, Christopher E. Holloway, Program Manager at (202) 305-9838; and

- Financial Questions, the Office of the Comptroller, Customer Service Center (CSC) at
(800) 458-0786, or you may contact the CSC at ask.oc@usdoj.gov.

Congratulations, and we look forward to working with you.
Sincerely,
e

Regina B. Schofield
Assistant Attomey General

Enclosures



Department of Justice

Office of Justice Programs
Office for Civil Rights

Washington, D.C. 20531

September 26, 2007

Colonel Patrick J. Fleming
Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333-0042

Dear Colonel Fleming:

Congratulations on your recent award. In establishing financial assistance programs, Congress linked the receipt
of Federal funding to compliance with Federal civil rights laws. The Office for Civil Rights (OCR), Office of
Justice Programs (OJP), U.S. Department of Justice is responsible for ensuring that recipients of financial aid from
OJP, its component offices and bureaus, the Office on Violence Against Women (OVW), and the Office of
Community Oriented Policing Services (COPS) comply with applicable Federal civil rights statutes and
regulations. We at OCR are available to help you and your organization meet the civil rights requirements that
come with Justice Department funding.

Ensuring Access to Federally Assisted Programs

As you know, Federal laws prohibit recipients of financial assistance from discriminating on the basis of race,
color, national origin, religion, sex, or disability in funded programs or activities, not only in respect to
employment practices but also in the delivery of services or benefits. Federal law also prohibits funded programs
or activities from discriminating on the basis of age in the delivery of services or benefits.

Providing Services to Limited English Proficiency (LEP) Individuals

In accordance with Department of Justice Guidance pertaining to Title VI of the Civil Rights Act of 1964, 42
U.S.C. § 2000d, recipients of Federal financial assistance must take reasonable steps to provide meaningful access
to their programs and activities for persons with limited English proficiency (LEP). For more information on the
civil rights responsibilities that recipients have in providing language services to LEP individuals, please see the
website at http://www.lep.gov.

Ensuring Equal Treatment for Faith-Based Organizations

The Department of Justice has published a regulation specifically pertaining to the funding of faith-based
organizations. In general, the regulation, Participation in Justice Department Programs by Religious
Organizations; Providing for Equal Treatment of all Justice Department Program Participants, and known as the
Equal Treatment Regulation 28 C.F.R. part 38, requires State Administering Agencies to treat these organizations
the same as any other applicant or recipient. The regulation prohibits State Administering Agencies from making
award or grant administration decisions on the basis of an organization's religious character or affiliation,
religious name, or the religious composition of its board of directors.

The regulation also prohibits faith-based organizations from using financial assistance from the Department of
Justice to fund inherently religious activities. While faith-based organizations can engage in non-funded
inherently religious activities, they must be held separately from the Department of Justice funded program, and
customers or beneficiaries cannot be compelled to participate in them. The Equal Treatment Regulation also
makes clear that organizations participating in programs funded by the Department of Justice are not permitted to
discriminate in the provision of services on the basis of a beneficiary's religion. For more information on the
regulation, please see OCR's website at http://www.ojp.usdoj.gov/ocr/etfbo.htm.



State Administering Agencies and faith-based organizations should also note that the Safe Streets Act, as
amended; the Victims of Crime Act, as amended; and the Juvenile Justice and Delinquency Prevention Act, as
amended, contain prohibitions against discrimination on the basis of religion in employment. These employment
provisions have been specifically incorporated into 28 C.F.R. Part 38.1(f) and 38.2(f). Consequently, in many
circumstances, it would be impermissible for faith-based organizations seeking or receiving funding authorized by
these statutes to have policies or practices that condition hiring and other employment-related decisions on the
religion of applicants or employees. Programs subject to these nondiscrimination provisions may be found on
OCR's website at http://www.ojp.usdoj.gov/ocr/. Questions about the regulation or the statutes that prohibit
discrimination in employment may be directed to this Office.

Enforcing Civil Rights Laws

All recipients of Federal financial assistance, regardless of the particular funding source, the amount of the grant
award, or the number of employees in the workforce, are subject to the prohibitions against unlawful
discrimination. Accordingly, OCR investigates recipients that are the subject of discrimination complaints from
both individuals and groups. In addition, based on regulatory criteria, OCR selects a number of recipients each year
for compliance reviews, audits that require recipients to submit data showing that they are providing services
equitably to all segments of their service population and that their employment practices meet equal employment
opportunity standards.

Complying with the Safe Streets Act or Program Requirements

In addition to these general prohibitions, an organization which is a recipient of financial assistance subject to the
nondiscrimination provisions of the Omnibus Crime Control and Safe Streets Act (Safe Streets Act) of 1968, 42
U.S.C. § 3789d(c), or other Federal grant program requirements, must meet two additional requirements:(1)
complying with Federal regulations pertaining to the development of an Equal Employment Opportunity Plan
(EEOP), 28 C.F.R. § 42.301-.308, and (2) submitting to OCR Findings of Discrimination (see 28 C.F.R. §§
42.205(5) or 31.202(5)).

1) Meeting the EEOP Requirement

In accordance with Federal regulations, Assurance No. 6 in the Standard Assurances, COPS Assurance No. 8.B, or
certain Federal grant program requirements, your organization must comply with the following EEOP reporting
requirements:

If your organization has received an award for $500,000 or more and has 50 or more employees (counting both
full- and part-time employees but excluding political appointees), then it has to prepare an EEOP and submit it to
OCR for review within 60 days from the date of this letter. For assistance in developing an EEOP, please
consult OCR's website at http://www.ojp.usdoj.gov/ocr/eeop.htm. You may also request technical assistance from
an EEOP specialist at OCR by dialing (202) 616-3208.

If your organization received an award between $25,000 and $500,000 and has 50 or more employees, your
organization still has to prepare an EEOP, but it does not have to submit the EEOP to OCR for review. Instead,
your organization has to maintain the EEOP on file and make it available for review on request. In addition, your
organization has to complete Section B of the Certification Form and return it to OCR. The Certification Form can
be found at htip://www.ojp.usdoj.gov/ocr/eeop.htm.

If your organization received an award for less than $25,000; or if your organization has less than 50 employees,
regardiess of the amount of the award; or if your organization is a medical institution, educational institution,
nonprofit organization or Indian tribe, then your organization is exempt from the EEOP requirement. However,
your organization must complete Section A of the Certification Form and return it to OCR. The Certification Form
can be found at http://www.ojp.usdoj.gov/ocr/eeop.htm.

2) Submitting Findings of Discrimination
In the event a Federal or State court or Federal or State administrative agency makes an adverse finding of

discrimination against your organization after a due process hearing, on the ground of race, color, religion, national
origin, or sex, your organization must submit a copy of the finding to OCR for review.



Ensuring the Compliance of Subrecipients

If your organization makes subawards to other agencies, you are responsible for assuring that subrecipients also
comply with all of the applicable Federal civil rights laws, including the requirements pertaining to developing
and submitting an EEOP, reporting Findings of Discrimination, and providing language services to LEP persons.
State agencies that make subawards must have in place standard grant assurances and review procedures to
demonstrate that they are effectively monitoring the civil rights compliance of subrecipients.

If we can assist you in any way in fulfilling your civil rights responsibilities as a recipient of Federal funding,
piease call OCR at (202) 307-0690 or visit our website at http://www.ojp.usdoj.gov/acr/.

Sincerely,

Wit 3. Ao

Michael L. Alston
Director

cc: Grant Manager
Financial Analyst
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Maine State Police Crime Laboratory
“QJIDP FY 2007 Internet Crimes Against Children Expansion (Phase II)” Proposal
A. Narrative

Project Abstract

Since 1999, the Maine Computer Crimes Task Force (MCCTF) has been involved in
virtually every computer crime investigation in the State of Maine. In 2005, the Maine
State Police component of the MCCTF became a unit of the Maine State Police Crime
Laboratory. The Unit continues to be the portal for referrals to Maine from the National
Center for Missing and Exploited Children. The Unit received 54 referrals from the

National Center in 2006 (up from 33 in 2005).

The Maine State Police and Lewiston Police continue to supply personal and facilities as
well as support through funding and equipment. The Unit is almost exclusively the only
computer forensic resource in Maine for State, County, Local and Federal Agencies. We

are the only Unit conducting Proactive Peer to Peer investigations.

We propose to enhance our internet crimes against children capacity by funding an
additional analyst position within the Lewiston Police Department, a field forensic
investigator, mobile computer crime lab, providing additional ongoing training in
computer forensic applications, and providing overtime funding to allow for additional,
proactive Peer to Peer investigations. Performance metrics will include number of cases
investigated, number of forensic examinations, number of prosecutions, and hours of

community outreach.
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Statement of Problem/Program Narrative

Since 1999, the Maine Computer Crimes Task Force (MCCTF) has been involved in
virtually every computer crime investigation in the State of Maine. In 2005, the Maine
State Police component of the MCCTF became a unit of the Maine State Police Crime
Laboratory. Public Law 676, passed in 2006, formalized this relationship, increased

personnel, and funding for the new unit.

In 2006, the Computer Crimes Unit working in conjunction with the Lewiston Police
Department Computer Crimes Unit received a total of 256 hard drives (up from 201

drives in 2005) for examination.

Since 2002 the requests for the Computer Crimes Unit (and MCCTF) to conduct forensic

examinations on computers has gone up nearly 251%.

The Unit continues to be the portal for referrals to Maine from the National Center for
Missing and Exploited Children. The Unit received 54 referrals from the National Center
in 2006 (up from 33 in 2005), mostly solicitation of children for sexual acts and

dissemination of child pornography.

The Maine State Police and Lewiston Police continue to supply personal and facilities to
operate the Computer Crimes Unit as well as support through funding and equipment.

The State Police Computer Crimes Unit is still almost exclusively the only computer
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forensic resource in Maine for State, County, Local and Federal Agencies. We are the

only Unit conducting Proactive Peer to Peer investigations.

During the school year, the Unit routinely provides personnel to give presentations of a
variety of topics dealing with the avoiding the perils of Internet usage. These
presentations are given to the schools, parent-teacher organizations, and community and

church groups. Such presentations take place on a near weekly basis, upon request.

We propose to enhance our internet crimes against children capacity by funding an
additional analyst position within the Lewiston Police Department, providing additional
ongoing training in computer forensic applications, and providing overtime funding for
analysts and detectives assigned to the MCCTF to allow for additional, proactive Peer to
Peer investigations. We also would use funding to update computer hardware. We are
also seeking funding for a forensic investigator capable of drafting and serving search
warrants and performing field investigations using various forensic computer toolkits
such as EnCase and FTK. This investigator would be assigned the State Police Computer

Crimes Unit in Vassalboro.

We are also seeking funding for a mobile Computer Crime Laboratory. This mobile
laboratory will be outfitted with a set of computers with software capable of performing
on-site previewing of suspect computer components, as well as forensic toolkits, to assist
field investigators in interviews of suspects, selection of forensically significant computer

evidence (eliminating “over” collection of items for examinations/analyses). Proper
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evidence collection and preservation materials will be stored in the mobile computer

laboratory, too.

The computer forensic analyst position for the Lewiston Police Department is anticipated
to be part-time at 0.5 FTE for an 18-month period. The forensic investigator position for
the State Police Computer Crimes Unit is anticipated to be full-time for an 18-month

period.

Impact/Qutcomes and Evaluations

The Maine Computer Crimes Task Force (MCCTF) provides forensic examination
capabilities to the entire State of Maine. In addition to the two computer crimes
laboratories in Vassalboro and Lewiston, the MCCTF has about 40 associates who have
computer seizure training and, in some cases some basic NW3C training, as well. They
assist in the writing and executing of search warrants throughout the State. These
associates and their parent organization have adopted the ICAC Task Force Investigative

Standards.

Although the majority of the cases are reactive in nature, the MCCTF has increased its
proactive investigations through the use of the Peer to Per network and NCMEC referrals.
Another proactive approach that the MCCTF takes is to routinely meet with the public in
the schools, parent groups, and community and church groups to explain the dangers that
children face in using the Internet and advising parents on ways to monitor their

children’s computer usage.



Maine State Police Crime Laboratory
“OJIDP FY 2007 Internet Crimes Against Children Expansion (Phase II)” Proposal

The MCCTF also has a strong working relationship with the State Attorney General’s
Office and the local District Attorney’s Offices. Recently, we have refurbished and
upgraded more than two-dozen computers and provided them to DA’s Offices throughout
the State for the viewing of case files containing illicit materials. The MCCTF also
works with out-of-State law enforcement agencies when Internet predators cross state

lines.

The MCCTF has been a sub-grantee of the tri-State ICAC administered through the
Portsmouth Police Department and as such routinely provides statistics and information
on cases submitted and examined. As a separate ICAC grantee, we will continue to

provide tracking information using the ICAC Case Tracker submission form.

Project/Program Design and Implementation

Overview

The following illustrates the growth of computer crimes within the State of Maine.

Forensic requests: Forensic requests increased from 201 hard drives in 2005 to 256
hard drives in 2006 an increase of over 25 percent. The size of each individual hard
drive also increased dramatically creating a much larger volume of data to be examined

in each case.
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Search warrants: The Computer Crimes Unit drafted 21 search warrants in 2006. This
is up from 5 drafted in 2005, an increase of 75 percent. All of the 2006 search warrants

involved child exploitation.

Complaints: Number of complaints received by the computer crimes in 2006 actually
decreased for two reasons. First, almost every officer we have spoken to this year has
told us they no longer call us for most types of frauds because historically we have not
had the manpower to address this type of complaint. In 2005 we received over 100
complaints with regard to fraud. 1n 2006 we only received 48 fraud complaints and most
of them were directly from the public. The second reason is because we did not receive
any large cases involving many suspects in Maine as we have in each of the past few

years.

Peer to peer investigations: In 2005 investigators from around the county observed
suspects with Maine Internet Protocol Addresses 7,336 times sharing child pornography.
In 2006 the number rose to 8,340 an increase of 13.7 percent. There is a fair amount of
redundancy in the numbers this year as there was last year, but it is clear we still have a

huge problem.

The MCCTF will continue its efforts in general. However, it is our intent to expand our
proactive efforts utilizing the Peer-to-Peer investigations. Further, we intend to expand
our field investigative capacity by equipping investigators and analysts with additional

laptops and forensic tools.
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Design & Implementation

Personnel: Currently we use ICAC funds to employdisiiilll for 20 hrs per week.
Mr.JJJ is a retired Lewiston Police Sergeant who has worked with the Unit since its
beginning. He is also a certified computer examiner and this is the role we employ him
for. Mr. i) produces between 40 and 50 cases per year (60 to 75 for the project
period). We are looking to add a forensic investigator for field investigations resulting
from Peer to Peer “hits” and NCMEC referrals. It is anticipated that this investigator will

perform between 40 and 50 investigations per year (60 to 75 for the project period).

Ongoing Training: Personnel of the Computer Crimes Unit currently employ EnCase as
the primary forensic tool. It is our intent to add FTK to increase our abilities.
Additionally, as computer technology continues to grow, we will be sending our forensic

examiners and investigators to training sessions to maintain current in the field.

Equipment: The purchase of a van/truck to be outfitted as a mobile computer crime
laboratory is being requested. We will be equipping the van with workstations and
forensic tools to allow for more extensive field investigations. Additional laptop
computers and computer workstations, as well as a CD repair tool, are requested. The
laptops will allow for expanded on-site review of computers and media by our forensic
field investigators. The computer workstations allow for greater efficiency within the

laboratories.
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Supplies: Proposed expansions necessitate the need for additional hard drives for

evidence duplication, as well as recording and filing supplies.

Capabilities/Competencies

The current staffing of the MCCTF consists of a supervising State Police Sergeant
capable of both field investigations and laboratory forensic examination of computer
components and media. Two detectives both of whom can conduct field investigations
and laboratory forensic examination of computer components and media. Four Computer
Forensic Analysts whose main focus is laboratory forensic examination of computer
components and media. These analysts also assist in field investigations, as needed. A
vacant detective position within the Maine State Police Computer Crimes Unit will be

filled within the next few months barring unexpected circumstances.

B. Project Timeline

Note: training to be secured when available throughout the grant period

Month 1
Recruit and hire Forensic Investigator. (Responsible party Maine State Police —
MSP)
Continue funding computer forensic analyst at Lewiston PD (Responsible party
Lewiston PD — LPD)

Begin bid process for van/truck (MSP)
8
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Purchase laptops, workstations, and CD repair tools (MSP)

Month 2
Provide in-house training (and available external training) to Forensic Investigator
(MSP & LPD)

Month 3
Purchase van (MSP)

Month 6

Anticipate mobile computer crime laboratory van will be placed in service (MSP)

C. Names and Affiliations of all Key Personnel
The following personnel in this project are Maine State Police (MSP) Crime Laboratory

staff and Lewiston Police Department (LPD) Staff:

S. Elliot Kollman (MSP)/Director of Crime Laboratory

b“( (_C) )b6 o Sgt.—(MSP)/Supervisor Computer Crimes Unit

e Detective/Forensic Specialist [ | | Ml (M SP)/Computer Crimes Unit
e Detective/Forensic Specialist [VACANT] (MSP)/Computer Crimes Unit

e Computer Forensic Analyst—(MSP)/Computer Crimes Unit

e Computer Forensic Analyst { il J# (M SP)/Computer Crimes Unit

e Computer Forensic Analyst{| |l (MSP)/Computer Crimes Unit

o Detective | INEER (1.PD) MCCTF

o Computer Forensic Analyst _(LPD)/ MCCTF




Maine State Police Crime Laboratory
“QJIJDP FY 2007 Internet Crimes Against Children Expansion (Phase II)” Proposal

D. Resumes (Curriculum Vitae)

See attachment

E. Geographic Information

The taskforce, consisting primarily of the Maine State Police Crime Laboratory’s
Computer Crimes Unit, and the Lewiston Police Department’s Computer Crimes Unit,
provides computer forensic services to the entire State of Maine. The physical addresses
of these units are:

Maine State Police Crime Laboratory
Computer Crimes Unit

15 Oak Grove Road — 4" floor
Vassalboro, ME 04989

Lewiston Police Department
171 Park Street
Lewiston, ME 04240

10
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F. Budget Narrative

Personnel: Currently we use ICAC funds to employ || for 20 hrs per week.
Mr. S is a retired Lewiston Police Sergeant who has worked with the Unit since its
beginning. He is also a certified computer examiner and this is the role in which we
employ him. In the future he will be in the consultants/contracts category per the State of

Maine employee/ employer rules.

Training & Travel: The training/travel items are directly related to advanced forensic
investigations. The ICAC investigators will be seeking to achieve "certification" as
forensic analysts to ensure successful prosecutions. ACCESS DATA/ FTK and
FLETC/SCERS are industry-known as first rate training opportunities and during this
grant cycle we wish to send investigators to these schools and other schools. In New
Hampshire ACCESS DATA/ FTK is becoming the standard investigative tool and will be
used through the distributed forensics network. As computer science is a constantly
changing topic, we will strive to train investigators in these areas and continue their
education in computer investigations. In addition, monies have been allocated to cover
the average costs for (Il to attend the ICAC Working Group & Sub-committee

meetings.

Equipment: The equipment items listed are needed to update the current task force
equipment to the latest quality that will provide us with a heavy emphasis on field

operations and mobility. This allows us to work more effectively in the field, rather than
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bringing all of the seized items to our lab. The task force is in need of more portable data

collection devices.

Supplies: In addition, other supply costs include writable CDs & DVDs for evidence
recovery, office supplies, software updates and miscellaneous supplies used during
forensic examinations. This area also covers hard drives since we archive the drives

when they are full.

Other: These costs represent the 18-months of having a covert/undercover; ISP account
undercover local & cell telephone account. In addition, funds are allocated in this section
to participate in the dozens of search warrants and meetings we are involved in as well as
cover the costs of our annual software registration. Tuition for above listed training and

reference materials are also included.

G. Budget Worksheet

A. Personnel: See below

B. Fringe Benefits: See below

ICAC 18 month grant period 01/01/08 through 06/30/09 Projected Salary/Benefits
Overtime

Detective — Forensic Specialist — Maine State Police (2 FTE)
8 hr/week/detective 1248 hours @ $36.78/hours $45,901

TOTAL $45,901

12
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C. Travel
Purpose of Travel Location Item Computation Cost
Training/FTK Bootcamp TBD Meals $60/d x 3 X3 $540
Airfare $600 x 3 $1,800
" " " " Lodging $100/dx3x3  $900
Training/FTK Windows TBD Meals $60/dx 3x 3 $540
Airfare $600 x 3 $1,800
" " " " Lodging $125/dx3x3 $1,125
Training/FTK Applied Decryption TBD Meals $60/dx3x3 $540
Airfare $600 x 3 $1,800
" " " " Lodging $125/dx3x3 $1125
Training/SCERS Glenco, GA  Airfare/Trans $600 x 3 $1800

Lodging (included in tuition)
" " " " " Meals (included in tuition)

ICAC Meetings (4) @ Various Locations  Lodging $150x4x6  $3,600

" " " " ! " Airfare $600 x 6 $3,600

" " " " " " Meals $60x4x6 $1,440

Dallas Conference August, 2008 Lodging $125x4x4  $2,400
Airfare $600 x 4 $2,400
Meals $60x3x4 $720

TOTAL _$ 26.130

D. Equipment

[tem Computation Cost

13
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Van/Truck for mobile Computer Crime Lab $50,000 x 1 $49,000
Laptop Computer $2,500x 5 $12,500
Computer Work Stations $1,500x 2 $3,000
CD Repair Tool $2,000x 1 $2,000

TOTAL $66.500

E. Supplies

Supply Items Computation Cost
Hard drives for evidence duplication $70 x 20 $1,400
Recording and filing supplies $750 $750

[Dual Layer DVD-R (200)
[DVD Slim Cases (200)
[Printing Cartridges

[Paper & Misc. Office Supplies

TOTAL $2.150

F. Construction

TOTAL $ 0

G. Consultants/Contracts

Name of Consultant Service Provided Computation Cost

bG ] Computer Forensic Analyst 1560 hrs @ $32.40/hr  $50,544
Lewiston PD (0.5 FTE) 100%

Forensic Investigator 3120 hrs @ $24.52/hr $76,502
State Police Computer Crimes Unit (1 FTE) 100%

ICAC 18 month grant period 01/01/08 through 06/30/09 Projected Salary/Benefits

TOTAL _§ 127,046

H. Other Costs

14
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Description Computation Cost

Tuition for Specialized Training $18,855
1. Training/FTK Bootcamp $2095x 3 ($6,285)

2. Training/FTK Windows $2095x 3 ($6,285)

3. Training/FTK Applied Decryption $2095 x 3 (86,285)

Undercover Cell Phones & Minutes $40 x 8 + $100 $2,000
Misc. Books/Subscriptions $300 $300
Software Licenses $2,475/yr $2,475

Investigative meetings search warrants etc. misc. costs $100 x 50 $5,000

TOTAL _S 28,630

I. Indirect Costs

Description Computation Cost

StaCAP (Indirect Cost charged on all costs under $3,000)
$247,357 x 1.393% $3,445.68
TOTAL _ $3.445.68
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Budget Summary

Budget Category Amount
A. Personnel $ 45901
B. Fringe Benefits $
C. Travel $ 26.130
D. Equipment $ 66.500
E. Supplies $ 2,150
F. Construction $ 0
G. Consultants/Contracts § 127.046
H. Other $ 28.630
Total Direct Costs $ 296.357
I. Indirect Costs § 3.445.68
TOTAL PROJECT COSTS $ 299.802.68
Federal Request $ 299.802.68
Non-Federal Amount $ 0
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14, Agency use only

OJP Vendor Number | 016003001
\iAttachments:
Wone
Review Audit Trail;
| Description | Role | User |  Timestamp | Note

[submitted [Financial Point of Contact Extemal Role [07/18/2011 4:19 PM  [View Note
[Draft [Financial Point of Contact Extermnal Role [07/18/2011 4:19 PM  |View Note

20f2 7/24/2012 6:47 AM



Details

1 of2

Welcome, Jeffrey Gersh

Home Process Reports

Search

,._ U.S. Dapartnwent of Justice

Office of Justice Programs

Options

https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

Role:

GMS Read-Only

Hame > Financial Status Report Search > FSR Search Resuits > Details

Financlal Status Reports
Back to Search Results

FSR Details
View Notes
View Contacts

revious! i

Reports

Award Number: 2010-MC-CX-K027

Read Only

Report Number: 6

Details

*Required

2]

1. Federal Agency and
Organizational Element to Which
Report is Submitted

U.S. Department of Justice

2. Federal Grant or Other Identifying Number Assigned by Federal
Agency
(To report muitiple grants, use FFR attachment)

2010-MC-CX-K027

Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333 -0042

3. Recipient Organization (Name and complete address including Zip code)

4a. DUNS

Number 4b. EIN

809045958 01-6000001

5. Recipient Account Number or
Identifying Number
(To report muitiple grants, use
FFR attachment)

%6, Final

Report %7. Basis of Accounting

No Accrual

8. Project/Grant Period
From: (Month, Day, Year)

04/01/2010

09/30/2012

To: (Month, Day, Year)

9. Reporting Period End Date
(Month, Day, Year)

09/30/2011

2] 10. Transactions

Previously
Reported

This Period Cumulative

(Use lines a-c for single or muitiple grant r

eporting)

Federal Cash (To report multiple grants, also use FFR Att:

achment):

a. Cash Receipts

b. Cash Disbursements

¢. Cash on Hand (line a minus b)

(Use lines d-o for single grant reporting)

Federal Expenditures and Unobligated Balance:

d. Total Federal funds authorized

$464438.00

*e, Federal share of expenditures

$22522.82

$22465.60 $44992.42

+*f. Federal share of unliquidated
obligations

$0.00

g. Total Federal share (sum of lines e and

f

$44992.42

h. Unobligated balance of Federal funds
(line d minus g)

$419445.58

Recipient Share:

#*i. Total recipient share required

$0.00

j. Recipient share of expenditures

$0.00

$0.00 $0.00

k. Remaining recipient share to be
provided (line i minus j)

$0.00

Program Income:

i. Total Federal program income earned

$0.00

7/24/2012 6:48 AM




Details https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

m. Program income expended in
accordance with the deduction alternative

n. Program income expended in $0.00
accordance with the addition alternative ’

0. Unexpended program income (line | $0.00
minus line m or line n) '

9_*11. Indirect Expense

c. Period
a. Type of Rate b. Rate d. Base |e. Amount Charged f. Federal Share
From (To
% $ $ $
% $ $ $
g. Totals $0.00 $0.00

D 12, Remarks:

L2 13, Certification: By signing this report, I certify that it is true, complete, and accurate to
the best of my knowledge. I am aware that any false, fictitious, or fraudulent information may
subject me to criminal, civil, or administrative penalities. (U.S. Code, Title 218, Section 1001)

*Prefix

Prefix (Other)
*First Name
Middle Initial
*Last Name
Suffix

Suffix (Other)
*Title Staff Accountant

+*Telephone (Area code,
number and extension) _

*E-mail Address maine.gov
Date Report Last Submitted 10/26/2011

14. Agency use only

r

0JP Vendor Number |016003001
|IAttachments:
IWone
Review Audit Trail:
| Description | Role [ User [ Timestamp [ Note

[submitted [Financial Point of Contact Extemal Role [10726/2011 1:22 PM  [View Note
[Draft [Financial Point of Contact Extemal Role [10/26/2011 1:21 PM  |view Note

20f2 7/24/2012 6:48 AM



Details https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

T U.S. mueint of Justice
‘ U.S. Departwent of Justice

Office of Justice Programs

Welcome, Jeffrey Gersh Role: GMS Read-Only

Home Process Reports Search Options

Home > Financial Status Report Search > FSR Search Results > Details

Financlal Status Reports

rch | Read Only
Back to Search Results
Award Number: 2010-MC-CX-K027 Report Number: 7
FSR Details Details
* -
View N Required
View Conta (2]
ﬁ_’em' : 1. Federal Agency and 2. Federal Grant or Other Identifying Number Assigned by Federal
Organizational Element to Which Agency
Report is Submitted (To report muitiple grants, use FFR attachment)
U.S. Department of Justice 2010-MC-CX-K027

3. Recipient Organization (Name and complete address including Zip code)

Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333 -0042

5. Recipient Account Number or

4a. DUNS Identifying Number *6. Final .
Number 4b. EIN (To report muitiple grants, use |Report *7. Basis of Accounting

. FFR attachment)
809045958 01-6000001 No Accrual
8. Project/Grant Perlod . 9. Reporting Period End Date
From: (Month, Day, Year) To: (Month, Day, Year) (Month, Day, Year)
04/01/2010 05/30/2012 12/31/2011

@ 10. Transactions

Previously
Reported

(Use lines a-c for single or muitiple grant reporting)

This Period Cumulative

Federal Cash (To report multiple grants, also use FFR Attachment):
a. Cash Receipts

b. Cash Disbursements

¢. Cash on Hand (line a minus b)

(Use lines d-o for single grant reporting)

Federal Expenditures and Unobligated Balance:

d. Total Federal funds authorized $464438.00
+e, Federal share of expenditures $44992.42 $34795.35 $79787.77
*f..FeqeraI share of unliquidated $0.00
obligations

?). Total Federal share (sum of lines e and $79787.77

h. Unobligated balance of Federat funds
(line d minus g) $384650.23

Recipient Share:

+1. Total recipient share required $0.00

j. Recipient share of expenditures $0.00 $0.00 $0.00

k. Remaining recipient share to be $0.00
provided (line i minus j) ’

Program Income:

i. Total Federal program income earned $0.00

1 of2 7/24/2012 6:48 AM



Details

2 of2

https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load &shor...

m. Program Income expended in
accordance with the deduction aiternative

n. Program income expended in

accordance with the addition alternative $0.00
0. Unexpended program income (line | $0.00
minus line m or line n) ’
@_*1 1. Indirect Expense
c. Period
a. Type of Rate b. Rate d. Base |e. Amount Charged f. Federal Share
From (To
% $ $ $
% $ $ $
g. Totals $0.00 $0.00

@ 12. Remarks:

@ 13. certification: By signing this report, I certify that it is true, complete, and accurate to
the best of my knowledge. I am aware that any false, fictitious, or fraudulent information may
subject me to criminal, civil, or administrative penalities. (U.S. Code, Title 218, Section 1001)

*Prefix Mr.

Prefix (Other)

*First Name @b
Middle Initial ™

*Last Name g

Suffix

Suffix (Other)

*Title Staff Accountant

*Telephone (Area code,

-number and extension)

+*E-mail Address F&:maine.gov

Date Report Last Submitted 01/13/2012

14. Agency use only

0JP Vendor Number |016003001

lAttachments:

Wone
Review Audit Trail:

I Description | Role I User | Timestamp | Note
[submitted [Financial Point of Contact Extemal Role [01/13/2012 10:45 AM  [View Note

[Draft [Financial Point of Contact Extemal Role S[omyzou 10:44 AM  |View Note

| 1

7/24/2012 6:48 AM



Details https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

U.S. Departwent of Justice

Office of Justice Programs

Welcome, Jeffrey Gersh Role: GMS Read-Only
Home Process Reports Search Options

Home > Financial Status Report Search > FSR Search Resuits > Details

Financlal Status Reports

5 . Read Only
Award Number: 2010-MC-CX-K027 Report Number: 8
FSR Details Details
* -
View N Required
View Contacts (2]
E@D_OES| ml 1. Federal Agency and 2. Federal Grant or Other Identifying Number Assigned by Federal
Organizational Element to Which Agency
Report is Submitted (To report multiple grants, use FFR attachment)
U.S. Department of Justice 2010-MC-CX-K027

3. Recipient Organization (Name and complete address including Zip code)

Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333 -0042

5. Recipient Account Number or
4a. DUNS Identifying Number *6. Final .
Number 4b. EIN (To report multiple grants, use |Report *7. Basls of Accounting

B FFR attachment)
809045958 01-6000001 No Accrual

8. Project/Grant Period
From: (Month, Day, Year)

9. Reporting Period End Date

To: (Month, Day, Year) (Month, Day, Year)

04/01/2010 05/30/2012 03/31/2012

@ 10. Transactions

Previously
Reported

(Use lines a-c for single or muitiple grant reporting)
Federal Cash (To report multiple grants, also use FFR Attachment):
a. Cash Receipts

This Period Cumulative

b. Cash Disbursements

c. Cash on Hand (line a minus b)

(Use lines d-o for single grant reporting)

Federal Expenditures and Unobligated Balance:

d. Total Federal funds authorized $464438.00
+e. Federal share of expenditures $79787.77 $52943.06 $132730.83
%f. Federal share of unliquidated

obligations $0.00

g. Total Federal share (sum of lines e and $132730.83

h. Unobligated balance of Federai funds
(tine d minus g) $331707.17

Recipient Share:

+*i. Total recipient share required $0.00
j. Recipient share of expenditures $0.00 $0.00 $0.00
k. Remaining recipient share to be $0.00
provided (line i minus j) '

Program Income:

i, Total Federal program income earned $0.00

10of2 7/24/2012 6:49 AM



Details https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

m. Program income expended in
accordance with the deduction aiternative

n. Program income expended in $0.00
accordance with the addition alternative ’

0. Unexpended program income (line | $0.00
minus line m or line n) ’

9_*1 1. Indirect Expense

c. Period
a. Type of Rate b. Rate d. Base |e. Amount Charged f. Federal Share
From (To
% $ $ $
% $ $ $
g. Totals $0.00 $0.00

® 12, Remarks:

@ 13. certification: By signing this report, I certify that it is true, complete, and accurate to
the best of my knowledge. I am aware that any false, fictitious, or fraudulent information may
subject me to criminal, civil, or administrative penalties. (U.S. Code, Title 218, Section 1001)

*Prefix Mr.
Prefix (Other)
*First Name b{ﬂ

Middie Initial
*Last Name
Suffix

Suffix (Other)
*Title Staff Accountant

*Telephone (Area code,
number and extension)

*E-mail Address maine.gov
Date Report Last Submitted 04/23/2012

14. Agency use only

03P Vendor Number | 016003001
Attachments:
None
Review Audit Trail:
| Description | Role l User [ Timestamp | Note

[submitted [Financial Point of Contact External Role {04/23/2012 2:52 PM  |View Note
[Draft Financial Point of Contact Extemal Role [04/2372012 2:51 PM  |view Note

2 0f2 7/24/2012 6:49 AM



Details

1 of2

_ U.S. Departnent of Justice

Office of Justice Programs

Welcome, Jeffrey Gersh

Home Process Reports

Search  Options

https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

Role:

GMS Read-Only

Home > Financial Status Report Search > FSR Search Results > Details

Financial Status Reports
Back to Search Results

FSR Details
View Notes

View Contacts

Previ |
Reports

mi

Award Number: 2010-MC-CX-K027

Read Only

Report Number: 9

Details

*Required

2]

1. Federal Agency and
Organizational Element to Which
Report is Submitted

U.S. Department of Justice

2. Federal Grant or Other Identifying Number Assigned by Federal
Agency
(To report multiple grants, use FFR attachment)

2010-MC-CX-K027

Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333 -0042

3. Recipient Organization (Name and complete address inciuding Zip code)

4a. DUNS

Number 4b. EIN

809045958 01-6000001

5. Recipient Account Number or
Identifying Number
(To report multiple grants, use
FFR attachment)

*6. Final

Report %7. Basis of Accounting

No Accrual

8. Project/Grant Period
From: (Month, Day, Year)

04/01/2010

To: (Month, Day, Year)

09/30/2012

9. Reporting Period End Date
(Month, Day, Year)

06/30/2012

@ 10. Transactions

Previously
Reported

This Period Cumulative

(Use lines a-c for single or mulitiple grant r

eporting)

Federal Cash (To report multiple grants, also use FFR Att

achment):

a. Cash Receipts

b. Cash Disbursements

c. Cash on Hand (line a minus b)

(Use lines d-o for single grant reporting)

Federal Expenditures and Unobligated Balance:

d. Total Federal funds authorized

$464438.00

*e. Federal share of expenditures

$132730.83

$51476.19 $184207.02

+*f. Federal share of unliquidated
obligations

$0.00

g. Total Federal share (sum of lines e and

f

$184207.02

h. Unobligated balance of Federal funds
(line d minus g)

$280230.98

Recipient Share:

+*i. Total recipient share required

$0.00

j. Recipient share of expenditures

$0.00

$0.00 $0.00

k. Remaining recipient share to be
provided (line | minus j)

$0.00

Program Income:

i. Total Federal program income earned

$0.00

7/24/2012 6:50 AM




Details https://grants.ojp.usdoj.gov/gmsinternal/fsrDetails.do?method=load&shor...

m. Program income expended in
accordance with the deduction alternative

n. Program income expended in $0.00
accordance with the addition alternative '

o. Unexpended program income (line t $0.00
minus line m or line n) ’

@_1:1 1. Indirect Expense

c. Period
a. Type of Rate b. Rate d. Base |e. Amount Charged f. Federal Share
From |To
% $ $ $
% $ $ $
g. Totals $0.00 $0.00

@ 12, Remarks:

@ 13. Certification: By signing this report, I certify that it is true, complete, and accurate to
the best of my knowledge. I am aware that any false, fictitious, or fraudulent information may
subject me to criminal, civil, or administrative penailties. (U.S. Code, Title 218, Section 1001)

*Prefix Mr.
Prefix (Other)
*First Name Hﬂ
Middle Initial
*Last Name
Suffix

Suffix (Other)
*Title Staff Accountant

*Telephone (Area code,

number and extension)

*E-mall Address @maine.gov
Date Report Last Submitted 07/20/2012

14, Agency use only

OJP Vendor Number |016003001

Attachments:

Wone
Review Audit Trail:

| Description | Role | User I Timestamp | Note
[submitted [Financial Point of Contact Extemal Role [07/20/2012 9:27 AM  [View Note
[Draft [Financial Point of Contact External Role [07/20/2012 9:26 AM  [view Note

20of2 7/24/2012 6:50 AM



Department of Justice

Office of Justice Programs

PAGE 1 OF 6
Office of Juvenile Justice and Cooperative Agreement

Delinquency Prevention

1. RECIPIENT NAME AND ADDRESS (Including Zip Codc) 4. AWARD NUMBER:  2010-MC-CX-K027
Maine Statc Police
45 Commerce Drive State House Station 42 5. PROJECT PERIOD: FROM 04/0172010 TO  03/31/2012
Augusta, ME 04333-0042
BUDGET PERIOD: FROM 04/01/2010 TO 03/3172012
6. AWARD DATE  09/19/2011 7. ACTION
1A. GRANTEE IRS/VENDOR NO. 8. SUPPLEMENT NUMBER Supplemental
016003001 01
9. PREVIOUS AWARD AMOUNT $231,415
3. PROJECT TITLE 10. AMOUNT OF THIS AWARD $233,023
FY 11 ICAC Continuation Grant Maine State Police Crime Laboratory
Computer Crimes Unit 11. TOTAL AWARD $ 464,438

12, SPECIAL CONDITIONS

THE ABOVE GRANT PROJECT IS APPROVED SUBJECT TO SUCH CONDITIONS OR LIMITATIONS AS ARE SET FORTH
ON THE ATTACHED PAGE(S).

13. STATUTORY AUTHORITY FOR GRANT
This project is supported under FY11(OJIDP - ICAC) 42 USC 17611-17617

15. METHOD OF PAYMENT
GPRS

BN ooy ~rrroval IR | RN - ~T: Accerrance R

16. TYPED NAME AND TITLE OF APPROVING OFFICIAL 8. TYPED NAME AND TITLE OF AUTHORIZED GRANTEE OFFICIAL

Lauric Robinson John Morris

. Commissioner
Assistant Attorncy General

17. SIGNATURE OF APPROVING OFFICIAL 19. SIGNATURE OF AUTHORIZED RECIPIENT OFFICIAL 19A. DATE
m

i i oo = o e s
20. ACCOUNTING CLASSIFICATION CODES 21. JIMCTGT0466

FISCAL FUND BUD. DIV.
YEAR CODE ACT. OFC. REG. SUB. POMS AMOUNT

X C MC 70 00 00 233023

OJP FORM 4000/2 (REV. 5-87) PREVIOUS EDITIONS ARE OBSOLETE.

OJP FORM 4000/2 (REV. 4-88)



Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile Justice and SHEET PAGE 2 OF 6

Delinquency Prevention Cooperative Agreement

PROJECT NUMBER  2010-MC-CX-K027 AWARD DATE 09/19/2011

SPECIAL CONDITIONS

1. The recipient agrees to comply with the financial and administrative requirements set forth in the current edition of the
Office of Justice Programs (OJP) Financial Guide.

2. The recipient acknowledges that failure to submit an acceptable Equai Employment Opportunity Plan (if recipient is
required to submit one pursuant to 28 C.F.R. Section 42.302), that is approved by the Office for Civil Rights, isa
violation of its Certified Assurances and may result in suspension or termination of funding, until such time as the
recipient is in compliance.

3. The recipient agrees to comply with the organizational audit requirements of OMB Circular A-133, Audits of States,
Local Governments, and Non-Profit Organizations, and further understands and agrees that funds may be withheld, or
other related requirements may be imposed, if outstanding audit issues (if any) from OMB Circular A-133 audits (and
any other audits of OJP grant funds) are not satisfactorily and promptly addressed, as further described in the current
edition of the OJP Financial Guide.

4. Recipient understands and agrees that it cannot use any federal funds, either directly or indirectly, in support of the
enactment, repeal, modification or adoption of any law, regulation or policy, at any level of government, without the
express prior written approval of OJP.

' 5. The recipient must promptly refer to the DOJ OIG any credibie evidence that a principal, employee, agent, contractor,
| subgrantee, subcontractor, or other person has either 1) submitted a false claim for grant funds under the False Claims
Act; or 2) committed a criminal or civil violation of laws pertaining to fraud, conflict of interest, bribery, gratuity, or
similar misconduct involving grant funds. This condition also applies to any subrecipients. Potential fraud, waste,
abuse, or misconduct should be reported to the O1G by -

mail:
Office of the Inspector General
U.S. Department of Justice
Investigations Division
950 Pennsylvania Avenue, N.W.
Room 4706
Washington, DC 20530
e-mail: oig.hotline@usdoj.gov
hotline: (contact information in English and Spanish): (800) 869-4499
or hotline fax: (202) 616-9881

Additional information is available from the DOJ O1G website at www.usdoj.gov/oig.

6. Recipient understands and agrees that it cannot use any federal funds, either directly or indirectly, in support of any
contract or subaward to either the Association of Community Organizations for Reform Now (ACORN) or its
subsidiaries, without the express prior written approval of OJP.

7. The recipient agrees to comply with any additional requirements that may be imposed during the grant performance
period if the agency determines that the recipient is a high-risk grantee. Cf. 28 C.F.R. parts 66, 70.

OJP FORM 400072 (REV. 4-88)



Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile Justice and SHEET PAGE 3 OF 6
Delinquency Prevention Cooperative Agreement
PROJECT NUMBER  2010-MC-CX-K027 AWARDDATE  09/19/2011
SPECIAL CONDITIONS

8. Pursuant to Executive Order 13513, "Federal Leadership on Reducing Text Messaging While Driving," 74 Fed. Reg.
51225 (October 1, 2009), the Department encourages recipients and sub recipients to adopt and enforce policies
banning employees from text messaging while driving any vehicle during the course of performing work funded by this
grant, and to establish workplace safety policies and conduct education, awareness, and other outreach to decrease
crashes caused by distracted drivers.

9. The recipient agrees to comply with applicable requirements regarding Central Contractor Registration (CCR) and
applicable restrictions on subawards to first-tier subrecipients that do not acquire and provide a Data Universal
Numbering System (DUNS) number. The details of recipient obligations are posted on the Office of Justice Programs
web site at http://www.ojp.gov/funding/ccr.htm (Award condition: Central Contractor Registration and Universal
Identifier Requirements), and are incorporated by reference here. This special condition does not apply to an award to
an individual who received the award as a natural person (i.e., unrelated to any business or non-profit organization that
he or she may own or operate in his or her name).

10.  Prior to the expenditure of confidential funds, the recipient and any subrecipients agree to sign a certification indicating
that he or she has read, understands, and agrees to abide by all of the conditions pertaining to confidential fund
expenditures as set forth in the OJP Financial Guide.

11, With respect to this award, federal funds may not be used to pay cash compensation (salary plus bonuses) to any
employee of the award recipient at a rate that exceeds 110% of the maximum annual salary payable to a member of the
federal government's Senior Executive Service (SES) at an agency with a Certified SES Performance Appraisal System
for that year. (An award recipient may compensate an employee at a higher rate, provided the amount in excess of this
compensation limitation is paid with non-federal funds.)

This limitation on compensation rates allowable under this award may be waived on an individual basis at the
discretion of the OJP official indicated in the program announcement under which this award is made.

12. The Office of Juvenile Justice and Delinquency Prevention has elected to enter into a Cooperative Agreement rather
than a grant with the recipient. This decision reflects the mutual interest of the recipient and OJJDP in the operation of
the project as well as the anticipated level of Federal involvement in this project. OJJDP's participatory role in the
project is as follows:

a. Review and approve major work plans, including changes to such plans, and key decisions pertaining to project
operations.

b. Review and approve major project generated documents and materials used in the provision of project services.
Provide guidance in significant project planning meetings, and participate in project sponsored training events or
conferences.

13. The Project Director and key program personnel designated in the application shall be replaced only for compelling
reasons. Successors to key personnel must be approved, and such approval is contingent upon submission of
appropriate information, including, but not limited to, a resume. OJP will not unreasonably withhold approval.
Changes in other program personnel require only notification to OJP and submission of resumes, unless otherwise
designated in the award document.

14. The recipient shall submit semiannual progress reports. Progress reports shall be submitted within 30 days after the end
of the reporting periods, which are June 30 and December 31, for the life of the award. These reports will be submitted
to the Office of Justice Programs, on-line through the Internet at https://grants.ojp.usdoj.gov/.

OJP FORM 4000/2 (REV. 4-88)




Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile Justice and SHEET PAGE 4 OF 6
Delinquency Prevention Cooperative Agreement
PROJECT NUMBER  2010-MC-CX-K027 AWARDDATE  09/19/72011

SPECIAL CONDITIONS

15.  Within 45 days after the end of any conference, meeting, retreat, seminar, symposium, training activity, or similar event
funded under this award, and the total cost of which exceeds $20,000 in award funds, the recipient must provide the
program manager with the following information and itemized costs:

1) name of event;

2) event dates;

3) location of event;

4) number of federal attendees;

5) number of non-federal attendees;

6) costs of event space, including rooms for break-out sessions;

7) costs of audio visual services;

8) other equipment costs (e.g., computer fees, telephone fees);

9) costs of printing and distribution;

10) costs of meals provided during the event;

11) costs of refreshments provided during the event;

12) costs of event planner;

13) costs of event facilitators; and

14) any other costs associated with the event.

The recipient must also itemize and report any of the following attendee (including participants, presenters, speakers)
costs that are paid or reimbursed with cooperative agreement funds:

1) meals and incidental expenses (M&IE portion of per diem);

2) lodging;

3) transportation to/from event location (e.g., common carrier, Privately Owned Vehicle (POV)); and,
4) local transportation (e.g., rental car, POV) at event location.

Note that if any item is paid for with registration fees, or any other non-award funding, then that portion of the expense
does not need to be reported.

OJP will provide further instructions regarding the submission of this data at a later time.

16. The recipient agrees to forward reports of ICAC Task Force Program Monthly Performance Measures to the OJJDP-
designated site.

OJP FORM 400072 (REV. 4-88)




Department of Justice
Office of Justice Programs AWARD CONTINUATION
Office of Juvenile Justice and SHEET PAGE 5 OF 6
Delinquency Prevention

Cooperative Agreement

PROJECT NUMBER  2010-MC-CX-K027 AWARD DATE 09/19/2011

SPECIAL CONDITIONS
17. The recipient agrees to comply with the OJJDP approved ICAC Task Force Operational and Investigative Standards

18. ICAC Annual Reports
The recipient agrees to submit annual reports to OJP that set forth the following:
(A) Staffing levels of the task force, including the number of investigators, prosecutors, education specialists, and
forensic specialists dedicated to investigating and prosecuting Internet crimes against children,
(B) Investigation and prosecution performance measures of the task force, including--
(i) the number of investigations initiated related to Intemnet crimes against children;
(ii) the number of arrests related to Internet crimes against children; and
(iii) the number of prosecutions for Intemet crimes against children, including--
(1) whether the prosecution resulted in a conviction for such crime; and
(11) the sentence and the statutory maximum for such crime under State law.
(C) The number of referrals made by the task force to the United States Attorneys office, including whether the referral
was accepted by the United States Attorney.
(D) Statistics that account for the disposition of investigations that do not result in arrests or prosecutions, such as
referrals to other law enforcement.
(E) The number of investigative technical assistance sessions that the task force provided to nonmember law
enforcement agencies.
(F) The number of computer forensic examinations that the task force completed.
(G) The number of law enforcement agencies participating in Intemet crimes against children program standards
established by the task force.

19. The recipient acknowledges that the Office of Justice Programs reserves a royalty-free, non-exclusive, and irrevocable
license to reproduce, publish, or otherwise use, and authorize others to use (in whole or in part, including in connection
with derivative works), for Federal purposes: (1) the copyright in any work developed under an award or subaward;
and (2) any rights of copyright to which a recipient or subrecipient purchases ownership with Federal support.

The recipient acknowledges that the Office of Justice Programs has the right to: (1) obtain, reproduce, publish, or
otherwise use the data first produced under an award or subaward; and (2) authorize others to receive, reproduce,
publish, or otherwise use such data for Federal purposes.

It is the responsibility of the recipient (and of each subrecipient, if applicable) to ensure that this condition is included
in any subaward under this award.

20. Any Web site that is funded in whole or in part under this award must include the following statement on the home
page, on all major entry pages (i.e., pages (exclusive of documents) whose primary purpose is to navigate the user to
interior content), and on any pages from which a visitor may access or use a Web-based service, including any pages
that provide results or outputs from the service:

"This Web site is funded [insert "in part,” if applicable] through a grant from the [insert name of OJP component],
Office of Justice Programs, U.S. Department of Justice. Neither the U.S. Department of Justice nor any of its
components operate, control, are responsible for, or necessarily endorse, this Web site (including, without limitation, its
content, technical infrastructure, and policies, and any services or tools provided).”

The full text of the foregoing statement must be clearly visible on the home page. On other pages, the statement may
be included through a link, entitled "Notice of Federal Funding and Federal Disclaimer," to the full text of the
statement.

OJP FORM 400072 (REV. 4-88)




Department of Justice
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Delinquency Prevention Cooperative Agreement
PROJECT NUMBER  2010-MC-CX-K027 AWARD DATE  09/1972011
SPECIAL CONDITIONS

21. The recipient understands and acknowledges that for purposes of this award, food and/or beverages expenses are
deemed reasonable and allowable for training sessions, meetings, conferences, or other similar functions only to the
extent that the 1) break or other refreshment costs, plus any hotel service costs (e.g., labor cost for room setup), do not
exceed 23 percent of the current General Services Administration (GSA) Meals and Incidental Expenses (M&IE) rate
per attendee per day; and 2) the cost of any individual meal, plus any hotel service costs (e.g., labor cost for room
setup), does not exceed 150 percent of the GSA M&IE rate for that meal in that locality per attendee. Current GSA
M&IE rate breakdown by meal and by locality can be found at http://www.gsa.gov/portal/content/101518,

OJP FORM 400072 (REV. 4-88)




Department of Justice
Office of Justice Programs

Office of Juvenile Justice and
Delinquency Prevention

GRANT MANAGER'S MEMORANDUM, PT. I:
PROJECT SUMMARY

Cooperative Agreement

PROJECT NUMBER

PAGE | OF 1
2010-MC-CX-K027

This project is supporicd under FY 11(OJJDP - ICAC) 42 USC 17611-17617

1. STAFF CONTACT (Name & telephone numbcer)

Amy Staubs
(202) 307-5762

2. PROJECT DIRECTOR (Name, address & telephone number)

Tracy Poulin

Contract/Grant Specialist

45 Commerce Drive, Suite One
Augusia, ME 04330-0000
(207) 624-7209

3a. TITLE OF THE PROGRAM

OJIDP FY 11 Intemet Crimes Against Children Task Force Continuations

3b. POMS CODE (SEE INSTRUCTIONS
ON REVERSE)

4. TITLE OF PROJECT

FY11 ICAC Continuation Grant Maine State Police Crime Laboratory Computer Crimes Unit

5. NAME & ADDRESS OF GRANTEE

Mainc State Police
45 Commerce Drive State House Station 42
Augusta, ME 04333-0042

6.NAME & ADRESS OF SUBGRANTEE

7. PROGRAM PERIOD

FROM: 04/0172010 TO: 03/3172012

8. BUDGET PERIOD

FROM: 04/01/2010 TO: 03/31/2012

9. AMOUNT OF AWARD
$ 233,023

10. DATE OF AWARD
09/1912011

11. SECOND YEAR'S BUDGET

12. SECOND YEAR'S BUDGET AMOUNT

13. THIRD YEAR'S BUDGET PERIOD

14. THIRD YEAR'S BUDGET AMOUNT

15. SUMMARY DESCRIPTION OF PROJECT (See instruction on reverse)

Using OJIDP funds, the Mainc Department of Public Safety will continue to expand its ICAC investigative unit. Resources provided will be used for two
investigators and one forensic technician. Funds will also go 1owards providing ICAC training opportunities and for community outreach.

Pursuant to Section 104 of the PROTECT Act, the ICAC Task Force shall 1) consist of State and local investigators, prosecutors, forensic specialists, and education
specialists who are dedicated to addressing the goals of the task force; 2) engage in proactive investigations, forensic examinations, and effective prosecutions of
Internet crimes against children; 3) provide forensic, preventive, and investigative assistance to parents, educator, prosccutors, law enforcement, and other
concemed with Inierne crimes against children; 4) develop multijurisdictional, multiagency responses and partnerships to Internet crimes against children offenses
through ongoing informational, administrative, and technological support to other State and local law enforcement agencies, as a means for such agencies to acquire
the necessary knowledge, personnel, and specialized equipment to investigate and prosecute such offenses; 5) participate in nationally coordinated investigations in

OJP FORM 4000/2 (REV. 4-88)




any case in which the Atiorney General determines such participation to be necessary, as permitted by the available resource of such task force; 6) establish or adopt
investigative and prosecution standards consistent with norms, to which such task force shall comply; 7) investigate, and seek prosccution on, tips related to Intemet
crimes against children, including tips from Operation Fairplay, the National Internet Crimes Against Children Data System, the National Center for Missing and
Exploited Children's CyberTipline, ICAC task forces, and other Federal, State, and local agencies, with priority being given to investigate leads that indicate
possibility of identifying or rescuing child victims, including investigative leads that indicate a likelihood of seriousness of offense or dangerousness to the |
community; 8) develop procedures for handling seized evidence; 9) maintain reports required by OJJDP and other reports and records as determined by the Attomey
General; and 10) seek to comply with national standards regarding the investigation and prosccution of Intemet crimes against children, as set forth by the Attomey
General, to the extent such standards are consistent with the law of the State where the task force is located. NCA/CF




Department of Justice

Office of Justice Programs

Office of the Assistant Attorney General Washington, D.C. 20531

September 19, 2011

Commissioner John Morris
Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333-0042

Dear Commissioner Morris:
On behalf of Attorney General Eric Holder, it is my pleasure to inform you that the Office of Justice Programs has approved

your application for funding under the OJJDP FY 11! Internet Crimes Against Children Task Force Continuations in the amount
of $233,023 for Maine State Police.

Enclosed you will find the Grant Award and Special Conditions documents. This award is subject to all administrative and
financial requirements, including the timely submission of all financial and programmatic reports, resolution of all interim
audit findings, and the maintenance of a minimum level of cash-on-hand. Should you not adhere to these requirements, you
will be in violation of the terms of this agreement and the award will be subject to termination for cause or other administrative
action as appropriate.
If you have questions regarding this award, please contact:

- Program Questions, Amy Staubs, Program Manager at (202) 307-5762; and

- Financial Questions, the Office of the Chief Financial Officer, Customer Service Center (CSC) at
(800) 458-0786, or you may contact the CSC at ask.ocfo@usdoj.gov.

Congratulations, and we look forward to working with you.
Sincerely,

Laurie Robinson
Assistant Attorney General

Enclosures



Department of Justice

Office of Justice Programs
Office for Civil Rights

Washington, D.C. 20531

September 19, 2011

Commissioner John Morris
Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333-0042

Dear Commissioner Morris:

Congratulations on your recent award. In establishing financial assistance programs, Congress linked the receipt of Federal funding to
compliance with Federal civil rights laws. The Office for Civil Rights (OCR), Office of Justice Programs (OJP), U.S. Department of Justice
is responsible for ensuring that recipients of financial aid from OJP, its component offices and bureaus, the Office on Violence Against
Women (OVW), and the Office of Community Oriented Policing Services (COPS) comply with applicable Federal civil rights statutes and
regulations. We at OCR are available to help you and your organization meet the civil rights requirements that come with Justice
Department funding.

Ensuring Access to Federally Assisted Programs

As you know, Federal laws prohibit recipients of financial assistance from discriminating on the basis of race, color, national origin,
religion, sex, or disability in funded programs or activities, not only in respect to employment practices but also in the delivery of services or
benefits. Federal law also prohibits funded programs or activities from discriminating on the basis of age in the delivery of services or
benefits.

Providing Services to Limited English Proficiency (LEP) Individuals

In accordance with Department of Justice Guidance pertaining to Title V1 of the Civil Rights Act of 1964, 42 U.S.C. § 2000d, recipients of
Federal financial assistance must take reasonable steps to provide meaningful access to their programs and activities for persons with limited
English proficiency (LEP). For more information on the civil rights responsibilities that recipients have in providing language services to
LEP individuals, please see the website at http://www.lep.gov.

Ensuring Equal Treatment for Faith-Based Organizations

The Departrnent of Justice has published a regulation specifically pertaining to the funding of faith-based organizations. In general, the
regulation, Participation in Justice Department Programs by Religious Organizations; Providing for Equal Treatment of all Justice
Department Program Participants, and known as the Equal Treatment Regulation 28 C.F.R. part 38, requires State Administering Agencies
to treat these organizations the same as any other applicant or recipient. The regulation prohibits State Administering Agencies from making
award or grant administration decisions on the basis of an organization's religious character or affiliation, religious name, or the religious
composition of its board of directors.

The regulation also prohibits faith-based organizations from using financial assistance from the Department of Justice to fund inherently
religious activities. While faith-based organizations can engage in non-funded inherently religious activities, they must be held separately
from the Department of Justice funded program, and customers or beneficiaries cannot be compelied to participate in them. The Equal
Treatment Regulation also makes clear that organizations participating in programs funded by the Department of Justice are not permitted to
discriminate in the provision of services on the basis of a beneficiary's religion. For more information on the regulation, please see OCR's
website at http://www.ojp.usdoj.gov/ocr/etfbo.htm.

State Administering Agencies and faith-based organizations should also note that the Safe Streets Act, as amended; the Victims of Crime
Act, as amended; and the Juvenile Justice and Delinquency Prevention Act, as amended, contain prohibitions against discrimination on the
basis of religion in employment. Despite these nondiscrimination provisions, the Justice Department has concluded that the Religious
Freedom Restoration Act (RFRA) is reasonably construed, on a case-by-case basis, to require that its funding agencies permit faith-based
organizations applying for funding under the applicable program statutes both to receive DOJ funds and to continue considering religion
when hiring staff, even if the statute that authorizes the funding program generally forbids considering of religion in employment decisions
by grantees.

Questions about the regulation or the application of RFRA to the statutes that prohibit discrimination in employment may be directed to this
Office.



Enforcing Civil Rights Laws

All recipients of Federal financial assistance, regardless of the particular funding source, the amount of the grant award, or the number of
employees in the workforce, are subject to the prohibitions against unlawful discrimination. Accordingly, OCR investigates recipients that
are the subject of discrimination complaints from both individuals and groups. In addition, based on regulatory criteria, OCR selects a
number of recipients each year for compliance reviews, audits that require recipients to submit data showing that they are providing services
equitably to all segments of their service population and that their employment practices meet equal employment opportunity standards.

Complying with the Safe Streets Act or Program Requirements

In addition to these general prohibitions, an organization which is a recipient of financial assistance subject to the nondiscrimination
provisions of the Omnibus Crime Control and Safe Streets Act (Safe Streets Act) of 1968, 42 U.S.C. § 3789d(c), or other Federal grant
program requirements, must meet two additional requirements:(1) complying with Federal regulations pertaining to the development of an
Equal Employment Opportunity Plan (EEOP), 28 C.F.R. § 42.301-.308, and (2) submitting to OCR Findings of Discrimination (see 28
C.F.R. §§ 42.205(5) or 31.202(5)).

1) Meeting the EEOP Requirement

In accordance with Federal regulations, Assurance No. 6 in the Standard Assurances, COPS Assurance No. 8.B, or certain Federal grant
program requirements, your organization must comply with the following EEOP reporting requirements:

If your organization has received an award for $500,000 or more and has 50 or more employees (counting both full- and part-time
employees but excluding political appointees), then it has to prepare an EEOP and submit it to OCR for review within 60 days from the
date of this letter. For assistance in developing an EEOP, please consult OCR's website at http://www.ojp.usdoj.gov/ocr/eeop.htm. You
may also request technical assistance from an EEOP specialist at OCR by dialing (202) 616-3208.

If your organization received an award between $25,000 and $500,000 and has 50 or more employees, your organization still has to prepare
an EEOP, but it does not have to submit the EEOP to OCR for review. Instead, your organization has to maintain the EEOP on file and
make it available for review on request. In addition, your organization has to complete Section B of the Certification Form and return it to
OCR. The Certification Form can be found at http://www.ojp.usdoj.gov/ocr/eeop.htm.

If your organization received an award for less than $25,000; or if your organization has less than 50 employees, regardless of the amount of
the award; or if your organization is a medical institution, educational institution, nonprofit organization or Indian tribe, then your
organization is exempt from the EEOP requirement. However, your organization must complete Section A of the Certification Form and
return it to OCR. The Certification Form can be found at http://www.ojp.usdoj.gov/ocr/eeop.htm.

2) Submitting Findings of Discrimination

In the event a Federal or State court or Federal or State administrative agency makes an adverse finding of discrimination against your
organization after a due process hearing, on the ground of race, color, religion, national origin, or sex, your organization must submit a copy
of the finding to OCR for review.

Ensuring the Compliance of Subrecipients

If your organization makes subawards to other agencies, you are responsible for assuring that subrecipients also comply with all of the
applicable Federal civil rights laws, including the requirements pertaining to developing and submitting an EEOP, reporting Findings of
Discrimination, and providing language services to LEP persons. State agencies that make subawards must have in place standard grant
assurances and review procedures to demonstrate that they are effectively monitoring the civil rights compliance of subrecipients.

If we can assist you in any way in fulfilling your civil rights responsibilities as a recipient of Federal funding, please call OCR at (202) 307-
0690 or visit our website at http://www.ojp.usdoj.gov/ocr/.

Sincerely,

Wit 3. fitop—

Michael L. Alston
Director

cc:  Grant Manager
Financial Analyst



Department of Justice
Office of Justice Programs

Office of the Chief Financial Officer

Washington, D.C. 20531

September 19, 2011

Commissioner John Morris
Maine State Police

45 Commerce Drive

State House Station 42
Augusta, ME 04333 - 0042

Reference Grant Number: 2010-MC-CX-K627
Supplemental Budget Number: |
Dear Commissioner Morris:

1 am pleased to inform you that my office has approved the following budget categories for the aforementioned grant award in
the cost categories identified below:

Category Prior Budget Supplemental Budget Total
Personnel $53,581 $192,287 $245,868
Fringe Benefits $25,003 $25,003 $50,006
Travel $7,294 $4,582 $11,876
Equipment $2,400 $5,250 $7,650
Supplies $0 $2,015 $2,015
Construction $0 30 $0
Contractual $138,706 30 $138,706
Other $0 $0 $0
Total Direct Cost $226,984 $229,137 $456,121
Indirect Cost $4,431 $3,886 $8,317
Total Project Cost $231,415 $233,023 $464,438
Federal Funds Approved: $231,415 $233,023 $464,438
Non-Federal Share: $0 $0 $0
Program Income: $0 50 50

Match is not required for this grant program.

The approved budget clearance above includes the reclassification of $138,706 from Consultants/Contracts to Personnel category.



If you have questions regarding this award, please contact:
- Prograrn Questions, Amy Staubs, Program Manager at (202) 307-5762

- Financial Questions, the Office of Chief Financial Officer, Customer Service Center(CSC)
at (800) 458-0786, or you may contact the CSC at ask.ocfo@usdoj.gov.

Congratulations, and we look forward to working with you.

Sincerely,

{ _e. ' J\ @—‘“""‘Q"“_
~ -

Leigh Benda
Chief Financial Officer
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Project Abstract

The Maine Computer Crimes Unit (CCU) and it’s affiliate and partner agencies operating as the
Maine Computer Crimes Task Force (MCCTF) serve the entire State of Maine. The unit also
continues to be the portal for referrals to Maine from the National Center for Missing and

Exploited Children (NCMEC).

In 2010 the CCU implemented dramatic changes to its role in child pornography investigations.
The 7 member unit added three detectives to conduct field investigations. These detectives
conducted 98 knock and talks and executed 29 search warrants in 2010. This addition of these
field detectives has created a large backlog of seized electronic media in need of forensic
analysis. This project will attempt to align resources to address the increased demand on

computer forensics.

We propose to use the 2011 grant to continue with the program we envisioned under the 2010
ICAC grant. We would like to continue to fund two Computer Forensic Analysts and a Forensic
Technician. This will allow us to balance forensic analysts with field investigators to allow for
additional, proactive investigations. The technician will be receiving evidence, entering data,
collecting statistics and doing initial imaging to assist the computer analysts. We will measure

forensic case backlog reduction.

ICAC Task Force — ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Statement of Problem

To provide some background, the Maine Computer Crimes Task Force (MCCTF) has been
involved in virtually every computer crime investigation in the State of Maine since 1999. In
2005, the Maine State Police component of the MCCTF was reorganized to become the
Computer Crimes Unit (CCU) of the Maine State Police Crime Laboratory. Public Law 676,
passed in 2006, formalized this relationship and increased personnel and funding for the new
unit. The supervisor of the unit is designated as the ICAC commander for the State of Maine.
He supervises ICAC activities for all affiliate and partner agencies in the MCCTF. In addition to
assisting all state agencies with child pornography cases, and self-generating complaints by
monitoring activities on the Peer to Peer network, the CCU continues to be the portal for

referrals to Maine from the National Center for Missing and Exploited Children.

The trend for child pornography sharing and need for investigations in Maine has been
concerning. In 2007 Maine was experiencing approximately 30 unique IPs sharing child
pornography each month. In 2010 we saw over 100 unique IPs sharing child pornography
monthly. In 2009 the unit received 116 referrals from the National Center for Missing and
Exploited Children. In 2010 that number rose to 144. The unit only had the one sergeant and

one detective for conducting field work in 2009. Recognizing the need for more field

ICAC Task Force - ME
3ofll



U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety
investigations the unit sought funding for specially trained field investigators. In early 2010 the
State of Maine obtained the services of two local detectives assigned to the CCU under the ICAC
Recovery Act. Their purpose was to conduct state-wide field investigations in cases of
possession of child pornography. In July of 2010 the State of Maine further recognized the need

to address the proliferation of child pornography and related crimes. The legislature allocated a

full-time state-funded detective for the purposes of field investigations.

The addition of these detectives has made a huge impact on child pornography possession and
dissemination cases. During, 2009 the unit was the primary investigating agency in 28 cases.
During 2010 the number of cases in which CCU was primary rose to 206. This was a 735%
increase in volume. Members of the CCU conducted 98 “knock and talks”, executed 29 search
warrants, made 9 arrests and have the majority of the cases now pending grand jury indictments.
We have had some very significant cases to include arrests of a doctor, a prominent attorney, and
a recognized award-winning teacher. All arrests have gained significant media attention and we
believe have resulted in some impact on those that would download child pornography. We

know that some children are no longer being abused due to these cases.

Although we are making huge strides in field work, the impact has been to create a large
backlog in cases of need of foremsic analysis. During 2010 the unit’s forensic analysts
completed 114 forensic cases compared to 122 in 2009. There were a number of factors that

contributed to this decrease in cases completed, such as larger hard drive sizes, more media per

ICAC Task Force - ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety
case and a new technique being used to assist investigators in the field -- field previews. Field
previews take computer analysts off casework in the office but allow for more efficiency with
“knock and talks”. Many confessions come from an analyst locating child pornography on the
suspect’s computer during a preview while the interview is taking place. Our backlog of forensic
cases is currently 116 cases. With all things considered this is approximately a one year backlog.
It would be higher if we did not have the 2010 ICAC funding. The 2010 funding supports one
current analyst and has funding to hire an additional computer analyst and a forensic technician.
We have had hurdles with the mechanics of getting two of these positions in place given hiring

procedures and divided responsibilities*, but we are now in a position to hire them. We propose

to use the 2011 ICAC grant to continue with the 2010 ICAC program.

*It should also be noted that one of our affiliate agencies is losing funding to support a computer
forensic analyst. The analyst in this position has recently retired. We have worked in 2010/2011
to secure state funding to replace this analyst. We have now secured state funding for the hiring

of a new affiliate agency analyst beginning in July of 2011.

*It should also be noted that we have worked in 2010/2011 to secure funding through a Violence
Against Women Act grant to create a DVD. This DVD will teach police officers and prosecutors
how to investigate and prosecute cybercrimes. It will contain references to applicable laws,
template subpoenas and template search warrants for computer crimes cases. Not only will this

provide training and outreach but it is anticipated that it will alleviate some demand on the CCU.

ICAC Task Force — ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Performance Measures Requirment

The funding will be used to maintain our MCCTF as proposed in our 2010 ICAC grant to
investigate internet crime against children. As an ICAC grantee we continue to provide tracking
information using the ICAC Case Tracker submission form. Whereas this grant is for forensic
analyses and technician duties we will track positions maintained and activities related to those
positions to show the impact that this grant funding is having on forensic casework. We will
indicate cases completed and extrapolate percentage increases in casework and technical
assistance provided as compared to that if we did not have the funding. @ We will track

equipment/supply purchases.

Goals

The goal of this program is to align the resources of computer forensic analysts with the field
investigators by continuing two computer forensic analyst positions and a forensic technician
position. Currently we have made great strides in conducting field responses to online child
victimization and child pornography. However, it has resulted in a backlog of electronic media
that needs to be forensically analyzed to keep up with proactive field investigations. We intend
to use the funding to reduce the backlog of forensic casework as compared to what it would be if

we did not have the funding.

ICAC Task Force — ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Objectives

The objective is to maintain our ICAC task force at the level established by the 2010 ICAC grant
in order to prevent, investigate and prosecute Internet crimes against children. Continuing these
three positions will improve task force effectiveness over that which we would see without these

positions.

Each of the two forensic computer analysts is expected to complete 2 child exploitation forensic
cases per month. This should result in 48 forensic cases completed in a one year period. The
forensic technician will assist both field investigators and forensic computer analysts with
inventory and evidence control, imaging of hard drives, data entry into the network records
management system (NetRMS), information tabulation and distribution between computer
forensic analysts, field investigators, District Attorney Office, the U. S. Attorney’s Office, and
the various associate units. These efforts will provide an efficiency that does not currently exist.
These duties will relieve burdens on our field investigators and computer forensic analysts. Our
planning and research associate will also be freed up to better prepare statistical reports
necessary for the tracking of ICAC activities and progress reports. The success of this position
will be tracked by numbers of cases in which this position logs evidence, numbers of hard drives

imaged and numbers of reports entered.

ICAC Task Force - ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Performance Measurement Plan

The CCU will track the number of jobs created due to this ICAC funding. Forensic cases
completed by the two computer forensic analysts will be tracked. We will report the backlog of
forensic cases prior to the grant funding and at the end of the progress reporting periods. We
will extrapolate what the backlog would have been without the funding. We will also track the
number of cases received by the forensic technician as well as the number of hard drives imaged

and reports entered or assists given to other agencies by this position.

Project/Program Design and Implementation

The project centers on continuing funding for one forensic computer analyst and the hiring of
two additional people. The one current forensic computer analyst position has been easy to
maintain whereas the state has headcount for this position, the person has already been selected
and trained and is doing casework. When his funding runs out under the 2010 ICAC grant we
will move him over to the 2011 ICAC grant. We have identified a mechanism to hire the two
additional people which is acceptable during a time of hiring freeze. They will be hired as
contracts. These two positions are being posted now under the 2010 ICAC grant. When the

funding runs out under that grant we will move them over to the 2011 ICAC grant.

ICAC Task Force - ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

Personnel: We are looking to retain a computer forensic analyst funded by the FY10 ICAC
Task Force Continuation grant for examination of computers (both PC-based and Macintosh-
based) from Peer to Peer “hits” and NCMEC referrals. It is anticipated that the analyst will

complete 24 forensic cases per year.

Travel: We are requesting funding for travel to four (4) ICAC Commanders Meetings during
the one-year period of this grant and travel for the CEO to go to one (1) meeting (as specified in

the grant solicitation).

Equipment: The Maine State Police Crime Laboratory is requesting funds for the purchase of

software licenses and a V6/V7 dongle.

Supplies: The Maine State Police Crime Laboratory is requesting funds for the purchase of 25

hard drives necessary for imaging of computers.

Consultants/Contracts: We are looking to continue with an additional computer forensic
analyst for examination of computers (both PC-based and Macintosh-based) from Peer to Peer
“hits” and NCMEC referrals established under the 2010 ICAC grant. Once trained in forensic
computer examinations using such tools as Encase, FTK, and Macintosh forensics, it is

anticipated that the analyst will perform examinations at a rate of 24 per year.

ICAC Task Force - ME
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U. S. Department of Justice
Office of Juvenile Justice and Delinquency Prevention
FY 11 Internet Crimes Against Children Task Force Program Continuation Grant
Maine Department of Public Safety

We are also looking to continue with a forensic technician established under the 2010 ICAC who

will assist both field investigators and forensic computer analysts with inventory and evidence

control, data entry into the network records management system (NetRMS), information

tabulation and distribution between computer forensic analysts, field investigators, District

Attorney Office, the U. S. Attorney’s Office, and the various associate units and partner

agencies.
Timeline
Project Goal Related Objective Activity @ on’fsl’;:i?:%ate Re::;ios?ble
Hire Computer Advertise with Maine LEO's and with End of month 2. Lap Di I
Forensic Analyst 2 recruitments released staffing agencies ﬁ
contractor, and
Forensic Interview and select candidate
Technician
contractor
Train Computer Enroll in select courses for In-house training for both to be End of month 4. ICAC
Forensic Analyst analyst, in-house training | augmented by specialized out-of-state Commander,
contractor, and for technician training for analyst
Forensic
Technician
contractor
Purchase Supporting equipment and Purchase software license/ V6 or V7 End of month 2 Lab Director,
software supplies dongle/hard drives
license/dongle
and hard drives
Evaluation Track forensic computer Assign computer forensic cases to Ongoing after ICAC
casework performed by Computer Forensic Analyst, Computer month four with Commander
Computer Forensic Analyst, Forensic Analyst contractor, and quarterly updates

Computer Forensic Analyst
contractor, and Forensic
Technician contractor

Forensic Technician contractor.

Begin assessments, progress reports. .
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Capabilities/Competencies

The current staffing of the CCU consists of a supervising State Police Sergeant capable of both
field investigations and laboratory forensic examination of computer components and media.
There are four detectives, one from Belfast PD (as part of the FY09 Recovery Act), one from
South Portland PD (also as part of the FY09 recovery Act) and two from the Maine State Police.
There are four Computer Forensic Analysts (one of whom is employed through the FY10 ICAC
Grant) whose main focus is laboratory forensic examination of computer components and media.
These analysts also assist in field investigations, as needed. There is also one Planning and
Research Associate who currently manages the incoming evidence, conducts statistical analysis,
initiates cases in our reporting system, and completes all of the reports necessary for the ICAC.
Finally, the unit is managed by the director of the Maine State Police Crime Laboratory, which

includes the management of the grants along with the assistance of a contract/grant specialist.

Names and Affiliations of all Key Personnel

. —(MSP)/ Director of Crime Laboratory bb

e Sgt. Glenn Lang (MSP)/Supervisor Computer Crimes Unit & ICAC Commander

. _(MSP)/Contract-GTant Specialist bb
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Budget Narrative

Personnel & Fringe Benefits: The Maine State Police Crime Laboratory’s Computer Crimes
Unit requests funding for one Computer Forensic Analyst. The Computer Forensic Analyst will
be dedicated Full-time (40 hours per week) to examine computers and other technology for child
exploitation contraband. The Computer Forensic Analyst's salary is calculated from the State of
Maine, Department of Human Resources Forensic DNA Analyst classification (Grade 25 Step
8). (See http://www.maine.gov/bhr/ for BHR classification salary ranges.) Fringe benefits are
calculated as a percent of the base salary. Fringe benefits include payroll expenses such as social
security, workman's compensation and unemployment insurance and may vary slightly. Total

Personnel & Fringe Benefits funding requested is $78,583.95.

Travel: The training/travel items are for the ICAC Commander/designee to attend the
mandatory four (4) ICAC Commander meetings and for the State Police CEO to attend one

meeting. Total Travel funding requested is $4,581.50.

Equipment: The equipment requested is software licenses to be used by the Computer Crimes

Unit and for a V6 or V7 dongle. Total Equipment funding requested $5,250.

Supplies: The supplies requested are for hard drives for the imaging of computers when they

come in to the unit. These will be used by the forensic technician and ultimately by one of the

ICAC Task Force — ME
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computer forensic analysts employed under this funding. Total Equipment funding requested

$2,016.

Construction: none

Consultants/Contracts: The Maine State Police Crime Laboratory’s Computer Crimes Unit
requests funding for one Computer Forensic Analyst contractor. The contractor Computer
Forensic Analyst will be dedicated Full-time (40 hours per week) to examine computers and
other technology for child exploitation contraband. The Computer Forensic Analyst's salary is
calculated from the State of Maine, Department of Human Resources Forensic DNA Analyst
classification (Grade 25 Step 8). (See http://www.maine.gov/bhr/ for BHR classification salary
ranges.) Fringe benefits are calculated as a percent of the base salary. Fringe benefits include
payroll expenses such as social security, workman's compensation and unemployment insurance
and may vary slightly. Additionally, the Computer Crimes Unit requests funding for a Forensic
Technician contractor. The Forensic Technician will be dedicated Full-time to assisting
Computer Forensic Analysts and Field Investigators. The Forensic Technician's salary is
calculated from the BHR Forensic Technician classification (Grade 18 Step 8). (See
http://www.maine.gov/bhr/ for BHR classification salary ranges.) Fringe benefits are calculated

as a percent of the base salary. Total Consultant/Contract funding requested $138,705.70.

Other Costs: None

ICAC Task Force — ME
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Indirect Costs

Statewide Cost Allocation Plan (STACAP)

The State of Maine provides un-billed central services to State Programs that operate with
Federal and/or special revenue funds. In order to recover the costs of providing these services,
the State must prepare a Statewide Indirect Cost Allocation Plan or STACAP also known as

SWCAP.

The plan is used to develop indirect cost rates, which are used to bill the Federal and special
revenue fund units, their "fair share" of the indirect costs. Furthermore, to recover indirect costs
from Federal funds, the State Controller's Office must successfully negotiate the STACAP plan
with representatives of the U.S. Department of Health and Human Services (HHS), Division of

Cost Allocation.

Maine Statute http://janus.state.me.us/legis/statutes/5/titleSsec1877-A.html

The current rate of the Maine State Police is 1.696% for FY 2011. Total Other Costs

funding requested $3,886.17 based on 1.696% of total requested funds $229,137.15.
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