
Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Ramirez, Edith 
Wednesday, July 23, 2014 1:53 PM 
Ellen Doneski 
RE: Rockefeller Letter to Issa Re: Improper Interference 

EHen, thank you for 5ending a copy of Chairman RockefeHer's ietter. -Edith 

From: Ellen Doneski 
Sent: Wednesday, July 23, 2014 1 :34 PM 
To: Ramirez, Edith 
Subject: Rockefeller Letter to Issa Re: Improper Interference 

Senator Rockefeller just sent this. letter. to. Congressman Issa and we wanted to make sure. you had a copy. Will call after mark 
up/hearing on cramming. Best, Ellen 
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1lilnitcd. t~tes note 
CCMMHTE'E CN CCMM!-:f~CE, SClE~K.t', 

ANO THA~.J~;PQHTA'i!ON 

'lNASHJNi~T(;tN, DC 2f)b HJ·.tnn1 

July 23, 2014 

U.S. House Committee on Oversight and Govemment Reform 
2157 Rayburn. House Office Building 
Washington, D.C. 20515 . ~;~ 

f 
Dear 

I am troubled by the impropriety of your ongoing interference with an administrative trial 
regarding allegations that the medical testing C-Ompany LabMD, Inc. (LabMD) violated the 
security and privacy of almost 10,000 consmners. The trial is the result of an enforcement action 
brought by the Federal Trade Commission (FTC) against LabMD for lax data-security practices 
after discovering that consumers' sensitive persona:! and health information was available 
through a •<peer-to-peer" sharing application and was being used by criminals to commit identity 
theft. Your inrerf erence in this legal matter is apparently going to be the subject of an upcoming 
hearing on July 24 in the House Committee on Oversight and Government Re.form. 

You purport to be concerned about allegations that a third-party company provided 
untruthfol testimony to the FTC with regard to the LabMD breach. This allegation would be 
more property raised by LabMD's defonse counsel to the administrative law judge presiding over 
this trial. The trial process provides defense counsel with ample opportunity to impugn the 
veracity or .integrity of a wi l:ness or evidence. It is not the job of Congress to serve as an 
advocate for one particular side and attempt to sway ajudge who makes determinations of fact 
based on evidence formally presented under well-established rules and procedures. 

Instead of allowing the parties in this trial to present evidence and to argue their positions 
before an. independent fact finder, you are instead using heavy .. handed, bullying tDctics to 
undermine due process and to inappropriately assist the defondant, LabMD. As a result of y(}ur 
interference - including a June 11, 20141 letter to Chairv-.:oman Edith Ramirez. stating that your 
Committee may "immunize certain future testimony under 18 u.s~c. § 6005" -the 
administrative law judge presiding over this case has suspended the trial indefinitely. This delay 
is completely unnecessary; it needlessly forestalls resolution of this important consumer
protection case. 

'While Congress obviously has an. important role in government oversight, 1 believe you 
have overstepped your bounds in this instance. It is not appropriate .for C-Ongtess to intervene in 
the midst of a trial and to adversely affect its proceedings, as you have done. The inappropriate 
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timing and nature of your investigation are buttressed by the revelation that LahMD is being 
represented by a fom1er member of your Committee staff. This raises the question of whether 
LabMD directly sought your help and intervention in the legal process rather than take the risk of 
losing on the merits at trial. 

Another apparent purpose of your hearing is to express skepticism about the FTC's long
standing and well~establishcd legal authority under Section 5 of the FTC Act to bring an action 
against companies like LabMD for negligent data~securhy practices. This skepticism is 
unfounded, and your public position was recently rejected by a federal judge in the FTC's data 
security case against Wyndham Corporation. Over the pa'jt 13 years~ the Commission has 
initiated dozens of administrative adjudicatory proceedings and cases in federal court 
challenging practices that compromised the security of consumers' data and that resulted in 
improper disclosures of personal information collected from consumers. 

Indeed~ Congress has mandated that the FTC effectively use its authority to protect 
consumers from '"unfair or deceptive m,1s or practices in or affecting interstate commerce~· -- the 
very issues at the heart of the LabMD case. The legislative history of the F'TC Act confirms that 
Congress,intended to delegate broad authority "to the [C]ommission to dctcnnine what practices 
were unfair/' rather than ''enumerating the particular practices to which [the term 'unfair'] was 
intended to apply ... There .is no limit to human inventiveness in this field. Even ifaH known 
unfair practices were specifically defined and prohibited, it would be at once necessary to begin 
over again." Against this backdrop, one must conclude that your upcoming hearing and current 
investigatiOn are nothing more or less than an effort to weaken one of our nation's most 
important consUmer-protecti~rt laws~ a law that has protected generations of American 
consumers· from sci.mis and rip~offs~. · · · · 

Lastly, it is worth 4oting that due to Congress's repeated failure to pass stmng data
secilrity and breachnotification legislation, the FTC stands as the primary federa1 entity · 
protecting American consumers from harmful data breaches. Recent high~profile, large-scale 
data breaches -- most notably at Target- have once again mised public awareness about the need 
for companies to adequately secure consumer information. Because Congress rt."lllains incapable 
of passing meaningful data~security legislation that provides American consumers with strong 
protections~ we must continue to rely on the FTC and its organic authority urider the FTC Act to 
bring enforcement actions against compariies that break the law. Rather than continuing to . 
pursue yom cunent course of inte1ference, I would urge you 10· instead work to pass meaningful 
data-security legislation. I would welcome your assistance. · 

As Chairman of the Senate Committee on Commerce, Science, and Transportation, I · 
regard th~ FTC as the premier consumer-protection agency in the nation. The Commission 
consistet'itly seeks to carry out its mission of protecting consumers and competition, and the 
agency and its employees serve asan important watchdog for corporate \:VTongdoing. If the 
Commission acted improperly or othem'ise relied on faulty testimony or evidence in its case 
again~i Lab MD, a judge would be the proper arbiter of SU.ch an allegation at trial; not Mem~bers 
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of Congress. I urge you to reconsider y-0ui: actions and to allow for tbe American legal system 
and the rule of law- not political theater - .to resolve this case. 

Sin<:erely. 

r''t,~£-i~~~_r ., 
'tt'J 

John D. Rockefeller IV 
Chairman 

c{;: The Honorable Elijah E. Cummings, Ranking. Member 

-
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The Committee on Oversight and Oovcmmcnt Reform is investigating the activities of 
Tiversa, Inc., a comnar1v upon which the Federal Trade Commission ('•}''TC'~) relied as a source 
of information in its. enfor~ement action against LabMD, Inc.1 Information the Committee 
recently obtained indicates that the testimony provided by company officials to federal 
government entities may not have been truthfol. 

The Committee's ongoing investigation has shown that competing claims exisr. ahout the 
cu.lpablJity of those responsible for the dissemination of false information, It is clear at this 
point, however) that the infonnation provid~d to the FTC is incomplete and inaccurate. A 
witness in the proceedings against LabMD, inc. recently testified to the Committee that he 
provided incomplete or inaccurate information to the FTC regarding the origin of a "1718" 
document. In a transcribed interview \:Yi.th Committee staff, Tive:rsa's Chief Executive Officer, 
R0bert Boback, testified that he received ''incomplete information with :regard to my testimony 
of FTC and LahtvfD."2 He furthet stated that the "the original source of the disclosure was 
i.ricomplete."3 Mr. Boback testified: 

Q .How did you determine that it was incomplete or that there was a 
problem with the spread analysis? 

A I had ... [Tiversa Employee A), perfonn[J an analysis) again, 
remember~ data store versus the peer to peer. So the infonnation in 
the data store, [Tiversa Emp!1.)yee BJ perfonued another analysis to 
say, what was the orig:inal source of the file from LabMD and what 

~-.... ~-.. ··-····-------
'See in re LabMD, me., .Ne. 9357 (Fed, Trade Cornm'n Aug. 29, 20.13), ovaflab!e at 
ht'.p ;/ !www. ftc. govisi!esi defau! t!fi lc~documents/cases/20 13!0Si13 0829 !abmdpart3. p<l f. 
2 Transcribed lm.e.rview of Robert Hoback, Transcript at 129· l.30 (June 5, W 14) [hereinafter Bobe.ck ir.l 
~ M. 
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was the disclosure, a. foll analysis of 1t which then provided tn me~ 
which expanded upon what [Tiversa Employee BJ had told me 
when I asked [Tiversa Employee B] prior to my testimony. A.nd 
the only reason why 1 asked [Tiversa Employee BJ in the first 
place was because [Tiversa Employee B} was the analyst on it at 
the time when. lt was found) so I asked the analyst who was most 
familiar with this. I didn)t know [Tiversa Employee B} was going 
to provide me with l.ess than accurate information. 

* >j: * 

Q So at the time that you were first made aware of the 1718 
docw:nent in April) May of 2008, Tiversa employees had not 
conducted the spread analysis? 

A No, 

Q And you did not know the original source of the .1718 document'> 

A I did 1101. No. 

Q Did there come a point at which a Tiversa employee determined 
who the original source of the 1718 document was? 

A Wen, that's - yes. A Tiversa employee tcld me who the original 
source was ... just before I testified .. , in the deposition [in the 
FTC LabMD case] in November of last year. And, subsequently, 
we have <lo.ne a new searc11 an<l found that the origin vvas different 
than w.hat was provided to me .. _ in November. 

The Commiltce brings this matter to your attention because this information bears 
directly en the ongoing proceeding against LabMD, Inc. The Com.inittcc is cummtly considering 
next steps v..ith regard to its own investigation, including the possibility of holding hearings> 
agreeing to hear certain testimony in executive session, and.) based on information provided, to 
immunize certain future testimony pursuant to 18 U.S.C. § 6005, The Committee may request 
documents a.'1.d access to relevant FTC witnesses, lt is my expectatjon that you. and your staff 
will cooperate fully with any subsequent requests fo.r documents or transcribed witness 
interviews. 

The Committee on Oversight a.n.d Govemm.ent Refonn is the principal oversi.ght 
committee of the House of Representatives and may at "any time" investigate "any matter" as set 
forth in House Rule X. 
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If you have any questions, please contact the Committee staff at (202) 225-5074. 
Tha'1k you for your prompt attention to this matter. 

Chair.man 

cc: The Honorable Elijah E. Currunings, Ranking Minority Member 

Willia.."TI. A. Shennan II, Counsel, LabMD, Inc. 

Laura Riposo VanDruff, Complain Counsel, U.S. Federal Trade Com.TUissi.cn 

William A. Burck, QuiJ> .. n Emanuel Urquhrut & SuHivzm LLP 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks Michelle, 

Bumpus, Jeanne 
Thursday, July 17, 2014 2:24 PM 
'Ash, Michelle'; Berroya, Meghan 
RE: hearing 

Follow up 
Flagged 

Hi Meghan, I would love to talk to you at your earliest convenience. My number is (202) 326-2946. 

Jeanne 

Jeanne Bumpus 
Director. 
Office of Congressional Relations. 
Federal Trade. Commission 
326-2946. 

From: Ash, Michelle [mailto:Michelle.Ash@mail.house.gov] 
Sent: Thursday, J uly 17, 2014 2:21 PM 
To: Berroya, Meghan; Bumpus, J eanne 
Subject: hearing 

Meghan is. with Oversight and Government Reform, Jeanne. Bumpus is with. FTC congressional. Meet each 
other .. Cheers .. 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks Paul. 

Bumpus, Jeanne 
Monday, Ju ly 21, 2014 12:48 PM 
'Nagle, Paul' 
RE: Hearing in OGR re: Section 5 

Follow up 
Flagged 

From: Nagle, Paul [mailto:Paul.Nagle@mail.house.gov] 
Sent: Monday, July 21, 2014 12:48 PM 
To: Bumpus, Jeanne 
Subject: RE: Hearing in OGR re: Section 5 

Thanks for the heads up - that had caught my eye as well. We will monitor the hearing from afar for now. 

From: Bumpus, J eanne [mailto: IBumpus@ftc.gov] 
Sent: Monday, J uly 21, 2014 12:19 PM 
To: Nagle, Paul 
Subject: Hearing in OGR re: Section 5 

Paul, 

I wanted to. make you are aware that the Oversight and Government Reform Committee has noticed a hearing for this. 
Thursday morning entitled "The. Federal. Trade commission. and Its Section 5 Authority: Prosecutor, Judge, and Jury." We. 
expect they will discuss. data security and the Lab MD case. We hope to learn more about the hearing this afternoon .. 

Jeanne . 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks for sharing it. 

From: Christian Fjeld 

Bumpus, Jeanne 
Wednesday, July 23, 2014 2:16 PM 
Christian Fjeld; Vandecar, Kim 
RE: Letter 

Follow up 
Flagged 

Sent: Wednesday, J uly 23, 2014 1 :42 PM 
To: Bumpus, J eanne; Vandecar, Kim 
Subject: Letter 

Jeanne and Kim - attached is a letter that Chairman Rockefeller sent to Chairman Issa with regard to his ongoing 
investigation and upcoming hearing on LabMD. Call me with. any questions. 

Christian. 

Christian Tamotsu Fjeld 
Senior Counsel 
Senate Committee on Commerce, Science and Transportation 
428 Hait Office Building 
Washington, DC 20510 
p: (202) 224-1270 f: (202) 228-0327 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

I figured 

Benway, Kathleen (Commerce) <Kathleen_Benway@commerce.senate.gov> 

Monday, July 21, 2014 9:36 AM 
Vandecar, Kim; Bumpus, Jeanne; Simons, Claudia A. 
RE: The Federal Trade commission and Its Section 5 Authority: Prosecutor, Judge, and 

Jury I Committee on Oversight & Government Reform 

Follow up 

Flagged 

From: Vandecar, Kim Cmailto:KVANDECAR@ftc.gov] 
Sent: Monday, J uly 21, 2014 9:34 AM 
To: Benway, Kathleen (Commerce); Bumpus, Jeanne; Simons, Claudia A. 
Subject: RE: The Federal Trade commission and Its Section 5 Authority: Prosecutor, J udge, and J ury I Committee on 
Oversight & Government Reform 

Thanks. We saw it yesterday. 

From: Benway, Kath leen (Commerce) [mailto :Kathleen Benway@commerce.senate.gov] 
Sent: Monday, July 21, 2014 9:33 AM 
To: Bumpus, J eanne; Vandecar, Kim; Simons, Claudia A. 
Subject: FW: The Federal Trade commission and I ts Section 5 Authority: Prosecutor, J udge, and J ury I Committee on 
Oversight & Government Reform 

Link to. the Issa hearing is up. No. witnesses. listed. 

http://oversight.house.gov/hearing/federal-t rade-commission-section-5-authority-prosecutor- judge-jury-2/ 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

I'll be in touch shortly. 

Vandecar, Kim 
Wednesday, June 18, 2014 3:22 PM 
'Taylor, Shannon' 
RE: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

Follow up 
Flagged 

From: Taylor, Shannon [mailto:shannon.taylor@mail.house.gov] 
Sent: Wednesday, J une 18, 2014 3:12 PM 
To: Vandecar, Kim 
Subject: Fw: RELEASE: I ssa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

We definitely need to talk now. Let me know if Friday late morning would work. If not we'll find another time. 

From: Marrero, Alexa 
Sent: Wednesday, J une 18, 2014 03:09 PM 
To: Nagle, Paul; Taylor, Shannon 
Subject: FW: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

ICYMI 

From: Watkins, Becca 
Sent: Wednesday, J une 18, 2014 3:01 PM 
Subject: RELEASE: I ssa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

June 18th, 2014 
Contact: Becca Watkins, 202.225.0037 

Issa to FTC Watchdog: Investigate Allegations of Corporate 
Blackmail 

WASHINGTON -House Oversight and Government Reform Committee Chairman Darrell Issa, R-Calif ., sent a letter to 
Federal Trade Commission's (FTC} Acting Inspector General Kelly Tshibaka last night requesting that the IG's office 



investigate the FTC's relationship with Tiversa, Inc. The Committee has substantial concerns about the reliability of the 
information Tiversa provided to the FTC and the relationship between the FTC and Tiversa. 

In 2008, Tiversa allegedly discovered a document pertaining to LabMD, Inc. containing the personal information of 
thousands of patients on a peer-to-peer network. Tiversa contacted LabMD in May 2008, explaining that it believed it 
had identified a data breach at the company and offering "remediation" services through a professional services 
agreement. LabMD did not accept Tiversa's offer because LabMD believed it had contained and resolved the data 
breach. Tiversa, through an entity known as the Privacy Institute, later provided the FTC with a document it created that 
included information about LabMD, among ot her companies. Tiversa allegedly provided information to the FTC about 
companies that refused to buy its services. In the case of LabMD, after Tiversa provided information to the FTC, the 
Commission sought an enforcement action against the company under its Section 5 authority related to deceptive and 
unfair trade practices. New information has surfaced indicating that information Tiversa supplied to the FTC may have 
been inaccurate 

"The possibility that inaccurate information played a. role. in the FTC's decision to initiate. enforcement actions against 
LabMD. is a serious matter," said Chairman Issa in today's letter. "The FTC's enforcement actions have resulted in serious 
financial difficulties for the company. Additionally, the. alleged collaboration between the FTC and. Tiversa, a company 
which. has now admitted that the information it provided to federal government entities-including the FTC-may be 
inaccurate,. creates the appearance that the FTC aided a company whose business practices allegedly involve. 
disseminating false data about the nature of data. security breaches." 

The letter continues: "Further, the Committee has received information from current and former Tiversa employees 
indicating a lack of truthfulness in testimony Tiversa provided. to. federal government entities. The. Committee's 
investigation is ongoing, and competing claims exist about the culpability of those responsible for the dissemination of 
false information. It is now clear, however, that Tiversa provided incomplete and inaccurate information to the FTC." 

Read the letter and embedded below. 

Ms. Kelly Tshibaka 
Acting Inspector General 
Federal Trade Commission 
Room CC-5206 
600 Pennsylvania Avenue NW 
Washington, D.C. 20580 

Dear Ms. Tshibaka: 

June 16, 2014 

The Committee on Oversight and Government Reform is investigating the activities of Tiversa, Inc., a company 
that provided information to Federal Trade Commission in an enforcement action against LabMD, lncY1 In 2008, Tiversa 
allegedly discovered a document containing the personal information of thousands of patients on a peer-to-peer 
networkY1 Tiversa contacted LabMD in May 2008, explaining that it believed it had identified a data breach at the 
company and offering "remediation" services through a professional services agreement.131 LabMD did not accept 
Tiversa's offer because LabMD believed it had contained and resolved the data breach. Tiversa, through an entity 

2 



known as the Privacy Institute, later provided the FTC with a document it created that included information about 
LabMD, among other companies.141 Apparently, Tiversa provided information to the FTC about companies that refused 
to buy its services. In the case of LabMD, after Tiversa provided questionable information to the FTC, the Commission 
sought an enforcement action against the company under its Section 5 authority related to deceptive and unfair trade 
practices. 151 

In addition to concerns about the merits of the enforcement action with respect to the FTC's jurisdiction, the 
Committee has substantial concerns about the reliability of the information Tiversa provided to the FTC, the manner in 
which Tiversa provided the information, and the relationship between the FTC and Tiversa. For instance, according to 
testimony by Tiversa CEO Robert Boback, the Committee has learned of allegations that Tiversa created the Privacy 
Institute in conjunction with the FTC specifically so that Tiversa could provide information regarding data breaches to 
the FTC in response to a civil investigative demand. The Committee has also learned that Tiversa, or the Privacy 
Institute, may have manipulated information to advance the FTC's investigation. If these allegations are true, such 
coordination between Tiversa and the FTC would call. into account the LabMD enforcement action, and other FTC 
regulatory matters that relied on Tiversa supplied information. 

Further, the Committee has received information from current and former Tiversa employees indicating a lack of 
truthfulness in testimony Tiversa provided to federal government entities. The Committee's investigation is. ongoing, 
and competing claims exist about the. culpability of those responsible for the dissemination of false information .. It is. 
now clear, however, that Tiversa provided incomplete and inaccurate. information to the. FTC.. In a transcribed interview 
with Oversight and Government Reform Committee staff, Boback testified that he received "incomplete information 
with regard to my testimony of FTC and LabMD."161 He stated that he now knows "[t]he original source of the. disclosure 
was incomplete."171 Mr. Boback testified : 

Q How did you determine that it was incomplete or that there was a problem with the spread analysis? 

A I had ... [Tiversa Employee AJ perform[] an analysis, again, remember, data store versus the peer to 
peer. So the. information in the data store, he. performed another analysis to say, what was the original 
source of the file from Lab MD and what was the. disclosure, a full analysis of it which then provided to 
me, which expanded upon what [Tiversa Employee Bl had told me when I asked [Tiversa Employee 
BJ prior to my testimony. And the only reason why I. asked [Tiversa Employee BJ in the. first place was. 
because [Tiversa Employee BJ was the analyst on it at the time when it was. found, so I asked the analyst 
who was. most familiar with this . . 1. didn't know [Tiversa Employee BJ was going to provide me with less 
than accurate information.IS! 

* * * 

Q So at the time that you were first made aware of the 1718 document in April, May of 2008, Tiversa 
employees had not conducted the spread analysis? 

A No. 

Q And you did not know the original source of the 1718 document? 

A I did not. No. 

* * * 

Q Did there come a point at which a Tiversa employee determined who the original source of the 1718 
document was? 
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A Well, that's -yes. A Tiversa employee told me who the original source was ... just before I testified ... in 
the deposition [in the FTC LabMD case) in November of last year. And, subsequently, we have done a 
new search and found that the origin was different than what was provided to me ... in November.191 

The possibility that inaccurate information played a role in the FTC's decision to initiate enforcement actions 
against LabMD is a serious matter. The FTC's enforcement actions have resulted in serious financial difficulties for the 
company.1101 Additionally, the alleged collaboration between the FTC and Tiversa, a company which has now admitted 
that the information it provided to federal government entities-including the FTC-may be inaccurate, creates the 
appearance that the FTC aided a company whose business practices allegedly involve disseminating false data about the 
nature of data security breaches. The Committee seeks to understand the motivations underlying the relationship 
between Tiversa and the FTC. 

The Committee is currently considering next steps, including the possibility of holding hearings, agreeing to take 
certain testimony in executive session, and, based on information provided, to. immunize certain future testimony 
pursuant to 18. U.S.C. § 6005 .. Concurrent with. the Committee's investigative efforts, I request that you undertake a full 
review of the FTC's. relationship with Tiversa. 

Specifically, I ask that your office examine the following issues: 

1. FTC procedures for receiving information that it uses to bring enforcement actions. pursuant to its authority 
under Section 5, and whether FTC employees have improperly influenced how the agency receives 
information. 

2. The role played by FTC employees, including, but not limited to, Alain Sheer and Ruth Yodaiken, in the 
Commission's receipt of information from Tiversa, Inc. through the Privacy Institute or any other entity, and 
whether the Privacy Institute or Tiversa received any benefit for this arrangement. 

3. The reasons for the FTC's. issuance of a civil. investigative demand to the Privacy Institute instead of Tiversa,. 
the custodian of the information. 

The Committee on Oversight and Government Reform is the principal oversight committee. of the House of 
Representatives and may at "any time" investigate "any matter" as set forth in House Rule X. 

If you have any questions about this request, please contact Tyler Grimm or Jennifer Barbian of the Committee. 
staff at (202) 225-5074. Thank you for your prompt attention to this matter . . 

Sincerely, 

Darrell Issa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

Becca Glover Watkins 
Communications Director 
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[lJ See Complaint, In re LabMD, Inc., No .. 9357. (Fed. Trade Comm'n, Aug. 29, 2013), available at 

http://www.ftc.gov/sites/default/files/documents/cases/2013/08/1308291abmdpart3.pdf. 
[iJ Respondent LabMD, lnc.'s Answer and Defenses to Administrative Complaint, In re LabMD, Inc., No. 9357 (Fed. Trade Comm'n, 
Sept. 17, 2013), at 5. 
l
3
l Respondent LabMD, lnc.'s Motion to Dismiss Complaint with Prejudice and to Stay Administrative Proceedings, In re LabMD, Inc., 

No. 9357 (Fed. Trade Comm'n, Nov. 12, 2013), at 5. 
l4l H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Robert Boback, Chief Executive Officer, Tiversa, Inc., Transcript 
at 42 (June 5, 2014) [hereinafter Boback Tr.). 
rsi See generally 15 U.S.C. § 45. 
[GJ Boback Tr. at 129. 
[7) Id. 

[sJ Id. at 129-130. 

l91 1d. at 162-163. 
[lOJ Rachel Louise Ensign, FTC Cyber Case Has Nearly Put Us Out of Business, Firm Says, WALL ST. J., Jan. 28, 2014, 
http://blogs.wsj.com/riskandcompliance/2014/01/28/ftc-cyber-case-has-nearly-put-us-out-of-business-firm-says/. 
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Additional Questions for the Record 
Subcommittee on Commerce, Manufacturing, and Trade 

"Protecting Consumer Information: Can Breaches Be Prevented?" 
February 5, 2014 

The Honorable Lee Terry 

1. You testified that legislation would "strengthen [FTC' s] existing authority governing data 
security standards." If you already have the authority to pursue data security enforcement 
actions now, why do you need a new law? What would change with such a law? 

The Commission has authority to challenge companies' data security practices that are 
unfair or deceptive under Section 5 of the FTC Act, and we have used this authority to 
settle over 50 data security cases. 

The Commission supports federal legislation that would (1) strengthen its existing tools 
to address companies' inadequate practices for securing consumers' data and (2) 
require companies, in appropriate circumstances, to provide notification to consumers 
when there is a security breach. Such legislation is important for a number of reasons. 
First, we currently lack authority under Section 5 to obtain civil penalties, an important 
remedy for deterring violations. Second, enabling the FTC to bring cases against non
profits would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, rulemaking authority under the Administrative Procedure Act would enable 
the FTC to respond to changes in technology when implementing the legislation. 

2. You testified that "although most states have breach notification laws in place, having a 
strong and consistent national requirement would simplify compliance by businesses while 
ensuring .. . consumers are protected." Does that mean you believe preemption is appropriate 
in this area? 

The Commission has expressed support for a federal data security and breach 
notification law that would preempt state law, but only if such a standard is sufficiently 
strong and the states are given the ability to enforce the law. If a consistent nationwide 
standard came at the expense of weakening existing state legal protections for 
consumers' information, the Commission would not support the law. 

3. You testify the Commission supports a Federal law that requires companies "in appropriate 
circumstances," to provide notification to consumers. Can you describe what "appropriate" 
circumstances are? Are there occasions where notification could cause unnecessary 
problems for consumers and should not occur (e.g., cancelling a credit card when no account 
information was compromised)? 

It is important for both consumers and businesses that the trigger for breach 
notification is balanced. We want to ensure that consumers learn about breaches that 
could result in identity theft, fraud, or other harm so they can take steps to protect 
themselves, but we do not want to notify consumers when the risk of harm is negligible, 



as over-notification could cause consumers to become confused or to become numb to 
the notices they receive. 

The following standard strikes the right balance: When an entity discovers a breach of 
security, the entity should be required to notify every consumer whose personal 
information was, or there is a reasonable basis to conclude was, accessed by an 
unauthorized person, unless the entity can demonstrate that there is no reasonable risk 
of identity theft, fraud, or other harm. (Of course, breach notification would only be 
triggered if specified categories of personal information have been the subject of a 
breach.) This standard balances the need for consumers to know when their 
information has been breached against the threat of over-notification for breaches that 
have no reasonable risk of harm. 

4. You testify the Commission has settled 50 cases against businesses that it charged with 
failure to provide reasonable and appropriate protections for consumers' personal 
information. That does not include non-profits because the FfC' s jurisdiction does not 
extend to those entities. With regard to data security, should the Commission have authority 
over non-profits? We have heard of universities and colleges suffering data breaches. Are 
they a common source of data breaches? 

Yes, the Commission believes it should have jurisdiction over non-profits in this area. 
A substantial number of reported breaches have involved non-profit universities and 
health systems. Enabling the FTC to bring cases against non-profits would help ensure 
that whenever personal information is collected from consumers, entities that maintain 
such data adequately protect it. 

5. Has the Commission pursued any data security cases that resulted in litigation instead of a 
settlement? 

Most companies have chosen to settle the Commission's data security claims. However, 
the Commission currently has two data security cases in active litigation. FTC v. 
Wyndham Worldwide Corp. is pending in the federal district court in the District of New 
Jersey.1 The Commission also approved the filing of a case in the FTC's administrative 
court, In the Matter of LabMD.2 

6. How does the FfC enforce its "unfairness" standard? What principles guide the FfC so that 
businesses know when they might run afoul of the unfairness standard? 

A company's practices are unfair if they cause or are likely to cause substantial injury 
to consumers that is neither reasonably avoidable by consumers nor outweighed by 
countervailing benefits to consumers or to competition.3 In the Commission's data 
security cases, reasonableness is the lynchpin. In determining whether a company's 

1 FTC v. Wyndham Worldwide Corp., No. 2:13-cv-01887-ES-JAD (D.N.J.). 
2 LabMD, Inc., No. C-9357 (F.T.C. compl. filed Aug. 28, 2013), available at 
http://www. ftc. gov/os/ad jpro/d9357 / l 30829labmdpart3.pdf. 
3 See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int'! 
Harvester Co., 104 F.T.C. 949, 1070 (1984). 
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data security practices are reasonable the Commission considers: the sensitivity and 
volume of consumer information a business holds; the size and complexity of its data 
operations; and the cost of available tools to improve security and reduce 
vulnerabilities. The reasonableness test is designed to be flexible; reasonable data 
security safeguards should be appropriate to the company's size and complexity, the 
nature and scope of its activities, and the sensitivity of the customer information it 
handles. 

In addition to the more than 50 data security consent orders, which provide guidance to 
businesses about what constitutes reasonable security, the Commission also has 
published business guidance and educational materials about good data security 
practices for companies. We have emphasized a process-based approach that includes: 
designating a person to be responsible for data security; conducting risk assessments; 
designing a program to address the risks identified, including training, security and 
incident response; and monitoring the program and updating it as necessary. 

7. Has the FTC ever suffered a data breach? 

We are not aware of any successful intrusions or infiltrations into the FTC network. 
Like other federal agencies and companies in the private sector, we are constantly 
under attack, and we use defense-in-depth (meaning multiple layers of security 
controls, such as firewalls, anti-virus and anti-spam tools, internet filters), continuous 
monitoring, and other methods to protect our information systems and the data they 
contain. 

8. You mentioned that more than 16 million Americans have been victims of identity theft. 
What counts as identity theft for this purpose? Does it include cases where someone else 
uses your credit card number even if you end up without any financial loss? 

3 



The figure cited in the Commission's written testimony is from the Bureau of Justice 
Statistics report, "Victims of Identity Theft, 2012," which is the most recent BJS study 
of identity theft victims. 4 For the purposes of that report, identity theft victims are 
defined as persons age 16 or older who experienced one or more of the following 
incidents in 2012: unauthorized use or attempted use of an existing account, such as a 
credit or debit card, checking, savings, telephone, online, or insurance account (referred 
to as fraud or misuse of an existing account); unauthorized use or attempted use of 
personal information to open a new account, such as a credit or debit card, telephone, 
checking, savings, loan, or mortgage account (referred to as fraud or misuse of a new 
account); or misuse of personal information for a fraudulent purpose, such as getting 
medical care, a job, or government benefits; renting an apartment or house; or 
providing false information to law enforcement when charged with a crime or traffic 
violation (referred to as fraud or misuse of personal information). According to the 
report, direct and indirect identity theft losses amounted to approximately $24.7 billion 
in 2012. 

Fraud detection programs are not perfect, so consumers are not reimbursed for all 
fraudulent charges placed on their accounts. Even when victims are ultimately 
reimbursed for out-of-pocket financial losses from a breach, this does not mean that 
they did not experience other, non-compensated harms from the breach. Consumers 
affected by breaches should constantly monitor their financial accounts for 
unauthorized charges. If consumers discover such charges, they must notify their 
credit and debit card issuers, close accounts, cancel cards, and wait for new cards to 
arrive. For those consumers with automatic bill pay, they must alert companies about 
the new account numbers to prevent late fees and other charges. Victims of identity 
theft can spend months reporting instances of fraud to creditors and reporting bureaus 
to restore their credit. Victims are not compensated for the economic cost from these 
expenditures of time. 

The Honorable Jan Schakowsky 

l. On January 10, 2014, Target announced that certain customer information - separate from 
the payment card data already revealed to have been stolen - had also been taken during the 
breach of its network systems in November and December 2013. This information included 
names, mailing addresses, phone numbers or email addresses for up to 70 million individuals. 

a. What are the top risks to consumers whose names and contact information are stolen, 
including those Target customers who are among the 70 million? Please list them. 

Personal information that is non-financial still requires protection, because it can be 
used to perpetuate fraud and identity theft. For instance, bad actors can use email 
addresses to perpetrate phishing attacks, send spam, or target users for malware, the 
latter of which can be used to install keyloggers or other technology to capture even 
more personal information. Moreover, targeted fraud becomes increasingly effective 

4 Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at 
http://www.b js.gov/content/pub/pdf/vitl 2. pdf. 
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the more personal information a criminal has about a consumer. For example, many 
consumers still use their email address as a user name on accounts. That, along with 
access to other personal information, may increase the danger of a criminal being able 
to ascertain a password and access a financial or other account or to perpetrate identity 
theft. 

b. Members and witnesses at recent congressional hearings on commercial data breaches 
have discussed at length potential enhancements to payment card security technology, 
such as the implementation of chip-and-PIN systems. At the Subcommittee hearing on 
February 5, 2014 - while stressing that the Commission does not recommend any 
particular technology - you indicated that "we would support any steps that are taken at 
the payment card system end to protect or better protect consumer information." I 
believe it is important for retailers, issuers, and the payment card industry to urgently 
work together to improve card security. However, even if all the stakeholders involved 
agree to make payment card data as secure as possible, am I correct to understand that it 
is your position that that Congress should still separately address the overall security of 
personal data, including non-financial data, collected or stored by commercial entities? 

That is correct. The Commission is aware of this developing technology, and according 
to some reports, it should be a positive step toward strengthening payment card 
security. However, this technology does not protect other information, such as health 
information, location information, or SSNs. 

All companies that collect and handle consumer information should be required to 
implement reasonable data security measures. Reasonableness is the appropriate 
standard because it allows a company flexibility to develop a data security program 
based on factors such as the sensitivity and volume of consumer information it holds; 
the size and complexity of its data operations; and the cost of available tools to improve 
security and reduce vulnerabilities. The Commission has emphasized a process-based 
approach to data security that includes designating an individual or individuals 
responsible for data security; conducting risk assessments; designing a security 
program to address risks, including administrative, physical, and technical safeguards; 
and adjusting the program to address changes. 

The Commission reiterates our call for data security and breach notification legislation 
that would: (1) give us the authority to obtain civil penalties, an important remedy for 
deterring violations; (2) enable the FTC to bring cases against non-profits, such as 
hospitals and educational institutions, where many breaches occur; and (3) providing 
rulemaking authority under the Administrative Procedure Act, enabling the FTC to 
respond to changes in technology when implementing the legislation. 

I believe the breach of marketing data can be a serious threat to consumers. As I said 
in response to questioning at the Subcommittee's hearing, names and contact 
information can be used in phishing and social engineering schemes to try to perpetrate 
identity theft - and while harm from payment card breaches tends to be acute, harm 
from non-financial breaches tends to linger. In short, identity theft lasts; with chronic 
effects on consumers that can cost them everything they own. 
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c. Do you agree that a breach of names and contact information can have a serious long
term impact on consumers, if used to trick them to give up sensitive identity data? 
Please explain your answer. 

Yes. As discussed above, such information can be used to perpetrate fraud and identity 
theft, which can have lasting impacts on consumers' credit scores, in addition to the 
economic value of time lost and possible financial loss. 

2. On January 31, 2014, the FTC announced the 501
h data security settlement in its program of 

enforcement against those who fail to reasonably protect consumers' personal information. 
These settlements have been used to protect millions of consumers from unfair or deceptive 
practices that leave at risk sensitive information like usemames and passwords, Social 
Security numbers, and health, financial, and children's data. I commend your dedication to 
this issue. 

Yet, during questioning at the Senate Banking Committee hearing on this topic on 
February 3, 2014, a Senator pointed out that with so many data breaches each year, 50 cases 
since 2002 may be commendable, but it may not be enough. 

a. Of course, all breaches do not rise to the level of FTC action, but can you please 
illustrate how the FTC uses its cun-ent legal framework to help with general deten-ence, 
and how authorization to the FTC of new authorities, such as rulemaking authority 
under the Administrative Procedure Act and broader civil penalty authority, would 
increase the FTC' s ability to deter unfair or deceptive data security practices? 

Since 2002, the FTC has brought a steady stream of data security cases - resulting in 
more than 50 consent orders, and we have also issued extensive consumer and business 
education materials. During much of this time, we have been the only federal agency 
sending the message to a wide range of businesses, both small and large, across many 
sectors, of the need to maintain reasonable security to protect consumer data. Our 
complaints provide examples of data security practices that did not meet our flexible 
reasonableness test, and our consent orders serve as templates for best practices for 
companies setting up and implementing successful information security programs. In 
addition, we issue extensive guidance for consumers and businesses - especially small 
businesses - about how to safeguard consumer data. I believe that collectively the 
FTC's work in this area has helped promote appropriate investment in infrastructure 
and personnel to address the security of consumer data. 

But, plainly, more needs to be done, and a unanimous Commission has concluded that 
the time has come for Congress to enact strong federal data security and breach 
notification legislation. We currently lack authority under Section 5 to obtain civil 
penalties, which are critical to appropriate deterrence of lax security practices. 
Likewise, enabling the FTC to bring cases against non-profits, over which we presently 
lack authority, would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, APA rulemaking would give us flexibility in implementing the statute by 
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making changes where appropriate - for example, to the definitions - to respond to 
changes in technology and changing threats. 

b. Recent newspaper commentary has suggested that by seeking to strengthen its data 
security authority, the FTC is acknowledging that it cunently lacks the authority to 
police companies ' data security practices. How do you respond to such an assertion? 

The Commission principally has authority to challenge companies' data security 
practices that are unfair or deceptive under Section 5 of the FTC Act, and we have used 
this authority to settle over 50 data security cases to date. In fact, a federal district 
court recently affirmed the FTC's authority to use Section 5 in the data security area. 5 

The Commission has called for data security legislation that would strengthen its 
existing tools and authority to help us in this endeavor, namely, civil penalty authority, 
jurisdiction over non-profits, a nationwide breach notice requirement to be enforced by 
the FTC and the states, and APA rulemaking to ensure we have adequate flexibility to 
respond to new technology and threats in implementing the statute. 

The Honorable Jerrv McNerney 

1. Thank you for your leadership within the FfC, especially with regards to the work that is 
being done on privacy issues. What sort of authority does the Commission have or need from 
Congress to institute nationwide breach notification processes? 

The FTC has authority to investigate breaches and bring civil enforcement actions 
under Section 5 of the FTC Act for deceptive or unfair acts or practices - such as 
deceptively claiming to reasonably safeguard consumer data. We have authority to seek 
equitable remedies for violations of Section S, which does not include civil penalties. 6 

The FTC also generally lacks authority to require companies to issue notification to 
affected consumers to alert them to a breach of their personal information (with the 
exception of our narrow scope of authority under the HI-TECH Act). We similarly 
lack authority over non-profits, which have been the source of a number of breaches. 
To remedy these gaps, a unanimous Commission has called on Congress to enact 
legislation to pass a nationwide breach notification law to apply to all companies under 
the FTC's jurisdiction - expanding that jurisdiction to include non-profits -and to give 
the Commission civil penalty authority and authority to flexibly respond to changes in 
technology in implementing the law via APA rulemaking. 

2. Businesses are understandably leery of the idea of additional regulations, but many people 
that I have talked with agree that a national standard is easier to deal with than varying state 
standards when it comes to data breach notification rules. In your opinion, how can the FTC 

5 See F.T.C. v. Wyndham Worldwide Corp, No. 2:13-cv-01887-ES-JAD, 2014 WL 1349019 (D.N.J. Apr. 
7, 2014), petition for leave to appeal filed (3d Cir. July 3, 2014) . 
6 By contrast, the FfC has civil penalty authority under the Fair Credit Reporting Act for security 
violations by "consumer reporting agencies," such as the national credit bureaus. 
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and Congress best work together to come up with a national standard that doesn't impose 
unfairly upon states' rights? 

Breach notification and data security standards at the federal level, with appropriate 
preemption of state law as discussed below, would extend notifications to all citizens 
nationwide and create a level playing field so that businesses operating in numerous 
states can apply one standard. A federal law would create uniform protections for all 
American consumers. However, our support for a federal law that would preempt state 
law has been conditioned on both a standard that is sufficiently strong and on giving 
states the ability to enforce the law, an important role for state Attorneys General. 

The Honorable Peter Welch 

1. We've seen the FTC take a strong leadership position on many issues, not only bringing 
enforcement actions but also convening experts from industry and academia at 
workshops. These workshops have been valuable opportunities for the FTC to write reports 
on what it learns, inducting guidance to companies when appropriate. It seems to me like an 
annual workshop and report on data security would be valuable given the recent problems 
companies have been having -- can we expect the FTC to have such a workshop soon? 

Thank you for your recognition of the FTC's leadership on many issues and the value 
of our use of enforcement actions and public workshops. As you may know, emerging 
areas in privacy and security are frequent subjects of FTC workshops, studies, and 
reports. For instance, in June of last year, we held a workshop on threats to mobile 
security, in which we convened a group of leading experts to discuss mobile malware, 
the role of platforms in security, and ways to improve security in the mobile ecosystem.7 

Earlier this year, the FTC hosted a "Spring Privacy Series" to examine the privacy and 
security implications of a number of new technologies in the marketplace, including 
mobile device tracking, alternative scoring products, and apps and devices that collect 
consumer-generated health data.8 At the Commission's November 2013 conference on 
the Internet of Things, much of the discussion focused on security challenges presented 
by "smart" devices. 9 

Moreover, the FTC just published its first annual "Privacy and Data Security Update," 
which is an overview of the FTC's enforcement, policy initiatives, and consumer 

7 See Mobile Security: Potential Threats and Solutions (June 4, 2013), available at 
http://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions. 
8 See FTC to Host Spring Seminars on Emerging Consumer Privacy Issues, available at 
http://www.ftc.gov/news-events/press-releases/2013/12/ftc-host-spring-seminars-emerging-consumer
privacy-issues. 
9 See Internet of Things - Privacy and Security in a Connected World (Nov. 19, 20 13), available at 
http://www.ftc.gov/news-events/events-calendar/2013/ 11/internet-things-pri vacy-security-connected
world. 
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outreach and business guidance in the areas of privacy and data security from January 
2013-March 2014.10 We expect to update this document every year. 

1° Federal Trade Commission Staff, 2014 Privacy and Security Update (June 2014), available at 
http://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-
2014/pri vacydatasecurityupdate 2014. pdf. 
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Additional Questions for the Record 
Subcommittee on Commerce, Manufacturing, and Trade 

"Protecting Consumer Information: Can Breaches Be Prevented?" 
February 5, 2014 

The Honorable Lee Terry 

1. You testified that legislation would "strengthen [FTC' s] existing authority governing data 
security standards." If you already have the authority to pursue data security enforcement 
actions now, why do you need a new law? What would change with such a law? 

The Commission has authority to challenge companies' data security practices that are 
unfair or deceptive under Section 5 of the FTC Act, and we have used this authority to 
settle over 50 data security cases. 

The Commission supports federal legislation that would (1) strengthen its existing tools 
to address companies' inadequate practices for securing consumers' data and (2) 
require companies, in appropriate circumstances, to provide notification to consumers 
when there is a security breach. Such legislation is important for a number of reasons. 
First, we currently lack authority under Section 5 to obtain civil penalties, an important 
remedy for deterring violations. Second, enabling the FTC to bring cases against non
profits would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, rulemaking authority under the Administrative Procedure Act would enable 
the FTC to respond to changes in technology when implementing the legislation. 

2. You testified that "although most states have breach notification laws in place, having a 
strong and consistent national requirement would simplify compliance by businesses while 
ensuring .. . consumers are protected." Does that mean you believe preemption is appropriate 
in this area? 

The Commission has expressed support for a federal data security and breach 
notification law that would preempt state law, but only if such a standard is sufficiently 
strong and the states are given the ability to enforce the law. If a consistent nationwide 
standard came at the expense of weakening existing state legal protections for 
consumers' information, the Commission would not support the law. 

3. You testify the Commission supports a Federal law that requires companies "in appropriate 
circumstances," to provide notification to consumers. Can you describe what "appropriate" 
circumstances are? Are there occasions where notification could cause unnecessary 
problems for consumers and should not occur (e.g., cancelling a credit card when no account 
information was compromised)? 

It is important for both consumers and businesses that the trigger for breach 
notification is balanced. We want to ensure that consumers learn about breaches that 
could result in identity theft, fraud, or other harm so they can take steps to protect 
themselves, but we do not want to notify consumers when the risk of harm is negligible, 



as over-notification could cause consumers to become confused or to become numb to 
the notices they receive. 

The following standard strikes the right balance: When an entity discovers a breach of 
security, the entity should be required to notify every consumer whose personal 
information was, or there is a reasonable basis to conclude was, accessed by an 
unauthorized person, unless the entity can demonstrate that there is no reasonable risk 
of identity theft, fraud, or other harm. (Of course, breach notification would only be 
triggered if specified categories of personal information have been the subject of a 
breach.) This standard balances the need for consumers to know when their 
information has been breached against the threat of over-notification for breaches that 
have no reasonable risk of harm. 

4. You testify the Commission has settled 50 cases against businesses that it charged with 
failure to provide reasonable and appropriate protections for consumers' personal 
information. That does not include non-profits because the FfC' s jurisdiction does not 
extend to those entities. With regard to data security, should the Commission have authority 
over non-profits? We have heard of universities and colleges suffering data breaches. Are 
they a common source of data breaches? 

Yes, the Commission believes it should have jurisdiction over non-profits in this area. 
A substantial number of reported breaches have involved non-profit universities and 
health systems. Enabling the FTC to bring cases against non-profits would help ensure 
that whenever personal information is collected from consumers, entities that maintain 
such data adequately protect it. 

5. Has the Commission pursued any data security cases that resulted in litigation instead of a 
settlement? 

Most companies have chosen to settle the Commission's data security claims. However, 
the Commission currently has two data security cases in active litigation. FTC v. 
Wyndham Worldwide Corp. is pending in the federal district court in the District of New 
Jersey.1 The Commission also approved the filing of a case in the FTC's administrative 
court, In the Matter of LabMD.2 

6. How does the FfC enforce its "unfairness" standard? What principles guide the FfC so that 
businesses know when they might run afoul of the unfairness standard? 

A company's practices are unfair if they cause or are likely to cause substantial injury 
to consumers that is neither reasonably avoidable by consumers nor outweighed by 
countervailing benefits to consumers or to competition.3 In the Commission's data 
security cases, reasonableness is the lynchpin. In determining whether a company's 

1 FTC v. Wyndham Worldwide Corp., No. 2:13-cv-01887-ES-JAD (D.N.J.). 
2 LabMD, Inc., No. C-9357 (F.T.C. compl. filed Aug. 28, 2013), available at 
http://www. ftc. gov/os/ad jpro/d9357 / l 30829labmdpart3.pdf. 
3 See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int'! 
Harvester Co., 104 F.T.C. 949, 1070 (1984). 
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data security practices are reasonable the Commission considers: the sensitivity and 
volume of consumer information a business holds; the size and complexity of its data 
operations; and the cost of available tools to improve security and reduce 
vulnerabilities. The reasonableness test is designed to be flexible; reasonable data 
security safeguards should be appropriate to the company's size and complexity, the 
nature and scope of its activities, and the sensitivity of the customer information it 
handles. 

In addition to the more than 50 data security consent orders, which provide guidance to 
businesses about what constitutes reasonable security, the Commission also has 
published business guidance and educational materials about good data security 
practices for companies. We have emphasized a process-based approach that includes: 
designating a person to be responsible for data security; conducting risk assessments; 
designing a program to address the risks identified, including training, security and 
incident response; and monitoring the program and updating it as necessary. 

7. Has the FTC ever suffered a data breach? 

We are not aware of any successful intrusions or infiltrations into the FTC network. 
Like other federal agencies and companies in the private sector, we are constantly 
under attack, and we use defense-in-depth (meaning multiple layers of security 
controls, such as firewalls, anti-virus and anti-spam tools, internet filters), continuous 
monitoring, and other methods to protect our information systems and the data they 
contain. 

8. You mentioned that more than 16 million Americans have been victims of identity theft. 
What counts as identity theft for this purpose? Does it include cases where someone else 
uses your credit card number even if you end up without any financial loss? 
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The figure cited in the Commission's written testimony is from the Bureau of Justice 
Statistics report, "Victims of Identity Theft, 2012," which is the most recent BJS study 
of identity theft victims. 4 For the purposes of that report, identity theft victims are 
defined as persons age 16 or older who experienced one or more of the following 
incidents in 2012: unauthorized use or attempted use of an existing account, such as a 
credit or debit card, checking, savings, telephone, online, or insurance account (referred 
to as fraud or misuse of an existing account); unauthorized use or attempted use of 
personal information to open a new account, such as a credit or debit card, telephone, 
checking, savings, loan, or mortgage account (referred to as fraud or misuse of a new 
account); or misuse of personal information for a fraudulent purpose, such as getting 
medical care, a job, or government benefits; renting an apartment or house; or 
providing false information to law enforcement when charged with a crime or traffic 
violation (referred to as fraud or misuse of personal information). According to the 
report, direct and indirect identity theft losses amounted to approximately $24.7 billion 
in 2012. 

Fraud detection programs are not perfect, so consumers are not reimbursed for all 
fraudulent charges placed on their accounts. Even when victims are ultimately 
reimbursed for out-of-pocket financial losses from a breach, this does not mean that 
they did not experience other, non-compensated harms from the breach. Consumers 
affected by breaches should constantly monitor their financial accounts for 
unauthorized charges. If consumers discover such charges, they must notify their 
credit and debit card issuers, close accounts, cancel cards, and wait for new cards to 
arrive. For those consumers with automatic bill pay, they must alert companies about 
the new account numbers to prevent late fees and other charges. Victims of identity 
theft can spend months reporting instances of fraud to creditors and reporting bureaus 
to restore their credit. Victims are not compensated for the economic cost from these 
expenditures of time. 

The Honorable Jan Schakowsky 

l. On January 10, 2014, Target announced that certain customer information - separate from 
the payment card data already revealed to have been stolen - had also been taken during the 
breach of its network systems in November and December 2013. This information included 
names, mailing addresses, phone numbers or email addresses for up to 70 million individuals. 

a. What are the top risks to consumers whose names and contact information are stolen, 
including those Target customers who are among the 70 million? Please list them. 

Personal information that is non-financial still requires protection, because it can be 
used to perpetuate fraud and identity theft. For instance, bad actors can use email 
addresses to perpetrate phishing attacks, send spam, or target users for malware, the 
latter of which can be used to install keyloggers or other technology to capture even 
more personal information. Moreover, targeted fraud becomes increasingly effective 

4 Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at 
http://www.b js.gov/content/pub/pdf/vitl 2. pdf. 
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the more personal information a criminal has about a consumer. For example, many 
consumers still use their email address as a user name on accounts. That, along with 
access to other personal information, may increase the danger of a criminal being able 
to ascertain a password and access a financial or other account or to perpetrate identity 
theft. 

b. Members and witnesses at recent congressional hearings on commercial data breaches 
have discussed at length potential enhancements to payment card security technology, 
such as the implementation of chip-and-PIN systems. At the Subcommittee hearing on 
February 5, 2014 - while stressing that the Commission does not recommend any 
particular technology - you indicated that "we would support any steps that are taken at 
the payment card system end to protect or better protect consumer information." I 
believe it is important for retailers, issuers, and the payment card industry to urgently 
work together to improve card security. However, even if all the stakeholders involved 
agree to make payment card data as secure as possible, am I correct to understand that it 
is your position that that Congress should still separately address the overall security of 
personal data, including non-financial data, collected or stored by commercial entities? 

That is correct. The Commission is aware of this developing technology, and according 
to some reports, it should be a positive step toward strengthening payment card 
security. However, this technology does not protect other information, such as health 
information, location information, or SSNs. 

All companies that collect and handle consumer information should be required to 
implement reasonable data security measures. Reasonableness is the appropriate 
standard because it allows a company flexibility to develop a data security program 
based on factors such as the sensitivity and volume of consumer information it holds; 
the size and complexity of its data operations; and the cost of available tools to improve 
security and reduce vulnerabilities. The Commission has emphasized a process-based 
approach to data security that includes designating an individual or individuals 
responsible for data security; conducting risk assessments; designing a security 
program to address risks, including administrative, physical, and technical safeguards; 
and adjusting the program to address changes. 

The Commission reiterates our call for data security and breach notification legislation 
that would: (1) give us the authority to obtain civil penalties, an important remedy for 
deterring violations; (2) enable the FTC to bring cases against non-profits, such as 
hospitals and educational institutions, where many breaches occur; and (3) providing 
rulemaking authority under the Administrative Procedure Act, enabling the FTC to 
respond to changes in technology when implementing the legislation. 

I believe the breach of marketing data can be a serious threat to consumers. As I said 
in response to questioning at the Subcommittee's hearing, names and contact 
information can be used in phishing and social engineering schemes to try to perpetrate 
identity theft - and while harm from payment card breaches tends to be acute, harm 
from non-financial breaches tends to linger. In short, identity theft lasts; with chronic 
effects on consumers that can cost them everything they own. 
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c. Do you agree that a breach of names and contact information can have a serious long
term impact on consumers, if used to trick them to give up sensitive identity data? 
Please explain your answer. 

Yes. As discussed above, such information can be used to perpetrate fraud and identity 
theft, which can have lasting impacts on consumers' credit scores, in addition to the 
economic value of time lost and possible financial loss. 

2. On January 31, 2014, the FTC announced the 501
h data security settlement in its program of 

enforcement against those who fail to reasonably protect consumers' personal information. 
These settlements have been used to protect millions of consumers from unfair or deceptive 
practices that leave at risk sensitive information like usemames and passwords, Social 
Security numbers, and health, financial, and children's data. I commend your dedication to 
this issue. 

Yet, during questioning at the Senate Banking Committee hearing on this topic on 
February 3, 2014, a Senator pointed out that with so many data breaches each year, 50 cases 
since 2002 may be commendable, but it may not be enough. 

a. Of course, all breaches do not rise to the level of FTC action, but can you please 
illustrate how the FTC uses its cun-ent legal framework to help with general deten-ence, 
and how authorization to the FTC of new authorities, such as rulemaking authority 
under the Administrative Procedure Act and broader civil penalty authority, would 
increase the FTC' s ability to deter unfair or deceptive data security practices? 

Since 2002, the FTC has brought a steady stream of data security cases - resulting in 
more than 50 consent orders, and we have also issued extensive consumer and business 
education materials. During much of this time, we have been the only federal agency 
sending the message to a wide range of businesses, both small and large, across many 
sectors, of the need to maintain reasonable security to protect consumer data. Our 
complaints provide examples of data security practices that did not meet our flexible 
reasonableness test, and our consent orders serve as templates for best practices for 
companies setting up and implementing successful information security programs. In 
addition, we issue extensive guidance for consumers and businesses - especially small 
businesses - about how to safeguard consumer data. I believe that collectively the 
FTC's work in this area has helped promote appropriate investment in infrastructure 
and personnel to address the security of consumer data. 

But, plainly, more needs to be done, and a unanimous Commission has concluded that 
the time has come for Congress to enact strong federal data security and breach 
notification legislation. We currently lack authority under Section 5 to obtain civil 
penalties, which are critical to appropriate deterrence of lax security practices. 
Likewise, enabling the FTC to bring cases against non-profits, over which we presently 
lack authority, would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, APA rulemaking would give us flexibility in implementing the statute by 
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making changes where appropriate - for example, to the definitions - to respond to 
changes in technology and changing threats. 

b. Recent newspaper commentary has suggested that by seeking to strengthen its data 
security authority, the FTC is acknowledging that it cunently lacks the authority to 
police companies ' data security practices. How do you respond to such an assertion? 

The Commission principally has authority to challenge companies' data security 
practices that are unfair or deceptive under Section 5 of the FTC Act, and we have used 
this authority to settle over 50 data security cases to date. In fact, a federal district 
court recently affirmed the FTC's authority to use Section 5 in the data security area. 5 

The Commission has called for data security legislation that would strengthen its 
existing tools and authority to help us in this endeavor, namely, civil penalty authority, 
jurisdiction over non-profits, a nationwide breach notice requirement to be enforced by 
the FTC and the states, and APA rulemaking to ensure we have adequate flexibility to 
respond to new technology and threats in implementing the statute. 

The Honorable Jerrv McNerney 

1. Thank you for your leadership within the FfC, especially with regards to the work that is 
being done on privacy issues. What sort of authority does the Commission have or need from 
Congress to institute nationwide breach notification processes? 

The FTC has authority to investigate breaches and bring civil enforcement actions 
under Section 5 of the FTC Act for deceptive or unfair acts or practices - such as 
deceptively claiming to reasonably safeguard consumer data. We have authority to seek 
equitable remedies for violations of Section S, which does not include civil penalties. 6 

The FTC also generally lacks authority to require companies to issue notification to 
affected consumers to alert them to a breach of their personal information (with the 
exception of our narrow scope of authority under the HI-TECH Act). We similarly 
lack authority over non-profits, which have been the source of a number of breaches. 
To remedy these gaps, a unanimous Commission has called on Congress to enact 
legislation to pass a nationwide breach notification law to apply to all companies under 
the FTC's jurisdiction - expanding that jurisdiction to include non-profits -and to give 
the Commission civil penalty authority and authority to flexibly respond to changes in 
technology in implementing the law via APA rulemaking. 

2. Businesses are understandably leery of the idea of additional regulations, but many people 
that I have talked with agree that a national standard is easier to deal with than varying state 
standards when it comes to data breach notification rules. In your opinion, how can the FTC 

5 See F.T.C. v. Wyndham Worldwide Corp, No. 2:13-cv-01887-ES-JAD, 2014 WL 1349019 (D.N.J. Apr. 
7, 2014), petition for leave to appeal filed (3d Cir. July 3, 2014) . 
6 By contrast, the FfC has civil penalty authority under the Fair Credit Reporting Act for security 
violations by "consumer reporting agencies," such as the national credit bureaus. 
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and Congress best work together to come up with a national standard that doesn't impose 
unfairly upon states' rights? 

Breach notification and data security standards at the federal level, with appropriate 
preemption of state law as discussed below, would extend notifications to all citizens 
nationwide and create a level playing field so that businesses operating in numerous 
states can apply one standard. A federal law would create uniform protections for all 
American consumers. However, our support for a federal law that would preempt state 
law has been conditioned on both a standard that is sufficiently strong and on giving 
states the ability to enforce the law, an important role for state Attorneys General. 

The Honorable Peter Welch 

1. We've seen the FTC take a strong leadership position on many issues, not only bringing 
enforcement actions but also convening experts from industry and academia at 
workshops. These workshops have been valuable opportunities for the FTC to write reports 
on what it learns, inducting guidance to companies when appropriate. It seems to me like an 
annual workshop and report on data security would be valuable given the recent problems 
companies have been having -- can we expect the FTC to have such a workshop soon? 

Thank you for your recognition of the FTC's leadership on many issues and the value 
of our use of enforcement actions and public workshops. As you may know, emerging 
areas in privacy and security are frequent subjects of FTC workshops, studies, and 
reports. For instance, in June of last year, we held a workshop on threats to mobile 
security, in which we convened a group of leading experts to discuss mobile malware, 
the role of platforms in security, and ways to improve security in the mobile ecosystem.7 

Earlier this year, the FTC hosted a "Spring Privacy Series" to examine the privacy and 
security implications of a number of new technologies in the marketplace, including 
mobile device tracking, alternative scoring products, and apps and devices that collect 
consumer-generated health data.8 At the Commission's November 2013 conference on 
the Internet of Things, much of the discussion focused on security challenges presented 
by "smart" devices. 9 

Moreover, the FTC just published its first annual "Privacy and Data Security Update," 
which is an overview of the FTC's enforcement, policy initiatives, and consumer 

7 See Mobile Security: Potential Threats and Solutions (June 4, 2013), available at 
http://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions. 
8 See FTC to Host Spring Seminars on Emerging Consumer Privacy Issues, available at 
http://www.ftc.gov/news-events/press-releases/2013/12/ftc-host-spring-seminars-emerging-consumer
privacy-issues. 
9 See Internet of Things - Privacy and Security in a Connected World (Nov. 19, 20 13), available at 
http://www.ftc.gov/news-events/events-calendar/2013/ 11/internet-things-pri vacy-security-connected
world. 
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outreach and business guidance in the areas of privacy and data security from January 
2013-March 2014.10 We expect to update this document every year. 

1° Federal Trade Commission Staff, 2014 Privacy and Security Update (June 2014), available at 
http://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-
2014/pri vacydatasecurityupdate 2014. pdf. 
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